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Internet Skills and Computer
Basics

UNIT SPECIFICS

This unit specifies basics of internet and computer, introduction to browser and its constituent parts.
Interface of a typical browser and its features are also discussed in detail. The search engines with its
few examples are also discussed with a table of operators to find writing efficient search queries. It aware
the student about various pillars, vision of digital India and portals. It also specifies the architecture
and component of computer e.g., central processing unit, control unit, memories, different computer
peripherals like keyboard, mouse, printer etc. Rationally this unit gives fundamental knowledge about
computer, internet and various digital India initiatives.

RATIONALE

Usage of computers and the internet has become very important in our daily life and it is increasing day
by day. The proliferation of basic computing can be observed in paying daily utility bills (water, electricity,
broadband, mobile recharge, etc.) or booking for travel (car, bus, rail, or airplane) or apply for government
services, etc., Now, online medium is available for almost all the works. Such online availability of services
not only saves labor, money and time but also helps in making services universally accessible in a time-
bound, transparent manner. For accessing online services, we need to have basic knowledge of computer
hardware, software and the Internet. In this unit we will learn about basic hardware components of
computer systems, a web browser (a software application to access the internet), tricks to retrieve precise
information from the internet and some important web portals of national, state importance.

PRE-REQUISITES

- Basic understanding of the usage of computer technology.

- Keen to learn computer basics.

UNIT OUTCOMES

Learners will be able to:
U1-O1: Identity & connect different peripheral devices (printers, scanners, etc.) to a computer.

U1-02: Use different types of browsers and their key features (bookmarking, private browsing, tabbed
browsing & synchronization, etc.)

U1-03: Write efficient search queries for precise information retrieval from the web.

U1-O4: Browse various digital India portals, state portals & college portals and analyze various
available services.
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Table 1.1: Mapping of Unit Outcomes with the Course Cutcomes

EXPECTED MAPFING WITH COURSE OUTCOMES
Old'g::-;e (1- Weak Correlation; 2- Medium correfation; 3- Strong Correlation}
co-1 CO-2 CO-3 Co-4 CO-5 CO-6 CO-7
U1-01 3 3 1 1 2 1 1
U1-0O2 2 1 1 1 3 1 1
Ui-03 2 1 1 1 3 1 1
Uui-04 1 1 1 1 1 1 1

1.1 BASIC INTERNET SKILLS

Internet is a popular tool for accessing digital information & services across the globe. It uses digital
devices like computers, mobiles, other gadgets and network devices to exchange information and
services. Skills required to access various applications of the internet are commonly termed as “Internet
Skills”, 'I'hese skills are very important nowadays and we will learn, some basic terms pertaining to the
internet, how to access with web browsers and use of search engines to find relevant, reliable & precise
information (like pearls) from the web (the information ocean).

1.1.1 What is the Internet?

Internet is nothing but a collection of various interconnected networks of heterogenous types across
the globe. It is comprising of ditferent kinds of devices, specifications for hardware & software to be
connected in a global network and a variety of protocols with a common understanding between
various countries, universities, companies and global agencies. It is also referred as a “network of
networks”. The purpose is to share resources over a global network, a resource can be a simple webpage
having information, a network printer, or any digitally accessible service like email, e-commerce, real-
time streaming, telnet, etc. It is a global network working over physical cables like traditional POL'S
{plain old lelephone syslem}, TV cables, [iber oplic cables and even wireless mediums like Wi-TI, 3G/
4G or salelliles communicalion depending on need and Lype of communication.

1.1.2 Common Applications of the Internet

Internet is being used in a variety of applications, few of them are as under:

1. Communication: Millions of H-mails are sent and received worldwide in a day for exchanging
information. Online messengers are also popular for real-time communications. With help
of VoIP (Voice over the internet protocol) audio and video conversation also take place.

2. E-Commerce: The Internet provides an online market to sell/purchase various products and
services globally. Now, we can purchase things from our neighbouring house to the farthest
country as well. ‘These online stores may work round the clock and enable consumers to
purchase from home.

3. Storage & File 'Lransfer: Lhe user can send and store files of different types. Cloud computing
makes it possible to share it among various users with their associated roles to access such files.

4. Live streaming & podcasts: Users can send their live videos and audios to large groups of
people in a real-time manner.
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10.

11.

News, Enlertainment: Whalever is happening in the real world, it can be updaled as a piece
ol information on Lhe web. Now, iL is possible Lo provide breaking news, enlerlainment,
eleclion results or aboul the sports aclivily of your [avourile leam or sporlsperson.
Collaborative lasks: People can meel online, discuss things and work together using
collaborative applications.

Research & learning aclivilies: Wilh Lhe availabilily of information and online resources,
researcher and learners can conlinually equip themselves.

Inleraclive gaming: We can play & inleracl online wilth another human being, a
compuler program having a real-lime conversalion. We can parlicipale in Lhe game
across the world.

Social Networking: Various online plalform provides [acilily o connectl Lhe people of Lthe
same inlerest. Millions of people daily connecl with their colleagues, family members and
find new persons on such platforms.

Job hunting: Job providers can posl various vacancies on the internel via their portal, third-
party portals or social media. Jobseekers search for various jobs on portals, newspapers &
apply their applications with resume to concerning human resonrce managers,

Navigation & Tracking: Searching best routes on digital maps, tracking the live status of
trains, cars, parcels are few widely used location-based services of the internet,

In addition to the above, real-time npdates, cashless transactions, online booking, live trading and

1.1.3

Few commeonly used lerms for Lhe inlernel basics are:

advertisements, etc. are also some popular uses of the internet,

Glossary for the Internet Basics

WWW: World Wide Web or simply ‘web’ is the moslL popular use case of the inlernet. IL is an

informalion syslem where dillerenl kinds of [iles or resources are hosled and uniquely accessed via URL
address. These resources are interlinked wilh hyperlinks. The resources can be uploaded or downloaded
wilh application soflware known as web browser using some slandard protocols like HTTP or I'TP.

Domain Name: IL is a human understandable unique name on the inlernet Lo idenlily a compulter

:;ysLem or resource.

Scheme Sub domain Subdirectories
| | |

—_— —_—

https://hte.rajasthan.gov.in/college/gpcbarmer/home

Secondlevel  country code
domain  Top Level domain

Fig. 1.1: Structure of a URL

URL: Unitorm Resource Locator is known as the web address. Tt is a unique identifier of a web

resource with a specification of how to access and from where to access it. The structure of URL is
shown in Fig.1.1

HTTP: Hypertext Transfer Protocol is a set of rules (protocol) that define the way how data transfer

over the web. It is used to access websites.
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HTTPS: It is the secure version of HTTP using SSL (secure socket layer) encryption.

FTP: File Transfer Protocol is a set of rules (protocol) that define the way how data transfer over
the internet. It is used to transfer a large file from one host to another.

Hyperlink: It is a word, phrase or image that refers to another data. can be followed by the user
by clicking or tapping. The reference may belong to another document or specific element of the same
document.

Browser: It is an application program with a user interface to display and navigate webpages over
WWW.

Webpage: It is a hypertext document designed to view on the web browser.

Website: It is a collection of web pages and related resources that is identified by a common domain
name and hosted (published) on a web server.

Search Engine: It is a web-based complex software that provides information searching services to
its users. The search engine uses various algorithms to search its huge database and produce appropriate
search results taking minimal time.

ISP: An Internet Service Provider is a company that provides internet access to other companies
or individuals.

Email: Electronic Mail is a method of exchanging digital messages from one electronic device to
another device or to many recipients via a network.

Podcast: It is a web resource available on the internet that contains audio information.

Filetype: Every information available on the internet have a certain format and type which is
understood by their file type. Information can be in form of documents, audio, video, etc.

Download: It is the process of copying data over the internet from one device to another in direction
of a server to a client machine.

Upload: It is also the process of transferring data from one device to another on the internet but
from client to server-side.

DNS: The domain name system translates human understandable domain name (for example, www.
ncs.gov.in) to machine readable IP address (for example, 203.129.202.69)

TCP/IP: Transmission Control Protocol and Internet Protocol are set of rules that govern the linking
of a computer system to the internet and similar computer networks.

Modem: It is the short name for hardware device modulator-demodulator. It is responsible to
convert the digital data of a computer system to an analog signal which can travel over telephone lines
(modulator) and vice-versa.

Network equipment: These are networking hardware required for the interconnection and
communication in a computer network e.g., bridge, repeater, hub, switch, router, modem, etc.

Cloud Computing: It provides computer resources over the internet as per the demand of the user.
Resources can be computer infrastructure, computing power or data storage, etc.

TYPE: A Webpage Title: Internet Basics

1.2 UNDERSTANDING A BROWSER

Services & information provided by the internet follows the client-server model. In this model when
a client machine seeks some service, it forms a request message (HTTP Request) and sends it via a
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client-side program to network towards the server machine. On the other side, when a request
approaches the server machine it grants or denies the requested service in form of the response message
(HTTP Response}. A browser is a client-side application program to search and retrieve information
from the world wide web, available in the form of web pages and display it on the client’s machine. [t
is also termed as “web browser” or “user agent”. Process of sending and receiving message is shown in
Fig.1.2. In the coming section, we will understand some trending variants of the browser, their
comparison in terms of offered features and the basic architecture of a web browser for its better
understanding.

Web Server Client with any browser

©ce0

ogle Chrarme Bierosafl Ddge Mogilla Firefox i'l|, 2]

_—\{‘ \‘/ ‘}/', "a

_m_

Internet

Fig.1.2: HTTP Reguest and Response

Google Chrome: It is the most widely used web browser developed by Google, Tt is cross-platform
web browser that was firstly released in 2008 for the Windows operating system of Microsoft. This
browser is now a proprietary [reeware based on Google's [ree and open-source soltware (FOSS) project
“chromium” It is widely vsed due to its speed & security capabilities. It is constantly updating and
keeps us sale (rom phishing and malware scams. Web slore keeps chrome cuslomizable via its various
themes, extension and web apps. It can translate a website in different languages.

Microsoft Edge: It is developed by Microsoft and was firstly released in 2015 for its proprietary
operating system Windows 10, Tt is the successor of the internet explorer web browser of the Microsott
family. 1t is also integrated with Microsofts online platforms for providing voice control, searching
functionality and dynamic content related to searches inside the address bar.

Mogzilla Firefox: It is a free and open-source browser developed by Mozilla Foundation and its
subsidiary Mozilla corporation. IL was initially released in Seplember 2002. In comparison Lo olher
browsers, Firefox provides an extensive library of extensions & add-ons to its vsers for customizing
their browser experiences & (unclionalily.

Opera: It is a multi-platform browser developed by Opera software. It was initially released in
April 1995. 1t is also available for mobile devices and these mobile versions are known as opera mini
& opera mobile. With its artificial intelligence (AT) based platform opera browser supports a
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personalized news feed at the start page. It also supports sharing files, links and notes between users
different devices with the opera flow feature.

Salari: This browser was developed by Apple Inc. and il is not a complele open-source browser.
It was initially released on January 2003 as a part of MAC operating system. It is considered as faster
browser wilh considerable high privacy lealures. Safari also implemented [ealure of cross sile Lracking.
It natively supports web page translation and picture in picture functionality.

=]
w
=+
o

= ™
@ o = ]
] ~ n 0
] || - -
. - |

CHROME SAFARI EDGE FIREFOX OPERA OTHER
Fig. 1.3: Web Browser Market Share Percentage

Market share of trending web browser (as of June, 2021) is shown in Fig.1.3 (data courtesy:
www.gs.statcounter.com)

Interesting Facts P

Mosaic web browser which relcased in carly 1993 was first web browscr. [t was capable to display graphics
content in line with text, In spile ol showing 1o separate window,

1.2.1 Elements of a Chrome Browser Window

Every computer has a default web browser software, which one is installed on vour system
may depend on the machine and operating system you have. We can switch between them
or can add other web browsers too. Google chrome browser has the highest market share
as of June 2021, we will discuss this variant to demonstrate various parts of a browser
window(see Fig. 1.4), although basic features of browsers remain the same in other
variants too with some change in terminology.

+ To be connected to the internet we have to start or fannch the web browser first. Just click
on Lhe icon {piclure) available al your desklop home screen or on o betlom bar (Laskbar) of
your screen, e.g., il we have a chrome browser installed inle our system we have Lo click on
Lthe shown icon. As per vour inslalled browser icon may diller.

« lb access a website, we have to input its URL or web address into the address bar of the
browser window as shown in step 1, www.childlineindia.org is typed into the address bar
for our example.

=  When a webpage is loaded it may show Lhe title ol Lhe webpage as shown in slep 2.

Gowple Chrome

» A browser window has many controls on it for a better web experience and surfing. Forward
button (left arrow control) and backward buttons (left arrow contrel) are provided to go back
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and forth between the web pages. These are shown in steps, 3 and 4, These are combinedly
known as navigation buttons.

A webpage may comprise many parls and seclions Lo present informaltion. II any parl is nol
loaded well then,the Refresh button is provided to reload the webpage and update the
information we are viewing.

Interesting Facts

Chrome web browszer’s address bar area is wlilized lor entering 11R1. search terms, bookmarking., browsing

history

and site information ( paddle lock, security status ¢te.) thus known us OmniBox.

Title of first Domain name typed in - Currently control to open Control to Pinned Search tab, Minimize

tabbed web paic
<: -

Button

Forwar
Button

o | -
Webpag = “ ene”™ é
C;Ilf:llt L"I ln_.
L=

i excmild st chuse i

x [l BenNGD i ndemaupzatch X e - o Ed

REpr *oxeroe-m #»| @ e 1

address bar Oper tab  new tab window oolmark this Extensions Restore down &
\ & webpage Q Close b tht{)i;s
=i | I=d e - Witipecia

chid

Backward " - - \mr
% Bro

AR ARCLIT = CHILR ISSUES ~ MECAA R FUTHTS « KHOWIEDGE CTRTER JOHH LS COMTACT

Rtres ,1 0 9 8

Night & Da
Button g y

COMCERMED ADULTS FAMILY [ RELATIVES CHILDUME NETWORK.

C - =

mca]

- Scrollbar

Fig. 1.4: Elements of Chrome Web Browser
During a websile search or surling, we may click on various hyperlinks Lo [ind more relaled
information. Hyperlinks may be opened in the same window or new tab of the browser.
Currently opened window is shown by different color and style. Step 6 shows the currently
opened window tab.

If we want to search or browse a new webpage then we may open a new tab window using
Lthe "+ conlrol provided next Lo the last Lab. (I is shown in slep 7)

‘I'he browser provides the facility of storing and managing frequently visiting webpages with

the facility of bookmarking. So during a new webpage visit, If we want to store the current
web address for future reference, we may opt to bookmark it using the ‘star controll Tt is
located at the rightmost side of the address bar as shown in step 8.

In addition o the basic [unclionality of the browser, we may cuslomize it and add addilional
functionality by installing extensions and add-ons. All such extensions may appear on the
browser user interface if they are pinned (marked to be present). Many icons are shown in a
rectangle as indicated by step 9 of Fig. 1.4.
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Every chrome browser window has lour controls on the right upper corner namely search
tabs, minimize, restore down and close as depicted in Fig. 1.5.A click on first control ‘search
tabs, gives us a list of currently opened tabs and recently closed tabs. The search tab feature
is a powerful tool to search or select (open) a webpage among these tabs. It can be used to
search a tab with a given title by inputting text in the search box. Minimize, restore down
and close buttons perform the task as their name implies.
o x
0, search Tabs Cirl+Shift=A » e P&JSEG..}
Cmail: Compose w
email.gov.in - & mns ago
Google Translate
translate googlz.com » 4 mins ago
RECEMTLY CLOSED TABS
Guoyle Sheels. Sign-in W
accounts.google.com » 7 ming ago
o o Ubuntu is mast used operating system i..
= duckduckgo.com + 7 mins ago irana
Fig. 1.5: Chrome Search tab

Chrome browser provides Lhe capability o synchronize dilferenl user setlings across dilferent
machines via its synchronization feature. A user who have stored its bockmarks, passwords,
or payment methods or address details may access all such information on a different machine

if he/she allows the Sync. The vser interface is shown in 1.6(a)

Chrome browser has browser customize and control section accessible via an ellipsis “:7

(three vertically aligned dots) Tt shows various options of the chrome browser as shown in

Fig, 1.6.(b}

e - 0 o - & X
Py @ [ » 0 - i » e = » G)‘_.____,...--- Browser Customize & Control
New ta CirleT . .
Ilg_.mw"e" Parson 1 e Options on Right
Synchromization v window mirla N s
¥ y LA Sl Click of webpage
New incognito window  Ctrl+Shift+M @ |
Bk ¥ Ae Lot Arverm
(hi} History b | Back Miz=Lest Ao
Prashant Joshi Rajtel Downloads Ctrls o Rt gt Ao
Not signed i Reloat o
Bookmarks k
TPasswords . e
YO SHVE Bl trl+5
Tayment methods "'ﬁ[ e~ B8 9 Ty - 100% = ra Sa
Addresses - o Prnz. Chrlef
o . rint.. Ctrl+ -
Sync, options ast
@ syncis paused Cast...
Find trl=F | :.:_ Creste OF codz for this page
Edit Cut CC’D.-" Paste [5 Dawboac 2ll with Free Cowr o:d Manager
Settings O savetokeen
- W .
Help View page source Cirdell
4+ Ad it nipect Cri+Shifes1
Manage Prafile option Exit

Fig. 1.6: Chrome Window {a) Synchronization {b) Customize & Control {c) Right-click Options
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In addition to the visible user interface, we can access many functionalities via right-clicking
on the webpage. The various available command will be shown as depicted in the Fig. 1.6(c)
with step 15. It depends on the setup of the software environment on your machine. As I have
installed some extensions, my window shows some extra features of “create QR code for this

»

page’, “save to keep’, etc.

TYPE: A Webpage Title: Using a web browser

10.

Common Browser Features

Bookmarking: It is the process of storing URI (Uniform Resource Identifier) for future
retrieval. With this feature, users can store and manage web addresses of frequently visiting
websites in their browser software. These web addresses can be accessed next time without
providing their URI in the address bar. It is termed as favourites in the Microsoft Edge browser.

Download management: This is an inbuilt software tool for browsers that allows the users to
manage all the downloaded files. It displays the files in chronological order and gives us the
facility to search files by their name. We can also browse the folder where it is actually stored
by ‘show in folder’ or ‘open containing folder’ option. We can open it by the user interface

Ellipsis - Downloads or by
pressing CTRL + J short cut key (works in chrome, MS Edge & Mozilla Firefox)

Password management: Browsers provide a facility to store usernames and passwords of
websites that requires authentication. To protect this confidential information from other
users of a computer, the functionality of the master password is incorporated.

Tabbed browsing: It allows users to browse different websites simultaneously on different tab
windows. All these tabs reside in a single web browser window.

Browser history: Browser can store all webpages visited by its user with associated data like
the page title, time of visit, etc. so that user can revisit those webpages if necessary. All such
data is stored locally on the browser.

Form management: This feature of the browser is also known as the auto-complete feature.
It enables the user to auto-fill the web form entries of a user from its locally saved browser
data.

Spell checking: This browser feature provides the capability to correct the misspelled words.

Privacy mode: Browsers introduced this feature to enhance the privacy surfing of its user. It
allows users to surf the web without recording browsing history, cookies and form data of
the user. Browser accomplishes thisvia the creation of a temporary session that is altogether
separate from the main session and user data. It is known as “InCognito” in chrome browser
and “inPrivate Browsing” in Microsoft Edge browser.

Auto update: This feature shows the ability of a browser for self-updating. Nowadays, almost
every browser is capable of auto-updating.

Ad blocking: It is also termed ad filtering. Browsers having this feature are capable of blocking
or altering online advertising. Generally, it is done with help of some browser extension.
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11. Incremental search: This feature shows the ability of a browser to find matches on a webpage
incrementally as search terms are typed in the search box.

12. Page zooming: It is the page-level capability of the browser to zoom in or zoom out the web
content or images displayed on the webpage.

[w] ey [w]

ﬂé‘rﬁ TYPE: Use of ICT (A Webpage) Title: Bookmarks in chrome
1

pzed

1.2.3 Constituent of a Web Browser

A browser is constituted with a user interface, browser engine, rendering engine and other components.
The architecture of the common browser is depicted in the Fig.1.7

User Interface: As the name implies this component of the web browser enables the user to interact
with visual controls available on the web page. These controls include the address bar, previous and next
button, home button and all other controls which are responsible to fetch and present users desired web
pages (except the main window where web pages are presented).

Browser Engine: This is a key component of browser architecture. It operates as a bridge between the
user interface and the rendering engine. The browser engine is responsible for creating and manipulating
the rendering engine as per inputs provided by the user interface.

User Interface

g

1 g

Browser engine 3

23

' 2

Rendering engine 5
JavaScript

Networking UI Backend

Interpreter

Fig.1.7: Web Browser Architecture

Rendering Engine: The main role of this component is to render a requested web page. For
rendering, this engine parses HTML documents and images which are formatted with CSS. After
parsing a final layout is generated and presented on the UI of the client machine. Rendering engines
natively have the capability to display images and HTML and XML documents but with the addition
of browser extension, it can display other types too like pdf. Many standard rendering engines available
in the internet community and each browser is comprised of its unique rendering engine. Few popular
web browsers and their associated rendering engines are listed below:

e Blink: Google Chrome and Opera V.15+ MicrosoftEdge

o Gecko: Mozilla Firefox

o Webkit: Chrome for IOS and Safari

Networking: This component administers the connection with help of HTTP and FTP protocol.
It also concerns the secrecy issues during the network communication.

JS interpreter:Passing and executing JS code is handled by this component.
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UI Backend: This component is responsible for drawing widgets like windows and combo boxes.
The user interface method of underline OS is utilized for this purpose.

Data storage and persistence: It is a persistent layer saving data like cookies on the clients local
hard disk.

1.3 EFFICIENT USE OF SEARCH ENGINES

The Internet contains an enormous amount of data whose content and context change over time. If the
Internet is to be called a sea of information, the required information is considered as a pearl, then we
will also need some pearl hunters to find such valuable pearls. This information hunting work is done
by search engines. Finding precise data is always challenging but undoubtedly search engines made
internet surfing convenient and digital life enjoyable. Searching for desired information in minimal
time is another important facet of the information retrieval paradigm. Although modern search engines
are much powerful than ever before we should know how to utilize their capabilities efficiently for our
finding purposes. We should know the way the search engine works, types of searches done by users
to retrieve information and some features available on user interfaces of a search engine to efficiently
searching the world wide web.

1.3.1 What is a Search Engine?

The search engine is a generic name assigned to a software system whose purpose is to systematically
search the web pages against supplied search terms, commonly known as ‘keywords, ‘search query” or
‘search phrase. The result of this search is presented in form of a listing technically referred to as search
engine results pages (SERP). The search engine is not a mere finding tool but a web service that performs
the task of indexing, organizing, rating and reviewing websites too. There are many search engines
available in the world of computer networking. Every search engine works in its way and that’s why we
get different search results for the same search query in different search engines. Some rely on users to
maintain a catalogue of webpages where other use their automated advanced software to identify key
information available in interlinked websites.

v
o
0

CHROME SAFARI ED

8

n
; - a o
«@ ™~ w ©

e o

]

E FIREFOX OPERA OTHER
Fig. 1.8: Search Engine Market Share

Some popular search engines with their current market share (June 2021) are depicted in Fig. 1.8
(data courtesy: www.gs.statcounter.com)



12 | Introduction to IT Systems

oogle > Bing yahoof

Yandex BaitEeE

DuckDuckGo

e @siy Aol. @

Fig. 1.9: Ditferent Search Engines

1.3.2 Some Popular Search Engine Variants

Different search engines have their unique vser interface, features and underlying technology. Some
popular search engines are depicted in Fig. 1.9, we will discuss some trending ones.

Google: It is the most trusted search engine worldwide. It was developed by larry page and Sergey
brin in 1996 for their academic research project. It was initially known as BackRub. It is written in C,
C++ and Python programming languages. It is being used as a default search engine for various web
browsers e.g., Chrome, Safari and Mozilla Firefox, etc. Google is using emerging technologies like
artificial intelligence (Al), machine learning (ML) to recognize user behaviour, likings and other
contextual information and produce better results for its users.

Microsoft Bing: 1t is owned and being maintained by Microsoft. It is the successor of previous
search engines of Microsoft e.g., MSN Search & Windows Live Search. It was launched in June 2009
and written in ASENET. It provides a variety of search services like web, Image, video and map. Unlike
google its home page provides various links to current news, weather and links to other information
like “On this day in history”

Yahoo: This is the oldest search engine available to internet users. It is founded by Jerry Yang
and David filo in January 1994 as “Jerry and David’s guide to the World Wide Web”. This search engine
is owned by Yahoo and originally wrillen in general-purpose scripting language- PHP.

Baidu: It is among the Lop performer in Lhe markel share ol search engines worldwide. It is owned
by Chinese company Baidu, Inc. which is one of Lthe largest artificial intelligence and inlernel companies
in the world. Il was incorporaled in January 2000 by Robin Li and Eric Xu. This search engine holds
more lhan 72% ol the Chinese search engine markel as of June 2021. It oflers various services like
Maps, Image search, Video search, palent search, legal search, games, elc.

Yandex: IL is a search engine prevalenlly used in Russia and was launched in Seplember 1997. It
is owned by Yandex N.V,, a Russian-Dulch domiciled multinalional. Aparl [rom image searching, video
searching and web searching, il also provides olher services like online lext and websile Lranslator,
maps, email, app analytics and marketing platform.

Duckduckgo: Tast in our list of the search engine but not the least, Duckduckgo(ddg) is a favorite
search engine for millions of users (mine too), especially who cares their privacy and want to keep
their searching history anonymous, Tt is created by Gabriel Weinberg and owned by Duck Duck Go
Inc, Tt was launched in September 2008 and its code is written in Perl, Java Script and Python. Many
search engines record the search history of their users and profile their surfing, searching habits by
giving an excuse for better-personalized search results, In contrast, Duckduckgo respects the privacy
of its users and displays the same search results to its all users for a given search query. It is against
the online tracking of user’s data and believes that “Your perscnal data is nobody’s business”
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1.3.3 Types of Web Searches

In the case of web information retrieval,the intention or need behind searching guery is not always
informational in nature. Web search queries are classified into three types according to the intention
behind the search.

I. Navigational: Users may input some search keywords not for seeking direct information
about the entered text, in spite they intent to navigate to some website. The purpose is to
navigate a website that is in the mind of the user or he/she think that such website should
be there or they have visited the website in past. e.g. vsers may simply type “jimcorbett
national park” with intention (not known to search engine) to navigate the official website.
The search result will show different search results having beautiful pictures of the national
park, weblinks to “lop Stories’ and videos of the national park and many other related results.
Here, by examining the website domain name, a user may navigate to any of the above
websites:https://uttarakhandtourism.gov.in/ or https://www.corbettonline uk gov.in/

2. Informational: In such web queries user’s intention is to find related information about the
given search term which may be on some interlinked static webpages. The purpose is to read
those pages to acquire facts about the input text. e.g. if a user has entered the search term
“jimcorbett national park™ with an intention to find its history, geography or climate then
the user may open any suitable results available infront of him like Wikipedia pages or another
websile.

3. Transaclional: The purpose of such web queries (o reach a websile where [urther inleraclion
or web-mediated aclivity is performed. e.g. il Lhe user enlers search lerm “jimcorbell nalicnal
park booking” then oul ol available search resull user will select suilable web resull Lo navigale
a websile where he will perform booking operalion for his inlended visil Lo the nalional park.
User may visil htips://www.corbettonline.uk gov.in/ and [linalize a visil via booking.

Such web queries are also performed widely lor shopping, downloading content [rom Lhe web, elc.

1.3.4 How do Search Engines Work?

Search engine aims to provide the most relevant search results in minimal time to their users. When
we give a search query, we may gel millions of resulls within a [raclion of seconds. Surprisingly, aclual
work was dene long before Lhe query is supplied. A typical process ol how a search engine works is
depicled in Tig. 1.10. Despile searching Lhe whole web inslanlly, the search engines query processing
module searches ils databases againsl supplied keywords in Lhe search query. The data bases conlain
meladata and indexes ol selecled web pages, cul of billions ol webpages across the WWW for Lhe
searching keywords. Out ol selecled webpages,the most relevant webpages are displayed in search results
with the help of the ranking module, A search engine generally performs three functions:

1. Crawling: Tvery Search engine has some automated software {programs} which are known
invariably as the bot, robot, web wanderers, spiders, crawler or indexer. The purpose of the
spiders is to traverse and scan the world wide web for publicly available information,

2. Indexing: This is a process to organize and store the results found in the crawling tunction
such that they can be further processed by search engine algorithms. A search engine does
not store all information available on the webpage instead it stores details like title &
description of the page, date of creation/updating, type of content, associated search terms,
links coming to and from this webpage and other parameters required by its algorithms,
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3.

Ranking: This is the process of showing results in order of their relevance. Most relevant
pages are shown first while the least one will be on afterward. This is done using the ranking
algorithm of the search engine. Some dominating ranking factors are Links referring to this
webpage, website age, associated keywords, mobile-friendly webpage, speed of webpage

loading, time spent on a webpage, etc.

TYPE: Video Resources

Title: Basic Search Strategies

WWW  \ Crawler Module
. -
] - — —
e T2
=) prs] I g
External
Sources
',I Query i Query
v ~ Processing
t Results Ranking
Client
L Module

Page
Repository
Content Indexer
Analysis Module
|
U T
Meta-data Indexes

Fig. 1.10: Searching with Search Engines

Table 1.2: Google Search Symbols, Operators & Commands

Operator Description Example
Informational Search Queries

define Returns a definition of the given term. define tolerance

time Returns the current time at a particular location. time Australia

to Convert measurements from one unit to another. 12 inches to feet

in Convert measurements from one unit to another. 650 EURO in INR

translate | Translates the queried terms into another specified language. |translate hello world german

map Returns map result by giving map followed by location. map andhrapradesh

stocks Returns stock information of given company name. stock wipro

weather | Returns the weather forecast for the given location or ZIP code. | weather bodhgaya or 824231
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Basic Search Symbols

- Excludes search results that include this term. best tablets -drawing
| Returns search results that match terms on either side of the computer | tablet

pipe. The same as writing "OR" between search terms. P
@ zfzeturns search results that match a particular social media aicte @facebook
# Returns search results that include a specific hashiag. #largestvaccinedrive
Returns search results that include all terms within quotes in 20008 cram coUNtry”

the exact given order.
. Reiurns search results where any words can be matched in best* in Harvana

place of the asterisk. 24

When placed between two numbers, returns search results .

o computer 30k. 40K inr

that match within the number range.
0 Used to group search terms and control the search logic of (lata | mukash) songs lyrics

the query.

Most Popular Search Operators
cache: Show Gocegle's cached version of a specific page. cache:makeuseol.com
. . |Returns only search results that match a particular file z I .
filetype: —— ITSystemsfiletype:ppt
related: Returns other websites that are similar to the gueried website. | related:nylimes.ccm
site: Returns only search results from a particular website. F'argnu_ng Bl e
org/india/
Other Search Operators
iranchor: Returns pages that are linked to using ancher text maiching inanchor:mental welbeing
the search query.
allinanchor: nge as inanchor, but matching every term that appears after inanchormental wellbeinghindi
allinanchor.

intext: Returns only search results that match in the page's body. intext:no tobacco day
intitle: Returns cnly search results that match in the page's title. intitiezindia tourism
inur: Returns cnly search resulis that match in the page's URL. inur:indiaculture

1.3.5 How to Search the Web?

Various popular variants of search engines are already discussed in our previous section. To perform
a search, we have to open any desired search engine in our web browser. Now input (type) one or
more keywords in the search box and then click on the search button or simply press the Tnter key’
on your kevboard to begin the search. We will get search results most relevant to our search phrase. If
you are salislied wilth any ol the webpage presented in Lhe search resulls, you may go through that
webpage for your desired intention (navigation, information or transaction). In case of undesired results,
you should redeline your search lerm wilh added keywords or you should loolk upon more oplions Lo
enhance your searching, Searching can be more precise and enhanced using various operators provided
by the search engine or by using capabilities of the search engine’s user interface like advanced search
options provided in google search.
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Google Search Symbols, Operators & Commands

Now we discuss some prominent operators, commands of the dominating search engine-Google. We
will also discuss some tips to cut short our searching results, to the actual required result. The Table 1.2

shows operators, their use in searching with examples.

Google Advanced Search

In addition to the above operators google also provide various filters to refine our search results within

the user interface. Let’s check step by step process (see Fig. 1.11) for advance searching:
1.  The user has to open a web browser and navigate to the google search engine.

2. Type their search term in the search box e.g. “ecosystem restoration’,
clicking the search button users will be presented with associated search results.

, by pressing enter or

3. Users can view scrutinized results based on various provided categories like news, images,
books, videos, maps, flight, finance, etc. For our explanation, I have selected image results by

clicking on images.

restoration = Lo

& googie.com L_ao‘-'l-'"' stem+restoration&thl =endith. Q 7
GO gse —EC"\':,[:@D ration 9

efore and after l techniques gu

@ urban

_.' -1 grassland

ngua
Advanced s=arch e w
Sear his

Your data in Search '

Search heip

g Ecolagical Restomation ...

BarTOo decadecnrestaration org

Environment Day 2027 What iz ...
garland oom raves 8 oom

Fig. 1.11: Advanced Filters for Search

For each such category, some additional filters are associated, which are visible after clicking
on the Tools button. As depicted by the arrow in step 4. (Fig. 1.11)
Similarly, News, Books, Videos & More categories provide their associated filters to refine

search parameters to get more accurate & precise results. You may check them one by one by
selecting the category and then Tools option

The advanced search facility can be accessed from the user interface as depicted in figure (Fig. 1.12)

or we can access it directly by URL: google.com/advanced_search
I_I‘Eirl

IEI:"%

TYPE: Video Resources Title: How Google Search Works?
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Fig. 1.12: User interface for Google Advanced Search

The Tunclionalily of almosl all google operalors is provided via Lhis graphical user inlerface of
google shown in Fig. 1.12. Each lield is equivalenl Lo some operalor we discussed in Table 1.2.

1.4 AWARENESS ABOUT DIGITAL INDIA PORTALS

The government of India has developed many portals and IT-Based Digital India
infrastructures to empower its citizens, Those portals in which services Power To Empowe!
and information are presented and updated by the central government and
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whose aim is nationwide are called National Portals e.g. india.gov.in or mygov.in. The portals to
support and implement the digital India program are known as Digital India portals, Every citizen of
India can take leverage and participate in such portals.

1.41 What is Digital India?

In the era of the information & technology revolulion, informalion & services are widely delivered
with the help of the internet. Countries achieve Good Governance by employing e-Governance, As
well defined on https://digitalindia.gov.in national portal “The Digital India program is a flagship
program of the Government of India with a vision to transform India into a digitally empowered society
and knowledge economy’. It was launched in July 2015 with the huge budget allotment of rupees 1,13
lakh crore. The main aim behind this visionary program is to digitally empower the citizens of India.
The Program envisages providing government services by electronic means to reduce paperwork and
enhancing accountability in the system. It includes a plan to connect rural areas with high-speed
internet highways. It is implemented by the Government of India {GOI) and being coordinated by
MeitY (Ministry of Electronics and Information Technology). Honourable prime minister heads the
monitoring committee. The digital India program is focused to transform the India with the indigenous
talent and use of information technology as shown in Fig. 1.13.

THE FOCUS IS TO BRING TRANSFORMATION TO REALIZE

IT - IT IT

Indian Talent Infarmation Technology India Tomorrow

Fig. 1.13: Digital India Focus

Digital India Program is centered on three keyvision areas as defined below
1. Digital Infrastructure as a Utility to Fvery Citizen
«  Availability of high-speed inlernel as a core ulility [or delivery ol services Lo cilizens
»  Cradle Lo grave digital identily Lhal is unique, lilelong, online and authenticable Lo
every citizen
s Mobile phone & bank account enabling citizen participation in digital & financial space
» Easy access to a Comumon Service Centre
+  Shareable private space on a public cloud
»  Sale and secure cyber-space
2. Governance and services on demand
»  Seamlessly integrated services across departments or jurisdictions
«  Availability of services in real time from online & mobile platforms
+  All citizen entitlements to be portable and available on the cloud
+  Digitally transformed services for improving ease of doing business
«  Making linancial transaclions eleclronic & cashless
+ Leveraging Geospatial Information Systems (GIS) tor decision support systems &
development
3. Digital empowerment of citizens
«  Universal digital literacy
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«  Universally accessible digital resources

« Availability of digital resources/services in Indian languages

« Collaborative digital platforms for participative governance

« Citizens not required to physically submit Govt. documents/certificates

TYPE: Video Resources Title: What is Digital India?

1.4.2 Pillars of Digital India Program

Digital India program covers several ministries & departments hence it is an umbrella activity which
requires collaborative work among its stakeholders. Different ministries, departments work for their
targeted task keeping larger goal and vision areas in their minds. Digital India initiative is also aimed
to reinforce the nine pillars of growth areas as depicted in Fig. 1.14.

Fig. 1.14: Digital India Pillars

Based on the vision areas of digital India,these portals are classified into three categories. Most
commonly used portals and their brief descriptions are included in the below Tables 1.3 to 1.5. Learners
are suggested to visit and analyze key features of these portals.

Table 1.3: Digital India Portals (Infrastructure)

Digital India Initiative Website Description

5 The largest biometrics based identification
# \y AADHAAR https://uidai.gov.in system in the world for effective service
AADHAAR delivery to citizens.
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A biometric enabled digital service for
JEEVAN https://jeevanpramaa _ to st I 5 i ¢
rensioners to streamline the process o
PRAMAAN n.gov.in/ eI .
issuing lite certiticate
https://cloud.gov.in/i | Cloud Computing initiative to accelerate
mﬁghncﬂ' R MEGHRA] ps:fic & / ‘ ‘ P E ' L
ndex.php delivery ol e-services in the country
hitps:/fapps.mgov.go i
: MOBILE SEVA | if PRRTEOYE0 g facilitate the process of development and
G1i._*,»’_-‘f"_{"--.""_'f‘J APP STORE . deployment of suitable mobile applications
National Super Computing Mission to
n s n NSM https://msmindiain empower the national academic and R&IDD
i institutions, spread across the country
i S - "I'o publish datasets, documents, services,
L Ee o AN | OPLN DATA https://data.gov.in/ ‘ . ,
" tools and applications for public use
Rapid Assessment System for continuous
. [eedback [or e-services delivered by
ape, RAS http:/fras.gov.in/ . X .
ras gﬁiffnﬁmem ) g Government of India and State
helps in improving governance Gl')\.-rﬁ' FAMEenLs
hitps:// - Single window interface for trade- a Project
1 S wwwaceosale,
SW'_FT SWIFT P_ ) . 5 to facilitate the Trading Across Borders in
o Soniiumting Tl gov,in/SWIL'LY India
Table 1.4: Digital India Portals {Service Based)
Digital India Initiative Website Description
SUGAMYA A d . latf )
IrOW sourcin platform  to
- 4 BHARA'I http:/faccessibleindia.gov.in/co e . - g . ® .
T o coccible e comprehensively oblain inlormaton on
jecesible | ABHIYAAN & [ntent/ _ , . .
] india . inaccessible places across Lhe country
Campaig Mob App
EHIND — |
hLlp:.f'h\-'\*\-'\«-'.bhimupi.m‘g.inf or Pf.n app Lhal makes pazr-mtnl 'll‘dI'Ihd'CL.l(ij
N»’:CI’ BHIM Ao [ ooele ol ‘ simple, easy and quick using Unilied
S LT App lrom google play store Payments Interface (UPI}
The Unique Ilealth Identitication
% -&jlﬂhs DIGITAL ATIMS  |httpi//ehospital nic.in/ehospital/ |Number gave every DPatient visiting

AIIMS a Digital Identity

Digital

Panchavyat

E-PANCITAYAT

http://epanchayat.in/

To provide comprehensive software
solution attempting automation of Gram

Panchayat functions
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EGREETINGS

https://egreetings.gov.in/

Alms to promote a contemporary and
eco-friendly method of sharing greetings

E-TIOSPITAL

ENAM

hilp://ehospilalnicinf/ehospilal/

http:/wwwenam. gov.in/ NAM/
home/index.html

A Hospilal Managemen! Informalion
System (HMIS) Tor internal workMows
and processes of hospilals

A pan-India electronic trading portal to
create a unitied nativnal market for
agricultural commodilies

E-PATIISITALA

http://epathshala nic.in/

Provide e-resources including textbooks,
audio, video, periodicals and a variety of
and materials

other print non-print

through website and mobile app

https://sampark.gov.in

A mechanism Ly  connecl Lhe

government directly with citizens across

park .
ESAMPARK ‘ ‘ )
India by running mailer, outbound
dialing and SMS campaigns
p— Groods and service lax nelwork is a
uniform inlerface for the tax payer and a
@’N GSTN hitp:/ fwww.gstn.org/index.php bay

(=== MENWVICTY TN

common and shared 'l' infrasiruclure
between the Centre and Slales

hitip:/fkhoyapaya.gov.in/mpp/h

A ciliven-hased websile Lo exchange

Khoya-Paya KHOYA PAYA ome information on  missing and lound
Gnizens corner of Track Child children

g An mobile app developed to Thelp

@ KISAN SUVIDIIA |http://www.kisaansuvidha.com/ (farmers  get  relevant  information
inslantly

- 3 The web-based mechanism

% ) MRAKTKOSH http://www.eraktkosh.in/ interconnects all the Blood Banks of the

e-Rakt Kesh State into a single network

. ‘ o Car R . AT .

a ;f‘ - - o T Nafmnal- e Service po;t’ﬂ tac1l?tates

NCS registration of job seekers, job providers,

National Career Service

skill providers, career counsellors,, elc,

4

NVSP

hilp:/ fwww.nvsp.in/

Services such as access Lhe elecloral list,
apply [or voler id card, apply online [or
correclons in voler's card, view delails
of Polling booth, Booth Level olficer,

Electoral Registration Officer, etc.
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AP L . |Limables simple, cllficienl and Lransparent
FASSPORL SEVA |hilpdfwww.passporlindia. gov.in

PROJECT / processes lor delivery of passport and

related services

SHAALA hitps:ffdarpan kvs.govin/shaala [An  e-Governance  platform  lor  all
DARPAN darpan/ Kendriva Vidyalayas in the counlry

SOTLTTEALTIT http:/ fwww.soilhealth.dacgovd |Aims at promoting Tntegrated Nutrient
CARD nf Management

Aim o achieve access, equily and quality
o ) for cducalion by best Leaching learning
SWAYAM hilps://swayam.gov.in . e

resources and online MOQOCS courses to

all,

Unified Maobile Applicalion [or New-Age

|' I R AT hitps:/fumang. gov.in Governance- a mabile app Lo [acilitale a
vl T . . -
App from google play store single poinl of access Lo all governmenl
e services

hilps:/ fwww.ulsonmobileindia |Lnables booking unreserved paperless
UTS APT nrail.gov.in/RDS/ journey ticket, issue/renew season ticket
and platform ticket

Table 1.5: Digital India Portals (Empowerment)

Digital India Initiative Website Description

It s a payment service

A PS’ ALPS https:/fwww.npcil.org.in/ | empowering a bank customer to
use Aadhaar as his/her idenlity.

Secks Lo incenlivize establishmentl

{\\ BPO https://ibps.stpiin/ ol 48,300 scals in respecl ol

"“%ﬁ"’j SCIIEMEL BPO/ITES operations across the
i counlry.

A unigie first-ol-its-kind

arlicipalory reTnance

MYGOV hLLps:/fmygov.in TR A

initiative involving the common

—

cilizen al large.

Scheme to leverage the potential
ol ICT, in leaching and learning
NME NMEICT hitp:/fwww.nmeict.ac.in | process for the benelit ol all the

s i e ST learners in Iligher TCducation
InsLitulions
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Scheme to make six crore persons

hips:// medishai in rural areas, across States/uts,
83 WOWW, 150148.
Aﬁ“ﬁ'&?’émm PMGDISHA P pms digitally literate, by covering one

DIGITAL SARSHARTA n/ . o o
AN member [rom every eligible

household

To enable a large number of

. .| Indian youth to take up industry-
http:/ fwww.pmkvyoffici ’ t ty

PMKVY Lore/ relevanl skill (raining (hat will

al.org . .
e help lhem in securing a beller

livelihood
o ) Provide updated information
F SMART htp://smarlcilies.gov.in/ t . ,
P ) . about smart cities projects and
Smart City CITIES conlent/

related processes.

Interesting FFacts P

»  Aadhar Inabled Banking Transaclions are growing conlinuously. In May 2021, Approx. 24,197 Crore
Rupees transaction Lakes place. New India is going digitally.
s Asofuly 2021, DIGILocker has 66.87 Million registered users and issued 4.32 Billion avthenticated

documenis,

1.5 STATE PORTAL

In the public welfare state system, every state tries to provide better facilities to its citizens. Government
activities, schemes are implemented at the grassroots level to its citizens by various government
departments, offices under the state government. ‘Through the state web portal, the state government
perlorms lasks like dissemination of informalion, applicalions for various governmenl schemes &
displaying Lheir current status, leedbacks & disposal ol grievances ol deparlments, elc. Therelore, Lo
provide digilal services lo ils cilizens (moslly slale wide) by keeping them al the cenler, they are called
stale porials. Thus, Lhe Slale porlal is a nodal source of informalion aboul a particular state and its
various departmenls and Lheir associaled services accuralely and comprehensively.

1.5.1 Features of State Portals

1. 'The state portals are useful to provide single point information access to schemes and services
ol concerned departments like health, agricullure, education, employment, Taxes, pension,
elc. of the parlicular slale.

2. It transparenlly provides information and helps in reducing corruplion.
These are part of e-governance & reduces paperwork and time to disseminate information.

e

These portals make government departments more accountable as they know they are
continuously monitored.
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1.5.2 How to Navigate a State Portal?

1. To open a state portal of our interested state we need to type its URL into the address bar of
the browser and press enter.

2. THURL is not memorized then we should find an authenticated URT. in any of the below ways:
a.  We may search it on search engines (e.g. Google) with some precise keywords,
b. use hyperlinks from validated social media handles of the Government department.

¢.  physical posters or IEC (Information, Lducation & Communication} material from the
state government may have a valid URL for the state portal.

d. open any reputed website which contains hyperlinks to the state portal. For our
example,we may visit any of the below national portal’s URL
https://knowindia.gov.in/states-uts/ or hitps://www.india.gov.in/india-glance/states-india
Both webpages provide links to state web portals of India. You may click on any of the
state’s name (Hyperlink) or link icon @ in front of the state name to navigate to the
state portal. A user interface for the first URT is depicted in Fig, 1.15,

8 staies Lis - Know India: Mationz. X -+ Q - X

« c i knowindia.gov.in/states-uts/ o 0 @& » e PE‘SEC: )
States and Capitals -
Andhra Pradesh S, Haryana Sy  Manipur
{Amaravatl) {Chandigarh) {Imphal}
Arunachal Pradesh G, Himachal Pradesh G,  Meghalaya
{ltanagar) @ (Shimla) [Shilleng)
Assam 6,  Jharkhand 9y,  Mizoram
(Dispur) (Rznchi) [Aizawl)

Fig. 1.15: A National Portal with Hyperlinks to State Portals

3. By clicking on any state, we will sec the state portal window of that particular state, for our
case we got the portal interface of the Government of Arunachal Pradesh as shown in Fig.
1.16.

! Rrtes It - Cnow Indiin: hotions X0 ay  Srorac ol Poadess = Cffic al St x +

& @ arurachalpradesn.govin

Jduly 22071 59 A4M  SKIp TO Content  Srresn RRARRr AToess n A

Government of Arunachal Pradesh
OUthcial state portal

k] My Governmend -+ Departments . e-Services - Major Initistives +~ FRT| -~ Tender - Know Arunachal

Agricufture Fisheries IT & cGovemance Follee Slall SelecLion
Enard
APSTE ¢ Ticheling Firc & Emergunsy Laridd Manegganenl Puve
Supply & Iransport
APEDA Fuvance & Labwrur & PHeD
Irnesdmeni Fmaployment =il amnachal
Salminislration Pullic Servive
GAFEitesr 1 mw anid Justice Commission Taxtile
al Husbarwdry,
inary & Nairy Health & Family 1 rgal Metralngy Aural Develnpment Teamiam
wiaifare

Fig. 1.16;: A State Portal with Hyperlinks to Various Department
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A state portal generally has hyperlinks to its various government departments. As all such portals
also serve state wide, these are also termed as state portals, Thus, we may further navigate to any of
the department specific state portals of the Arunachal Pradesh state government as shown in Fig, 1,16,

1.6 COLLEGE PORTAL

A college porlal is a web portal thal provides informalion related Lo dilferenl stakeholders ol a college
like its current students and their families, almmni network, faculties and staff personals of the college,
new aspirants’ candidates who wish to get admission in the college and higher officials, etc, With the
help of this interface colleges or educational institutes can maintain records of their student in a
systematic manner. Higher officials of college may monitor college activities and processes in any time
any where concept. This portal plays an important role in providing up-to-date information about
college related works and activities like departmental notices, information about placements and exams,
fees due date, curriculum details, etc. Thus, it helps to maintain all records of the college and maintain
a management information system {MIS) for an institute. Since the responsibility to present and
maintain all the information is at the college level, it is called a college web portal

Depending on the updating frequency & complexity, the college portal can be categorized into
static or dynamic portals. If it is a simple web portal to provide non changing information, it is a static
portal. On the other hand, if a portal is developed with the functionality to update it continuously, it
is referred to as a dynamic portal. It may provide a facility for user login and users can even update
his/her personal information. In addition, an advanced portal enables its usersto retrieve customized
information from their institute.

How to Navigate a College Portal?

1.  To open a college portal, type its URL into the address bar of the browser and press enter.
2. If URL is not memorized then we should find an authenticated URL in any of the below ways;
a. Physical posters or IEC {Information, Education & Comiuvnication} material from
college may have a valid URL for the college portal.
b. We may search it on search engines {e.g., google) with some precise keywords for
college.
Use hyperlinks from validated social media handles of the college or its official person.
d. We may search it in the national portal or state portal of the desired state having indexing
of its colleges. e.g., we may visit below national portal shttps://aishe gov.in/ or http://
www knowvourcollege-gov.in/
e. Open any other reputed website with indexing for college portals of India like
shiksha.com, collegedunia.com, etc.
for our example, il we wanl Lo visil the ollicial wehsile of Governmenlt Polylechnic
College, Barmer {(considering we do not know its URL) we may lollow mentioned sleps.

o

i.  Open state portal of higher and technical education department of Government of
Rajasthan by typing www.hte.rajasthan.govin

ii. Click on the “Department Of Technical Education” in the menu tab named
“Departments”. It will redirect to URL https://hte.rajasthan.gov.in/dept/die/

ifi. Now click on the “College” menu tab, it will redirect to https://hte.rajasthan.gov.in/
dept/dte/college.php. The page will show a complete list of polytechnic colleges under
the department of technical education of Rajasthan state.
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1v. By clicking on the college hyperlink, we get the college portal interface as depicted
m Ig. 1.17

Gawrmmeat inftechnie Dallzqe 20 +

O w tlesgelbangoevn/olkyeigpobanme v OE R G & "]

:I @Be B .o o npn m SOTAOM REAART ATCESS A CRICTTS

GOVERNMENT POLYTECHNIC COLLEGE, BARMER

Aboul Lks Dzparlmenls n cell Sludenl Sceclion

Inchrste il Wisil

Placaimenl Resalls o

Lipcoiming Placeme

.u.-uu_nmvg

“Fig. 1.17: A College

T

Portal

COMPUTER SYSTEM

Today, computers are not only used in commerce and business but also in various fields like medicine,
research, educational institutions, launching a satellite, etc. Computers are available in different sizes
and have different capabilities of processing commonly known as configurations. We need different
types of hardware to construct a computer. Computer hardware is a collective term used to explain
various tangible components of computers. Each hardware component has its functionality and is
attached in a specific manner to form a computer system. A typical block diagram of a computer system
is shown in Fig. 1.18. Now we will discuss the basic components that make up a computer system.

Memory Unit
Data Information
Secondary [
Memaory
lnput Unit  ——— B —® Output Unit
- Primary o
. Memory .
. . ‘[ .
: Control .
S PP B BB BEER Uhl*[CU} T Y EEEEEEEEETE
:
Arithmetic & —— Data Flow
Logiccﬂ Unit seswsme s Control Flow

Central Processing Unit (CPU)
Fig.1.18: Computer System Block Diagram
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y, | TYPE: Video Resources Title: Inside a Computer

The CPU consists of arithmetic and logical unit (ALU), control unit (CU) and memory storage unit.
Collectively they form the brain of the computer. CPU is the place where the actual processing of data
takes place on the execution of the program. The CPU is responsible for processing most of the data,
turning input data into output data. The CPU is one of the main components that will improve the
performance of your computer. CPU is being used in almost all kinds of digital processing equipment
like desktops, laptops, tablet computers, smartphones, even in our television set and many more devices.
Colloquially it is also termed asa processor, microprocessor or central processor. The two main companies
that manufacture the desktop CPU are AMD and Intel.

1.7.1 Microprocessor

It is a silicon chip with ALU, register circuits and control circuits. The microprocessor is capable of
carrying out a large number of functions like receiving data, processing and storing the results and
outputting the required results on a single integrated circuit.It has the responsibility to perform ALU
operations and control the components connected to it like memory, input output devices, etc. Thus,
it is a programmable device that takes binary data as input, performs processing as per instructions
loaded in memory and generates results in binary form. A conventional microprocessor chip with pins
is shown in the figure 1.19.

Fig. 1.19: A Microprocessor Chip

1.7.2 Arithmetic and Logical Unit (ALU)

An ALU is a major component of the CPU of a computer system. It performs all the arithmetic & logical
operations for the computer system e.g., addition, subtraction, compare, complement, shift, etc. It is a
combinational digital circuit and an ALU can be designed by engineers to calculate any operation. As
the operations become more complex, the ALU also becomes more expensive and it will take up more
space in the CPU. Generally, the ALU is made up of three parts:

a.  Adder where the actual calculations task place.

b.  Register which stores the information temporarily.

c.  Accumulator in which the intermittent results of the calculations are kept.
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1.7.3 Control Unit (CU)

This is an important part of the CPU which supervises all the operations taking place in it. Its main aim
to send and receive control signals to all parts of a computer system. The control signals are helpful
in the smooth execution of instructions in the CPU, communication over buses to memory and 10
devices.Via control signals, CU facilitates that all tasks in computer performedat right time and in
the correct order. It also directs other units of the system to carry out their respective function. Thus,
CU regulates and integrates the operations of the computer. It fetches an instruction from a program
stored at main memory, decodes it and sends control signals to other units of the computer system.

1.7.4 Memory Unit

The instructions and data given to the computer are stored in the memory or storage unit. This
data along with the program instructions are used by the CU and ALU. It is also used to store
intermittent results and information (final results). Types of memory are discussed in detail, in
the next topic.

The smallest unit of memory is called a ‘Bit’. A bit can have the value 1 or 0 which is known
as binary values. Groups of eight bits form a Byte and similarly higher order units are formed. The
Table 1.6 shows measurement units for digital data with their denoting symbol and corresponding
capacity.

Table 1.6: Measurement Units for Digital Data

Unit Symbol Capacity Unit Symbol Capacity
Bit b 1 or 0 (on or off) Terabyte TB 1024 Gigabytes
Byte B 8 bits Petabyte PB 1024 Terabyte
Kilobyte KB 1024 Bytes Exabyte EB 1024 Petabytes
Megabyte MB 1024 Kilobyte Zettabyte ZB 1024 Exabytes
Gigabyte GB 1024 Gigabyte Yottabyte YB 1024 Zettabytes

Computer memory is one of the most important components of the computer system. Computer
memory is a vital resource that is managed by the operating system.When the data is sent to the memory
it is kept at some particular location called to address. The data can be retrieved by the computer from
this address as and when required.

Of 1,10
3

Ul bt
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1.8 TYPES OF COMPUTER MEMORY

The computer system makes use of different types of memory depending upon the functional
requirement. Depending on the direct accessibility of memory by CPU, memories are classified as a
primary and secondary type. Further, the main memory is divided into two types based on the data
retention by the system memory, volatile and non-volatile. A detailed classification of computer memory
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according to direct CPU accessibility, data retention, read-write technology and storage media type is
presented in Fig. 1.20.

1.8.1 Primary Memory

Primary memory is known as main memory or internal storage becanse it is directly accessible by the
CPLL It is used to store program instructions, data and intermittent results. Tt is made of semiconductor
devices. Due Lo its [asl access rale and circuil complexily, il is expensive in comparison Lo secondary
memory. A compuler can’l work il Lhere is no primary memory installed into the system. RAM, ROM,
Cache Memory are an example of primary memory.

Random Access Memory (RAM)

It is called Random access memory due to its feature that access time to any stored information is
independent of the physical location of data. RAM is also known as a temporary or volatile memory
because whatever data stored in it remains till the computer is switched ON. When the current is
swilched ofT, all slored data will bewiped oul or losl. RAM is the mosl essential elemenl ol acompuler
syslem because, wilhoul il, the system cannol perform ils Lasks. RAM is [urther classilied inlo two

types (a) Static RAM (b) Dynamic RAM
Static Random Access Memory (SRAM): The word static indicates that the memory retains its

contents as long as power remains supplied. However, data is lost when the power gets down due to
its volatile nature, SRAM is faster and much more expensive than DRAM.

Dynamic Randon Access Memory (DRAM): DRAM is constructed of tiny capacitors that leak
eleclricily. Designers use DRAM because il is much denser {can store many bits per chip), uses less
power, and generales less heal lhan SRAM. Tor these reasons, both lechnelogies are ollen used in
combination: DRAM for main memory and SRAM for the cache.

Read-only Memory (ROM)

The programs stored in ROM are permanent and are not lost or erased when the current is switched
otf. So, it is a nonvolatile memory type, The programs stored in ROM are generally of critical in nature
& given by the manufacturer ot the computer and includes operating system programs, booting
program, elc. ROM is available in dilferenl Lypes, including PROM, EPROM and EEPROM.

Programmable Read Only Memory (PROM): PROM is read-only memory Lhat can be modilied
only once by a user. The user buys a blank PROM and enters the desired contents using a PROM
programmer.

Erasable and Programmable Read Only Memory (EPROM): It is programmable with the added
advantage of being reprogrammable (erasing an EPROM requires a special tool that emits ultraviolet
light).To reprogram an LPROM, the entire chip must first be erased.

Electrically Erasable and Programmable Read Only Memory (EEPROM): The EEPROM is
programmed and erased electrically. It can be erased and reprogrammed aboul Len thousand limes.
Both erasing and programming take about 4 to 10 ms (milli second). In EEPROM, any location can
be selectively erased and programmed. EEPROMS can be erased one byte at a time, rather than erasing
the entire chip.
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Fig. 1.20; Classification of Memaories

Flash memory: It is essentially EEPROM with the added benefit that data can be written or

erased in blocks, removing the one-byte-at-a-time limitation. This makes flash memory faster than
EEPROM.

1.8.2 Secondary memory

Generally, the amount of storage available in the main/primary storage unit becomes insutficient
when loading large programs or simultaneous processing of programs e.g. complex business
problems. In such situations, it is necessary to use external or avxiliary memory for storing data.
Here the secondary memory comes into the picture and it is mainly used to store data permanently.
It is also termed as ‘external memory’ due to lack of direct access between CPU and the memory.
It is a nonvolatile memory; data retains even after the computer system is switched off or electric
power is disconnected.

1.9 DISPLAY

A display is an output device to present information in visval form. It may be an external monitor
or built-in screen with the digital device e.g., computer, mobile, ATM, advertising boards, etc. A
computer display is simply the screen that will give you, your video cutput from the computer. A
computer monitor works with the video card located inside the computer case, to display images
and text on a screen. Most monitors have some control buttons that allow us to change the display
settings of the monitor. With the change in display screen technology, different types of monitors
are available in the market.
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I Electronic Display

|
CRT I Flat Panel Display

Emissive Display ‘ Non Emissive Display

Plasma Display,
LED Display etc.

LCD Display

Fig. 1.21: Types of Display

‘Iypes of the display are depicted in Fig 1.21. Now we will discuss key features and differences of

different displays.

1. CRI (cathode ray tube) monitors: These are older computer monitors built using cathode
ray tubes {CR1s). A typical CR'l' monitor is shown in Fig. 1.22. The monitors employ CRT'
technology, which was used most commonly in Lhe manufacluring of lelevision screens. A
calhode ray lube is a vacuum ube conlaining an eleclron gun al one end and a [luorescent
screen al another end. The use of CRT made them heavy and caused them 1o lake up a lot
of desk space.

2.  LCD (liquid crystal display) monitors: Most modern monitors are buill using LCD
technology and are commonly referred to as flat screen displays. These thin monilors are
light weighted, eleclricily saviour and Lake up much less space than the older CRT displays.
An LCD is composed ot two pieces of glasses with a thin layer of liquid crystals in between,
When a voltage is applied to the glasses, the orientation of liquid crystals will be changed.
This change in the crystal’s orientation (called polarization) will make either a dark or a light
area, crealing a character or image on Lhe display.

A TFT monitor uses thin-film transistor technology in an LCD, Tt is a variant of LCD
monitors and is dominantly being used in current monitors.

Fig. 1.22: Display Devices (a) CRT Monitor {b} LED Monitor (c) DLP Projector

3. LED (light-emitting diodes} monitors: LED) monitors are the latest types of monitors in
the market today. These are flat panel displays that make use of light-emitting diodes for
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back-lighting, instead of cold cathode fluorescent (CCFL} backlighting used in 1.CDs, The
advantages of LED monitors are that they produce images with higher contrast, have a less
negative environmental impact when disposed of. Modern electronic devices such as
mobilephones, TVs, tablets, computer monitors, laptops screens, etc., use a LED display to
display their output.

4.  DLP Monitors: DLP stands for Digital Light Processing, developed by Texas Instruments.
It is a technology, which is used for presentations by projecting images from a monitor onto
a big screen. It gives better quality pictures that can also be visible in a lit room normally.

5. Plasma Monitors: The plasma monitor has a flat screen, and it has small fluorescent lights
with colour that are lit up to form images on the screen. plasma monitors have a very wide
screen using very thin materials.

6. OLED Monitors: OLED stands for organic light-emitting diode. This type of monitor is
thinner and lighter, and it offers incredible contrast and colour. It works without a backlight
as it transmits visible light. Flexible and transparent displays are also possible using OLED.

7.  Touch Screen Monitors: These monitors perform both input and output functions. It enables
users to interact with the computer by vsing a finger or stylus instead of using a mouse or
kevboard. When users touch the screen with their finger, it occurs an event and forwards it
to the controller for processing. It takes input from the users by touching menus or icons
presented on the screen.

1.10 KEYBOARDS

A keyboard is the primary input device used with the computer similar to an electronic typewriter. It
is used to input data and instructions of a user in a computer system. A keyboard is composed of
buttons used to create letters, numbers, symbols, and perform functions.A keyboard is connected to a
computer system using a cable or wireless connection. Some keyboards also have additional functions
like volume control buttons to power down or sleep the device even a built-in trackball mouse, intended
to provide the easiest way to use both the keyboard and the mouse. T'he various types of keyboards are
used by users for associated purposes like a qwerty keyboard for general purpose uses, a gaming
keyboard for game lovers, a virtual keyboard for software inputting, an ergonomic keyboard for
physiological consideration and a multimedia kevboard for convenient web surfing and music play,
etc. A keyboard has various keys some are logically grouped and a name is assigned to them. A
QWERTY lavoul keyboard and ils various keys are depicted in Tig. 1.23.

Escape Key Functional Key Print Screen Status Indicator

Control Key Window Key Space Bar AltKey FEnler Key  Navigalion Numeric

Keys Keypad
Fig. 1.23: Keys on Keyboard



34 | Introduction to IT Systermns

1.

Function keys: The topmost row of the keyboard have function keys. These are twelve keys
F1 to F12. Fach ot these keys is used for a special purpose and assigns some system
commans to them, For different software, these can be customized to pertorm a specific
task. e.g., some shortcut of command can be assigned.

Character keys: These are keys which also present in a traditional typewriter too e.g. A-7,
a-7, 0-9, Tabs, Caps, are those keys. The keys are used to type letters, punctuation and other
characters.

Modifier keys: These keys do nothing by themselves but with help of these keys, the
functions of other keys are modified. Ctrl, Alt, Shift, AltGr comes under this group.
Navigation keys: These are also termed cursor control keys, Used to navigate cursor in any
direction e.g., left [<], right [=], up and down [1], beginning of line or screen (Home),
end of line or screen (End).

Numeric keypad: Numeric keys of keypad ie 0-9, NumLock, -, +, /,
this group.

*and Del keys forms

System command keys: Some keys have important functions other than printing characters,
depending on the type of application where they are being used. These can be interpreted
by the computer system as formatting or important commands to the system.

a. PrtSc: Print Screen key is used to capture the entire screen and send it to the clipboard.

b. Break/Pause: Not being used for predefined purpose nowadays. We can still use it to
assign other tasks like terminate a program.

¢. Hsc: Hscape key is used to quit a dialogue box, as a quit or stop signal.

d. Enter: In a text editor window, it is used to terminate a paragraph and request for the
next new line, For a command line, enter key is a signal to process the command.

¢. Shift:'The shift key is used to type more symbols than visible on the keyboard. e.g when
we press the a key + T Shift key it will produce A

f.  Window: Window key (#F} is used to open the start application menu on the windows
operaling syslem.

g. Space Bar: Il is used Lo provide space belween words during lyping. In physical
appearance, il is a wide key on Lhe keyhoard.

h. Backspace: The backspace key erases the lext Lo the lell of the cursors position. Il is
generally uselul for correcling Lypos.

Interesting Facts P

On mosi widely used QWER'TY kevboard, the word "I'ypewriier' is the longest word which can be Lyped by
pressing letlers of same row 1.e., Lop row.

1.1

MOUSE

A mouse is a handheld inpul device that controls the poinler in a GUI (Graphical User Interface}. 1L is
Lthe maost widely used poinling device and can move and select lexl, icons, files, and lolders. In a deskiop
compuler Lhe mouse is placed on a flat surface like mouse pad or desk in [ronl of compuler. When we
have a mouse in our palm and we move the palm in any direction,the mouse will convert the palm’s
movement into an equivalent digital signal, The digital signal is used to move the pointer on the
computer screen. Some basic operations of a mouse are as below:
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1. Point: To move your mouse pointer (%) to a specific location on the screen.

2. Click: It is pointing to an item and then single time press and release of the mouse’s main
button i.e., left mouse button. Generally, this is done to select an item or menu command or
to identify a location on a computer screen.

3. Right-Click: It is the press of right button of a mouse. Generally, to open a dropdown menu
list to choose what we can do more with the item, like copy, paste, open, print, etc.

4. Double Click: It is pressing & releasing of the left mouse button on a spot twice, rapidly.

5. Drag & Drop: It is a process of pointing an icon on the screen, pressing the left mouse button
(without releasing it), moving the mouse pointer to a different location and release the left
button. To move an item is called dragging where as placing it somewhere is dropping.

6. Scrolling: Mouse with single axis digital wheel is very common nowadays. It can be depressed
and used as a third button for scrolling. Scrolling is a process to navigate a webpage or
document with a given scroll button.

Some mouse has some extra buttons for performing other special tasks like webpage forward or

backward, volume up or down. Mice are available in both wireless and physical wired connections. Fig.
1.24 shows the traditional mechanical mouse and the most popular wireless mouse of nowadays.

/;M\ Right Click

PN L 8 Lett
Ba Button

Scroll Bar DPI Button

Ball

-

Right Button -
- Left Click \ *= Dongle

.I Scroll Ball
Mechanical (wired) Laser (wireless)

(a) (b)

Fig. 1.24: Common Parts of Computer Mice (a) Mechanical (b) Wireless

1. Mechanical mouse: As the name implies these mice have some mechanical structure with
a hard rubber ball to detect the motion of the mouse. Sensors inside the assembly interpret
the rubber ball movement into the equivalent electronic signal. Due to mechanical driven
functionality, its parts like wheels and sensors will wear out over time.

2. Optical and laser mouse: Uses an LED sensor and imaging arrays of photodiodes to detect
the relative movement on the underlying surface. Such mice are not able to work properly on
surfaces which does not reflect light properly like glass, plastic, etc. A laser mouse is also an
optical mouse having laser light for sensing mouse movement despite LED or photodiode.

ORI
e

Interesting Facts P

TYPE: Use of ICT (A Webpage) Title: Mouse tutorial

The first computer Mouse which was constructed in the year 1964 was made out of wood and developed by
Doug Engelbart.
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1.12 HARD DISK DRIVE (HDD)

The standard hard disk drive (HDD) is a type of nonvolatile memory (NVM). HDD stores operating
systems files, application problems, media and other documents. A hard drive uses a disk and magnets
to write data on the disk permanently, even in the event of a power failure. HDI) can be used to store
and retrieve digital information using platters or rotating disks. Data can be read in a random access
manner; means we can store and retrieve data in any order rather than sequentially. A hard device is
also required for the installation of any program or files you want to keep on vour computer. When
we download the files, they are permanently saved on ocur hard disk. The cost per bit stored on the
hard disk is very less compared to other storage media.

A hard disk is a magnetic storage medium for a microcomputer. A computer’s hard drive consists
of, various disks with read/write heads, a driver motor {used to spin the disks), and a small amount of
circuitry which is sealed with a metal case to protect the disks from dust.

‘The hard disk drives are consists of four key components inside the casing:

1. Platters: A HDD consists circular disks called platters sealed with container which store data
inside the hard disk in the form of 1s and 0s.'lo increase the overall capacity of the drive,
several platters are used. Platters speeds correlate with read/write rates.

2. Spindle: It is used to place the platters in position and rotate as it requires.

3. Read/Write arm: It is used to control the read /write heads. The actual work of reading/
writing arm is to convert the magnetic surface into electric current.

4.  Actuator: It is used to control the movement of the read/write arm and transfer data to and
from the platters. An actuator is responsible for ensuring the exact position of the read/write
arm.

HDD Size: The hard drive is mostly capable of storing more data than any other drive, but its
size can change depending on the type of drive. Older hard drives had a storage size of several 100MB
to several GB. Newer hard drives have a storage size of several hundred GBs to several '|'Bs.

Advantages of HDD: It has a Fast start up and produces very little noise. HDDs are environment
friendly and produce minimum heat on working. These are lightweighted so Ideal for Laptops. As
compared to other drives HDDs consume less power.

Solid State Drives (55Ds): Modern computers are now using solid-state drives as the primary
storage device, rather than HDD. HDDs are very slow as compare to SSDs, for reading and writing
data. SSDs are replacing HDDs. Now the configuration is being made in such a way that SSD is used
as the master drivefor installing the operating system and other software on it, and HDD is being used
as secondary slorage Lo slore decuments, downloads, and audio or video (iles. HDDs are less expensive
Lthan $5Ds. However, more and more laplops are beginning Lo ulilize SSD over HDD, helping Lo improve
Lthe reliabilily and slabilily of lapLops.

Comparison between HDD and SSD

1. SSD and HDD both are Hard Disk Drive

2. SSD has high readfwrite performance for random and sequential data retrieval as compared
to HDD.

3. 8SDis now more popular as compared to HDD in desktops and Laptops.
SSD uses the newest way to read/write data using tacking chips in a grid whereas HDIY uses
magnetic properties to read/write data. Thus HDD has a frequent mechanical breakdown as
compare to SS5D.
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5. 58D generates little to no noise and HDD can sometimes be one of the londest components
in a computer,
Various components of HDDs and SSDs are depicted in Fig, 1.25,

HDD
3

.5"

Platters S s D
2.5"
Spindle
Cache
R/W Head Controller
Actuator Arm
MNAND Flash Memory
Actuator Axis
Actuator

Shock resistant up to 559 (operating) Shock resistant up to 1500g
Shock resistant up to 3509 (non-operating) (operating and non-operating)

Fig. 1.25: Parts of HDDs and S5Ds

1.13 OTHER PERIPHERAL DEVICES

A peripheral device also called an auxiliary device is any connected device that provides a computer
with additional features. Usually, the word peripheral is used to refer to a device external to the
computer case, like a scanner, but the devices located inside the computer case are also technically
peripherals. Peripheral is commonly divided into three kinds input device, output device, storage device.
Lel us understand various peripherals devices:

1.13.1 Input Devices

‘These are used to send data or commands to the computer system. Some commonly used devices are
mouse, keybeard,scanner,barcode reader, webcam, microphone, Digital Camera, Light pen, joystick,
slylus Graphic lablet, Touch screen. Some popular inpul devices are discussed and depicled in
Tig. 1.26 & 1.27.

1. Scanner: Scanner is an inpul device thal is used for direct dala enlry [rom the source
document inle the compuler syslem. IL converls documenl image into digital form and saves
into Lthe compuler for (ulure prospecl.

2. Bar Code Reader: Barcode reader or barcode scanner is an oplical device (scanner) that is
used o read barcodes in the form of lines, decode the inlormation contained in Lthe barcode
and send Lhe inlormation o a computer. It is being used commonly for automaled, (ast and
reliable dala enlry operalions. We can see ils usage in Lhe shopping markel Lo Lrack Lhe price
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of goods, tracking parcelor postage, or in libraries where each book hasa bar code to uniquely
identify its details.

3. Webcam: It is used to capture image and video and convert it into digital form. It has no
inbuilt memory so they require computer storage to save captured data.
Scanner Barcode Reader Web Camera
(a) (b) (c)
Fig. 1.26: Input Devices (a) Scanner (b) Barcode Reader (c) Webcam

4. Microphone: It is a voice input device that allows users to input audio into the computer
system. It is used in a computer system for taking audio input for its various applications like
online chatting, computer gaming, voice recording, voice recognition and many more.

5. Digital Camera: It is used to take pictures digitally. It allows the user to store the captured
media files (audio, video) in a memory card and transfer them to a computer. Digital cameras
have become very popular and inexpensive in recent years.

6. Light Pen: It looks like a pen. It is light sensitive device, made up of photocells and an optical
system in a small tube. It is mainly used to select items on the computer screen, for drawing
pictures and writing directly in a document file using a computer screen.

7. Joystick: It is generally used to play games conveniently on the computer or other gaming
device. It controls the objects, players and vehicles of the computer game.

Microphone Digital Camera Joystick
(@) (b) ()
Fig. 1.27: Input Devices (a) Microphone (b) Digital Camera (c) Joystick

8.  Graphic Tablet: It is also known as a digitizer. It is used to convert hand-drawn artwork into
digital file formats e.g. png, jpeg, etc. Users use the stylus to draw graphics on a surface as we
draw on paper using a pen or pencil.

9.  Stylus: Using this device we can draw or write on the digitizer’s surface and touchscreen.

10. Touch screen: Widely used for portable devices such as smartphones, tablets, laptops,
notebooks. It allows users to input via gestures of hand or stylus.

(=15 =]

535 TYPE: Use of ICT (A Webpage) Title: Pointing Device Gesture

(=]
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1.13.2 Output Devices

It provides processed data saved on the computer as output to the users. Some ontput devices are
monitors, projector, printers, speakers, Braille readers, plotters, Television, video card, sound card Radio.
We have discussed the primary output device i.e. monitor in our earlier section. Now let us understand
some others output devices.

L. Projector: It is an output device that projects an image, video onto a large surface, like a
white screen or wall.

2. Printer: It is an output external hardware device that takes the electronic data or information
on a computer or any other device and converts it into a hard copy. In other words, a printer
is an output device that prints a paper document that includes text, images, or a combination
of both.The printer output is called a hard copy, as it is a physical form of an electronic
document.The quality of a printer depends on various factors like printing color, resolution,
speed, etc.

Nowadays two types of printers are mostly used, inkjet and laser printers. Types of printers are
depicted in Fig. 1.28. Dot-matrix and daisy wheel printers are impact printers which print single
character at a time whereas drum, chain and band printer prints complete line. Above discussed printers
were impact printers that use mechanical moving components for printing. 1n the case of a nonimpact
printer, there is ne mechanical moving component used. Inkjet, laser and thermal printers lie in this
category. Inkjet printers are commonly used by consumers or suppliers, while laser printers are used
by the businesses world, where they require high resolution or highspeed printing. Dotmatrix printers,
which have become increasingly rare bul are slill used lor basic lexl printing. Dol-malrix prinler speed
and resolulion are less as compare (o laser printer.

Types of Printers

Line Inkjet Printers
Printers f
Taser Prinlers
Dot-Matrix —— Drum Printers

Prinlers —{ Thermal Printers ‘

: —i Chain Printers

Rand Prinlers

Character
Printers

Daisy Wheel
Printers

Fig. 1.28: Classification of Printers

3. Speaker: A computer speaker is the primary output device for audio output. It is hardware
devices thal converl a compulers sound card signals inlo audio form. Il was coming as
separale extlernal hardware in PCs bul now in laplops and modern PCs il is coming as an
onboard preassembled unil

4.  Braille Reader: Il is a peripheral device thal is mainly used lor a blind person (o read text
displayed on a compuler screen. Braille readers are also called braille displays il is a separale
device as a parl of Lhe keyboard.
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5.

Plotter: Tt is similar to printers but was used to produce vector graphics drawings. Tt uses
various writing tools (e.g. pencil, pen, marker, etc.} instead of toner for printing. A
conventional printer draws series of dots whereas a plotter device draws multiple, continuous
lines onto paper,

Graphics card: Tt is an expansion card that attaches to the slot residing on the motherboard.
It is used to process the images and videos and enables higher resolution graphics to rapidly
visualize on a display screen.

Sound Card: Tt controls the output of sound signals, which enable speaker and headphones
to work.

1.13.3 Storage Devices

Tt stores data processed by the computer. Hard disk drives, flash drives like pen drives or memory cards,
floppy disks, optical storage like CD/DVI, all such storages lie in storage device category.

(o D —

e R

S

10.

11.

12,
13.

14.

SUMMARY

The proliferation of internet services requires basic internet skills.

Browsers are user agents to send and receive information on the internet.

Search engines are powerlul Lools Lo relrieve desired informalion in minimal lime.

Good governance by e-Governance is achieved by the digital India program. Tt aims to
provide minimal government and maximum governance.

Computer hardware is various physical (tangible) components of computers.

‘The CPU consists of ALU, Control Unit and Memory storage unit.

The ALU can be called the brain ol the compuler withoul it Lhe compuler would be more or
less useless.

Input and Output devices are essential components of a computer system,

Primary memory is called a temporary or volatile memory as whatever data or instructions
are stored in it, remain till power is ON.

Secondary memory is mainly used to store data permanently and is also known as nonvolatile
Memory.

A Compuler monilor is simply the screen Lhal will presenl you digital oulpul (rom the
compuler. Various Ltype ol monilors are CRT, TI'T, LCD, LED, Plasma, elc.

The keyboard is used to type letters, numbers, symbols, and send instructions to a computer.
The printer is an output device that prints document having text, images, or a combination
of both. The output of the printer is called a hard copy.

HDD is a nonvolalile memory used (o slore operaling systems [iles, application problems,
media and other documents.

Peripheral devices can be input/output, internal or external.

EXERCISES

A. Objective Questions

Q1. Which one is nol an example of the web browser?
A, Yandex B. Microsoft Edge
C. Safari D. Opera
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Q2.

Q3.

Q4.

Q.

Q7.

Q8.

Q9.

Q10.

Ql.
Q2.
Q3.
Q4.
Q5.

A light sensitive device that converts drawing, printing text, or other images into digital form is

A, Ploller B. Scanner

C. Keyboard D, OMR

Which is an example of a pointing device?

A, Pointer B. Joystick

C. HDMI D. Cursor

Which of the following computer input device enable video conference?
A, Monitor B, Digital Camera

C. Voice recognilion D. Webcam

A Central Processing Unit (CPU) contains

A.  An analytical engine and a card reader. DB. An arithmetic/logical unit and input devices.

C. A control and arithmetic/logical unit. . A control unit, and input/ output devices.
Which one is part of Digital India Porlals under Lhe Inlrastruclure Calegory?
A, [RCTC CONNECT B. SWAYAM

C. MYGOV D. BHIM

Portal of Tndia that provides the facility to take online courses (MOOCs)

A. E-PATHSHALA B. PMGDISHA

C. SWAYAM D. SHAALA DARPAN

The main memory of a computer is

A. Exlernal B. Inlernal

C. Auxiliary . None of these

One Kilobyte is equal to?

A, 1020 bytes B. 1026 bytes

C. 1024 bytes D. 1022 byle

What does HDD stand for

A. Hard Disk Device B. Hard Disk Drone

C. Hard Disk Data D.  Hard Disk Drive

Subjective Questions

Whal is a web browser? Discuss common lealures ol a web browser.

How does a Search Engine work? Explain ils searching process.

Whal is DigiLocker? Explain ils lealures.

Explain types of printers.

Wrile a Google search query Lo gel:

a. official websites of the Government of India.

b.  web results available under the name “India New Education Policy”, get web results with pdf
file.

web results that give information about laptops in the range of Rs 25000 to Rs 35000. These
results should come from the website of an anyone e-commerce company and should include
lapLlops of Lhe desired brand.

o
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C. Online Quiz

OF 10|
‘& TYPE: Use of ICT (An Online Quiz) Title: Search Better
ANSWERS
A. Objective Questions
Q.N. 1 2 3 4 5 6 7 8 9 10
Option A B B D C A C B C D

B. Hints for Subjective Questions

Al. A web browser is a client side program for browsing the internet for various purposes. Define its
features like bookmarking, tabbed browsing, password & download management, private browsing,
Ad blocking, Incremental search etc.

A2. A search query will fetch results based on inputted keywords but this process also depends on the
crawling, indexing and ranking mechanism of a search engine.

A3. DigiLocker is a Government of India initiative under Digital India. Its secure cloud-based platform
for issuance and verification of documents and certificates.

A4. 'The printer is an output device that prints an electronic document onto physical paper. The
documents may include text, images or a combination of both. Printers are categorized into impact
and nonimpact types, based on printing technology.

A5.  Search queries may be:

a. site;.gov.in orsite:.nic.in or site:(.gov.in | .nic.in)
b. “India New Education Policy” filetype:pdf
c. laptop 25000..35000 +HP +DELL site:flipkart.com

KNOW MORE
Applications

In current digital era, Internet & computer is used abundantly in many sectors as we discussed in
section 1.1.2. In addition, there are some other applications e.g., maintaining patient database in
hospitals, online examinations in education, accounting and managing inventories in business,
analysing investment, sales, expenses in business, Interior Designing, X-Rays processing, military,
country’s defence mechanism, nuclear plants, research and development, topographic images, plotting
geographical data etc.
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PRACTICALS
Experiment 1.1: Browsing and Searching

Practical Statement

Browser features, browsing, using various search engines, writing search queries.

Practical Significance

In the world of Lhe inlernel, lhere are more consumers ol information Lthan the producer. The principle
is also propounded by the ISP's data allocation patterns. Higher bandwidth is offered tor data downloading
than for uploading, Web browsers are user agents to search the available information on www. The process
of information retrieval while navigating from one page to another through hyperlinks is termed browsing.
Browsing & searching on the internet are now an integral part of day-to-day computing.

Search engines can also be leveraged 1o get relevant results based on given search lerms. IL is very
much relevant to acquire skills needed to effectively browse the internet to fetch the most relevant
information from the ocean of information i.e., www,

Relevant Theory

The browser helps us to perform convenient browsing using its user interface and features {refer to unit
1 section 1.2, page 9). Search engines, types of web searches, and their working is elaborated in the theory
part of this book (refer to unit 1 section 1.3, page 12-16). The search engines also provide a graphical
user interface to find scrutinized valuable results {refer to unit I, Fig. 1.11 & Fig. 1.12).

A delailed list of search symbols, operalors, and commands is alse menlioned in unit 1 (Table
1.2, page 14). We have to execute the queries specified in the table one by one and observe the
results. Learners are suggested to write new queries too, we just took two queries and their
explanalions.

Practical Outcomes {PrQO}

The learners will be able to:
PrO1: use different features of web browsers.
PrO2: browse the world wide web in a convenient manner.
PrO3: acquainted with web interfaces of search engines and use dilferenl search engines.
PrO4: fetch the most relevant search engine result pages by writing effective search queries.

Practical Setup (Work Situation)

1. Learns have to find any fixed search query of their interest (like mine “nep 20207) on various
web browsers on a particular search engine and analyze the search results.
Learners have (o use the [ealures of web browsers [or convenient browsing and searching.
Learns have to find the search query (as of step 1) on various search engines with a fixed
browser and analyze the search results,

4. Refine your search results by search engines interface or by writing queries.
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Resources Required

1. A computer system i.e., any PC/Laptop/lablet/Smartphone.

2. An internet connection,

3. An installed web browser software i.e., Mozilla Firefox, Google Chrome, Microsoft Edge, etc.

4, Access to various search engine websites (i.e., google.com, yahoo.com, duckduckgo.com,
bing.com, yandex.com, elc.) or installed browser exlensions of your prelerred search
engine.

Precautions

1. Use an updaled web browser lo protecl from securily breaches and browser vulnerabilities.

2. Browse valid search engine websites with H'1"I'PS& enabled padlock icon in the address bar.

3. Download extensions from authenticated app stores and verified vendors,

4. Tollow inlormalion securily best practices {reler Lo unil 5, section 5.4.1 & 5.4.2).

Suggested Procedure

Browsers have some commons features like bookmarking, download management, password
managemenl, labbed browsing, Incremenlal search,elc. Lhese are explained in unil 1, page 9. One
important feature Ad blocking is discussed here.

(a) Ad blocking On Chrome browser

L.

Sk e

Open Chrome browser and Click, Settings and more {ellipsis icon (three horizontal dots})
in Lhe upper-righl corner of the browser or Press AlL +T. A dropdown menu will be presenl.
Click on Settings.

In the next window that opens, click on the “privacy and security” option on the left pane,
Under “Privacy and security” oplions al righl pane “select Sile sellings”

A new window with long lists of site settings will be presented. Under content select “Pop-
ups and redirects” then enable radio button having caption “Don't allow sites to send pop-
ups or use redirects”

Learners are advised to check out how to blocks popups in other browsers. Do it practically too.

(b) Searching on various web browsers on a particular search engine:

1.

Open Mozilla Firetox web browser and go to google search engine website ie,,
www.google.com

Insert any of your favorite search terms (like “nep 2020%) in the search bar {or even in
the address bar il il is sel as vour defaull search engine [or the browser) and then press
the “Enter key” or tap on lens button if you are using mobile/tablet.

Several result pages (SIRPs) will be presented. Customize this result to show only image
types resulls. Click on the “images” bullon below Lhe search bar (refer Lo unit 1,
Fig. 1.11).

Various images related to the search term will be presented. Click on the first image, Tt
will show a new pane with the image enlarged.

Right-click on the image — copy link address. Save this address in a text document
{nolepad) so Lhat il can be reused lor our observalion Table 1.7.

Perform steps 4 & 5 for all three image results and parallelly update the observation lable 1.7.
Follow Table 1.7 for browser and search engine selection and update observations
accordingly.
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{c) Writing search queries

1. Open google chrome web browser and open google search engine websile i.e.,
www.google.com

2. Retype the previously given search term{like “nep 20207) with the different search
operators (refer to unit 1, lable 1.2). Update the results in the observation table by using
the search operator one after the other and in combination. An example is also listed in

Table 1.8.
Observations
Table 1.7: Browsing Results for Search Term “nep 2020"
Sr. Browser Search Engine Results
No # of results URL of first 3 URL of first 3 Image
and time Image results results after applying
taken any filter {i.e., size,
color, type, time etc.)
4,10,00,000 1 1
1 Mozilla Firefox | gocgle.com {0.67 2 2
seconds) 3 3
2 | Microsoft Edge |google.com
3 | Google Chrome |google.com
4 | Google Chreme | yahco.cem
5 |Google Chreme | duckduckgo.com
8 |Google Chrome |bing.com
7 | Google Chrome |yandex.com
Table 1.8: Search Queries
Sr. Search Query Results
No on google.com # of results and URLs of the first 3 | Screen Shot of the First
time taken results page of SERP
1
1 |nep 2020 filetype:ppt 5
3
5 |nep 2020 filetype:pdf ,
site:{gov.in | nic.in)

Results and Interpretation

1.

“nep 2020”7 scarch query requested by Mozilla Firefox, Microsoft Edge & Google Chrome
fetches the same number of results in variable time.

“nep 20207 search query requesled by Google chrome browser lor differenl search engines
fetch the different number of search results with a different ranking.

Search query lelches reliable and useful conlent aboul the “nep 20207 search term. It lelches
only PowerPoint presentations in the first query of lable 1.8.

Second query fetches confined results of portable document format from government websites
Le.,, gov.in or nic.in
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Conclusions

1. ‘'The same search query requested by different web browsers fetches some different results even
on the same search engine. Which is likely due to browser settings, cookies, etc.

2. The search resulls ol dillerent search engines vary draslically.

‘The different browser has their interfaces to perform browsing & searching tasks.

4. Web results are dynamic depends on various factors like internet speed, time of day, search
trallic on thal belween request machine and server, elc.

L

Practical Related Questions

Note: Below given are few sample questions for reference. Teachers must design moresuch questions
in order Lo ensure Lhe achievemenl of pre-delined course oulcomes.

1. Have you found any suggestions during search term typing?

2. Whal dillerence you observed in first three results {s.no 1 to 3) of Table 1.77
3. Why docs iurl” and “:inlext” used for?
4, Which operalor is used Lo group scarch terms in Google's scarch query?

Suggested Learning Resources
(1] A.Ravichandran, faternet and Web Technology. New Delhi: Khanna publishing house.

Suggested Assessment Scheme

The given performance indicators should serve as a guideline (or assessment regarding process and
product-related marks.

Performance Indicators Weightage | Marks Awarded

Process Related: .......... Marks* {.......... %)

1. | Environment Beadinass by student 10

2. | Explanation of practical components i.e., section 1.210 1.7 20

3. | Procedure adoption and step-by-step explanation 10

4. | Viva voce 10
Product Related: .......... Marks™* (..........%])

5. | Preparaticn of observation tables 25

6. | Screen shois and explanaticn of Observation tables & 25

conclusicns made
Total 100%

* Marks and percentage weightage for product and process assessment will be decided by the
leacher.
Name of the Student: ..o Signature of Teacher with
Marks Awarded date

Process Related Product Related Total
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Experiment 1.2: Digital India Portals

Practical Statement

Visit various e-governance/Digital India portals, understand their features, services offered.

Practical Significance

The Digital India program has become a unique example of the world in providing various public
welfare services to its citizens through digital technology. The practical will not only teach the
students to browse the internet but will also promote the above services to the masses through the
students.

Relevant Theory

Digital India program with its key vision area and pillars is explained in the theory part of this book
(refer to unil 1, seclion 1.4). A detailed calegorized lisl of imporlant porlals is also mentioned in the
unit | (refer to unit 1, Table 1.3).

Practical Outcomes (PrO}

The learners will be able (o
PrO1: browse various Digital India portals.

PrO2: analyze key services and features of the portals.

Practical Setup (Work Situation)

In the practical, we will browse www.uidal.gov.in, swayam.gov.in, and mygov.in Digital India portals
one each from infrastructure, service based, and empowerment category respectively.

Resources Required

l. A computer system i.e., any PC/Laptop/Tablet/Smartphone.
2. An inlernel conneclion.

3.  An installed web browser software i.e., Mozilla Firefox, Google Chrome, Microsoft Edge, etc.

Precautions

1. Use an updaled web browser Lo prolecl [rom securily breaches and browser vulnerabililies.
2. Browse only valid websites with H'1'I'PS and padlock-enabled icon in the address bar.

3. Follow information security best practices (refer to unit 5, section 54.1 & 5.4.2)

Suggested Procedure

L. QOpen any web browser of your choice.
2, Type URL www.https://uidai.gov.in into the address bar of the browser,

3. 'The home page of the above web portal will be shown as depicted below:
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B udaugov.in

E Idala Zontent T -aA-8 B-| Screen Peadar Ay Lnghsh %

o
Urinue Idertifination fathority of india =3
g Oover rantof 11 2 .r@\\‘l

ARDHAAR

My Aadhaar ~  About LUIDAL ~ Media & Resources ~  Conlact & Support

Fig. 1.29: Home Page ot UIDALGOV.IN Portal
The home page has a menu bar on the page with various menus titled My Aadhaar, About
UTDALI Lcosystem, Media & Resources, and Contact & Support. Placing mounse pointer
to these menus will change the existing cursor from an arrow to pointing hand shape
pointer.
Open the lirsl menu by hovering over the mouse poinler. The Dropdown menu will show

various options as shown in Fig. 1.30. These are various services that can be availed with this
Digital India portal.

My Aadhaar ~ About UIDAI ~ Ecosystem -  Media & Resources ~ Contact & Suppor ~

Get Aadhaar Update Your Aadhaar Aadhaar Services About Your Aadhaar Aadhazar On Your Moblle
Lecate an Encolment Center Update Azdhaar at Verify an Aachaar Number ‘What is Aadhaar mAadhaar for Android
. Frroment |prabe Cenier . . . _ .
Cook an Appeintment Verify CmailfMobile Sumber eatures cf Aadhaar mAadhear App links for
i . Check Aadhaar Update Status os B
LUheck Aadnaar Status Hetrieve Lost or Forgottan Usagas of Aadnsar
Updatc Cemegraphics Cata EIDvJID
Downinzd Aadnaar Oili’:_ : Azdhazr Enrciment Downloada
o virtual 10 (V1D) Generator ,
trigve Lost or Forgotten : #adhazr Generation Aadhzar Enrolment/Update
Fetrieve Lost or Forgote Chack ONine Demograghics . adhazr Gensratior P
FINANT I Antihaan Paperlass OMine = . Form
Update Status o — Updating Data on Aschaar

Order Aadhear MG Gard

List of Supporling Doacumearts

Aadbaa Updale Sislory - e N SCCUNTY 11 UILAI SYSTtem
Chesk Aadhaar PVC Card -:!u’:cr\.d.a, aarBatk Linkng -'3L” a ) ‘r Clianges iy Vanicnis LIDAI
St =lals Aadnazr Myth Busters Senvites =l Aqhas Kala
Lack/Unlock Bicmetrics (FEC)
Aachaar Authsnticator Validity of cownloaded
History Aardhzar (p-Asdhasr) as Pronf
Aachaar Lock anc Unlock bty
Sarice Mew eAachaar
A A Sarvices on SME Handbooks
Fig. 1.30: My Aadhaar Menu Showing Varicus Services
6. By navigaling various menus olher relaled inlormation will be shown. Updale Table 1.9 [or
various features and services offered by uidaigov.in.
7. Similarly, by [ollowing the above procedure swayam.gov.in & mygov.in porlals can be browsed
and analyzed. 'The home pages of these portals are depicted in Fig. 1.31 & Fig. 1.32.
8 A click on “EXPLORE COURSES” at the Swayam portal provides a list of upcoming and
ongoing MOQOCs for Indian cilizens.
9. MyGov portal provides a facility for citizens to participate in government decisions.
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Abeut Swayam | Al Courses | Natlonal Coordingtors | Local Chapters

COURSE CATALOG ~ | [ S/HN-IR J HEBIE | ER

[or Learmers. .

Acquire skills that

EX®LORE COURSES

NPTEL Jan 2021 Exams SWAYAK Couracs In Gy |l COVIE 19l Slap
: on 3722 Aug 2021 ‘-R:eqlonallan Jages Cr L, G " e e
L i S Jaadg With SWAYAM : Laminaton held on 25th %
2Gth March 2021

Fig. 1.31: Home Page of Swayam Portal
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Fig. 1.32: Home Page of MyGov Portal

Observations
Table 1.9: Key Services and Features of e-governance/Digital India Portals
S;' Digital India Portal Key Services Offered Features
1 | www.uidai.gov.in Book appcintment, Gheck | Multilingual, Screen Reader, custcmizable
status, stc. fonts size, chat-bot, social media feeds.

WWW.swayam.gov.in

WWW. MYy gOoV.in

* Tinlarge the last two columns to accommodate features and services offered by portals.

Results and Interpretation

I. UIDAIs portal is robust in terms of offered services and the use of technology in
portalcreation. Tt offers Aadhaar related services from creation to maintenance.
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2. Swayam MOOQOC platform has the capability of a complete online education portal. It
provides an online facility to enroll, deliver content, and managing student’s exams and credit
delails.

3. MyGov portal envisages citizen’s role in government decision-making. The concept of
parlicipalory governmenl is achieved via various Groups, Discussions, Polls, Blogs, and

Talls.

Practical Related Questions

Nole: Below given are [ew sample queslions lor reference.
1. Is it possible to download an electronic copy of your Aadhaar?
2. Name three activities you can participate in on the MyGov portal,

3. Which course you can join on Swayam? can it be linked to your current board/university?

Suggested Learning Resources

[1] “Digitalindia | Digital India Programme | Ministry of Electronics & Information 'lechnology(MeitY)
Governmenl ol India,” www.digitalindia.gov.in. hup://www.digilalindia.gov.in (accessed Aug. 19,
2021).

Suggested Assessment Scheme

‘The given performance indicators should serve as a guideline for assessment regarding the process
and product-related marks.

Performance Indicators Weightage | Marks Awarded

Process Related: .......... Marks* {.......... %)

1. Environment Readiness by student 10

2. Explanation of practical components i.e., section 1.2 10 1.7 20

3. Procedure adoption and step-by-step explanation 10

4. Viva voce 10
Product Related: .......... Marks™* (..........%])

5. Preparation of cbservation tables 25

6. Explanation of obhservation tables & interpretation made 25

Total 100%

* Marks and percentage weightage for product and process assessment will be decided by the
leacher.

Name ofthe Student: ... e e Signature of Teacher
Marks Awarded with date

Preccess Related Product Related Total
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Experiment 1.3: Computer Hardware Components

Practical Statement

Read Wikipedia pages on computer hardware components, look at those components in the lab, identify
them, recognize various ports/intertaces and related cables, etc.

Practical Significance

‘The usefulness of the computer is proved by its ubiquity. The maintenance needs of such ubiquitous
equipment cannot be ignored. Tdentifying various hardware components, connecting them, and
correcling common errors has now become an essenlial general skill.

Relevant Theory

A computer system, its various parts, input-output
devices are explained in delail in seclions 1.8 (o 1.13 of
the first unit. Different ports briefly described below.

. PS/2 Keyboard
2 PS/2 Mouse

Computer port: Is a connector on the motherboard
or on a separate adapter that allows a device to connect
to a computer; these may include keyboard, mouse, serial,
parallel, network, sound, or video ports. Porls vary wilh
the type of equipment that connects to the ports.

-'"5 RS-232 serial
*'6. USB 3.0
ol ~ 7. R1-45 Network

I

Male ports: Have pins that protrude out from the

connector and require a cable with a female connector. 8 eSATA ":H u
Female ports: Have holes in the connector to accept 9. HDMI y
the male cable’s pins. ,;f-llD- VGA )

PS/2: Most desktop computers have two of these
round ports for six pin connectors, one tor the mouse and
one for the keyboard.

USB: It is a 4-wire connector type of port. It has
ditterent models (USB 1.0, USB 2.0, and USB 3.0). In
modern compulers connects all kinds ol exlernal USB
devices ¢.g., external hard disk, printer, scanner, mouse,
keyboard, etc. Data travels at 12 megabits persecond.
USB complianl devices can gel power [rom a USB porL.

Serial Port: These connectors use pin connectors of
D type. Generally used for long distance communication. Fig. 1.33: Computer Rear Pannel Connectors
Also known as a COM porl. Dala Lravels al 115 kilobils view image source : hitps://pinouts.ru/comp.php
per second.

Ethernet Port: Connects to a network and high speed Internet. Connect the network cable to a
computer. This port resides on an Tthernet Card. Data travels at 10 megabits to 1000 megabits per
second depending upon the network bandwidth.

HDMI: High Definition Multimedia Interface provides an interface between any audio/video
source, e.g., DV player, or A/V receiver, and an audic and/or video monitor, such as a digital television
(DTV). HDMI supporls standard, enhanced, or high-delinilion video, plus multi channel digital audio
on a single cable.

- ,_ /- 11. Firewire |
—_— e




52 | Introduction to IT Systermns

VGA: A three row, 15-pin female D-shell connector for newer VGA, SVGA, XGA, SXGA, or
UXGA monitors, Connects monitor to a computer's video card. Similar to the serial port connector
but serial port connectlor has pins, il has holes.

FireWire: is a personal computer/consumer electronic serial bus interface standard offering high-
speed communicalions and isochronous real-lime dala services. Oflen implemenled in consumer
electronics devices, digital video cameras, VCRs, some other multimedia hardware, and computers.

S-video: connector widely used on ATT and other graphics cards. Carry s-video and composite
signals.

DVI: The Digital Visual Interface {(DVI) is a video interface standard designed to maximize
Lthe visual qualily of digilal display devices such as (lat panel LCD compuler displays and digilal
projectors.

LECP Parallel LPT port: The Extended Capabilities port is found in some old PCs. LCP is an
extension of the EPP design.

Practical Outcomes (PrO)

The learners will be able to:
PrO1: browse Wikipedia web pages developed in various languages.
PrO2: convert Wikipedia pages into other languages.
PrO3: idenlily various hardware components ol the compulter syslem.

PrO4: recognize ports/interfaces and cables of the computer system.

Practical Setup (Work Situation)

In this practical, we will browse www.wikipedia.org an online, mullilingual free encyclopedia Lo find
several web pages related to computer hardware components. Thereafter a computer system should
be disassembled and each component will be identified and categorized in a prescribed table according
to its functionality.

Resources Required

1. A computer system ie., PC/Laptop.
2. An internet connection.

3. An installed web browser software i.e., Mozilla Firefox, Google Chrome, Microsoft Tidge, etc.

Precautions

1. Follow information security best practices {refer to unit 5, section 5.4.1 & 5.4.2)
2. During touching the computer system’s components an anti-static mat or anti-static wrist strap
and mat combination should be used to protect against Electrostatic Discharge (ESD).

Suggested Procedure

(a) Browse Wikipedia pages on computer hardware
1. Open any web browser of your choice.
2, Type URL www.https://wikipedia,orginto the address bar of the browser,
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3. Thehome page of Wikipedia encyclopedia will appear e « | - Lo
having a search bar. N .  EE
4. Type search term to find related wiki pages. In our T’:EEEL'A
case I have typed “computer hardware component” e
and during Lyping a suggestion list also appeared. e
Suggestion list with a pointing hand shape pointer J') 8 v 23t
on first suggestion is depicted in Fig. 1.34. s o e e
5. Tither click on the lens button (search) or press . e
enter or select any relevant suggested wiki page. As Fargus -~
shown, the mouse pointer is hovering on the first o "
suggeslion. LT .
6. A web page related to a given term will be it s
presented. As we got web page depicted in Fig. 1.35. priermasion echnaless
Computing platarn
g s gt gt b v, .

Fig. 1.34: Wikipedia.org Home Page

W Comnuter hardware - Wikipedia X -+ = M W
« = C O Ot Ups:/fenwikipedid.org/wiki/Cormpuler_bardwa e B i @ =
7 oot - MOTlcggedIn Talk Gonmpauing Create eccoum Lag In
4 e 5
&
3 d} w S )
g L " Aricle  Tak Read Edit \View history | =earch Wikipadiz
L 0 ;
. C hard
- omputer hardware
WIKIPEDIA p
The Free Encyclopedia From Wikipedia, the free encyclopedia
Main page Computer hardware includes the physical partz of a computer, such as the
Contcnts case |1l central processing unit (CPUY, monter, mouse, keyboard, computer

Current everts
Randam zrticle
Ahout Wikipedia
Conleclus
Donate

Contrbute

Help

Learn tc edit
C.ommuniy portal
Fecent changes

data starage, graphirs card, sound card, speakers and motherboard 14

By contrast, zoftwarc is the sct of instructions that can o¢ storcd and run by
hardware. Hardware is so-termed because it s "hard" or rigid with respect fo
changes whereas soffware is "soft” hecanse it is easy o change

Hardwarc is typically dirccted by the software to executz any command or

instructon. A combnation of hardware and sofiware forms a usable
computng system, although other systems exist with only hardware.

iuille

POP 1 CPU board =

Contents [hde]

Uplozd file 1 Won Neumann architecture
2 Types of computer systems
Fig. 1.35: Wikipedia Page on "Computer hardware”
7. 'The Wikipedia page has a famous layout having a basic definition or introductory

information on the top and thereafter a managed list of contents included for the webpage.
The “Conlenls” section conlains local links referring Lo other seclions of the page.

Lo relerences lor Lhe page.

The page contains various hyperlinks to other related webpages of Wikipedia and links
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9. Navigate to other links one by one to get more related Languages
information. e.g., we can browse other Wikipedia pages on the e
CPU, monilor, mouse, elc. by hyperlinks on the lirst paragraph. yrraudl
10. For a fresh search, use upper right corner search box with a =
) OEIWIE0
lens icon. _
11. We can view Wikipedia pages already developed in other el
languages by scrolling down to the Languages section in the S8
- - - - - S0
lell pane as shown in TFig. 1.36. IL is nol aboul being a consumer N
R}
only, we can contribute by writing a page to Wikipedia. You ) —
may follow the instructions given in the “Contribute” section 5 Fig. 1 "'ésl:qw't'ped'a
for the same. ages In Other Language
12, To view an enriched wiki page {developed in any language) to your preferred regional
language you may use some browser exlension Lo complelely ranslator the webpage in your
desired language.
13. As you can see the Fig. 1.37 presents the same webpage (having the previous URL)
translated into Hindi language.
14, The webpage can be translated into other languages with the toolbar (available after
inslalling and enabling Lhe google translale exlension)} on Lhe Lop ol the webpage.
6 C’," [ en.wikipedia.org/wiki/Computer_hardware T E » e 36-:-%:-. H
oogle & Translatedto: Hindi[¥] | Show original Options ¥ | [X]
PR & TS e & Sodid SFEE " e e g o
Tl 8 )
‘a\ £ 2 ),(
T -

o=ie
3aae]

- r oy
WikrpepiA ~ PEHCR BlSd4X

The Free Encyelopedia

fafadifsan, Feges fausm g

HUCT PSR U % Uiide fow mite ¢ sye oy ama, M deg
AT gie (i), 9FeX, A9, FiES | e S SUE,
Tfpe HIS , §IGS H1S , TFH HR Aeais | [

Fig. 1.37: Wikipedia Page Translated in Hindi

(b} Recognise various components, ports, and cables

1.

AN

Look al all those wires coming [rom the back ol your PC. There’s a power cable, a lelephone or
network cable, probably a printer cable, a keyboard cable, a mouse cable, and maybe a few others,
depending on your system, Various components should be enlisted in form of Table 1.10.
Explain in detail the components included in Table 1.10 such as their purpose,
manvfacturing companies, estimated value etc.

Unplug each of your PC’s cables one at a time and practice plugging it back in until you
get a feel for how it fits.

Properly reconnect all the cables that vou removed.

Examine other compulers Lo see il lhey have diflerenl connectors [rom the ones, yvou've
already documented.
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Observations
Table 1.10: Recognised Hardware Components
ﬁ:; Input Output Processing Storage

Practical Related Questions

Note: Below given are few sample questions for reference.
1. What is the way to view a Wikipedia page in regional languages?
2. Explain in detail about the components given in the table, such as the names of the
manufactures of the components, their purpose, estimated price, etc.
3. Is it possible to plug any cable into the wrong connector? 1f so, which one(s)?
Data cable from the keyboard to the PC
Type of connector: _ ; Male or Female: __

; Number of pins/holes:
Describe the data cable connector type at both endsfrom scanner to computer.

Identily the conneclors pictured next. What is the name ol each conneclor and what does it
connect to?

)]
s

o

Suggested Learning Resources

[1] D.Anfinson and D. Quammen, IT Essentials PC Hardware and Software Companion Guide. Madrid:
CISC Press.Pearson Education., 2009.

[2] M. Meyers, Mike Meyers’ CompTIA A+ guide : essenlials : exam 220-701. New York: Mcgraw-Hill,
2010,

[3] “Computer Rear Panel Connectors pinouts diagrams @ pinouts.ru,” pinouts.ru.
https://pinouts.ru/comp.php (accessed Sep. 19, 2021).

Suggested Assessment Scheme

The given performance indicators should serve as a guideline for assessment regarding process and
product relaled marks.

Performance Indicators Weightage |Marks Awarded
Process Related: .......... Marks* {.......... %)
1, Environment Readiness by student 10
2 Explanation of practical components i.e., section 1.210 1.7 20
3. Procedure adoption and step-by-step explanation 10
4 Viva voce 10
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Product Related: ...._..... Marks* (..........%)
B. Preparation of cbservation tables 25
B. Explanation of observation tables & interpretation made 25
Total 100%
* Marks and percentage weightage for product and process assessment will be decided by the teacher.
Name of the Student:.............cciiiiiiic s Signature of Teacher
Marks Awarded with date

Process Related Product Related

Experiment 1.4: Peripherals and Device Driver Installation

Practical Statement

Connect various peripherals (printer, scanner, etc.) to computer, explore various features of peripheral
and their device driver software.

Practical Significance

It is a well known fact that hardware components from different manufacturers are assembled to make a
complele compuler system. Although operaling syslems are equipped Lo inslall a large list of standard
hardware, But some hardware devices are not automatically installed during the operating system installation
and some don't work properly post-installation. Further, the capability of the driver is updated from time to

time by the hardware manufacturers. Thus, it is essential to
be versed wilh the skills required (or driver inslallalion.

Relevant Theory

(a) Connect Peripheral devices

Computers are all about input and output, both within the
system box and between the system box and a variety of
external devices. Lhe term input/output (I/O} covers both
Lypes ol lhese interaclions. Examples ol common inpul
devices include the keyboard and any pointing device
{mouse, trackball, pen, etc.). [Yata can alse be input from
devices that also take the output, such as storage devices
and network cards. The most common oulpul devices are
the display, sound card, and printer.

{b) Device driver installation

Device Manager is the primary Windows tool for managing
hardware. It lists all installed hardware devices and the
drivers Lhey use. Using Device Manager, you can disable or
enable a device, update its drivers, uninstall a device, and
undo a driver update. Device manager can be accessed via
any of the below methods.

i Device Manager — O
Hle Achon  View Help

&= | HE ¥ LXE®

v & DESKTO?-6U8MHY4
iy Audcanputs and outputs
35 Eatteries
& Eiometric devices
ﬂ Eluetooth
v @ Carcarse
® |nzeqrated Camera

[ Computer Update driver
wa Disk clrives Dicable device
Il Display ada Uninstall device

§F Firmvware

iHy Human Inte Scan for hardware changes

== IDE ATASATE .

E=l Keyboarcs Properties

['_,] Mice and other ponting devices o
[ Moritors

2P Metwork adapters
= Frint quewes

[} Frocessors

BF Securty devices

Fig. 1.38: Device Manager Program
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Start menu: The easiest way to open the Device Manager on Windows 10 is to click on the Start
menu and type Device Manager' in the search box.

Run: Press the Windows key with the letter R (Windows Key + R} where the Run engine will appear.
Type in devingmt.msc' and click OK. The device manager window will be shown as depicted in Fig. 1.38.

Practical Outcomes (PrO}

The learners will be able Lo:
PrO1: connect various peripherals to the computer system,
PrO2: explore various features of peripherals.
PrO3: install the device drivers of hardware.

Practical Setup (Work Situation)

This practical will discuss a universal method
for device driver installation and a specific
fuethod. for local scanner/printer How do you want to search for drivers?
installation.

B Updatz Drivers - Integrated Camera

Resources Required

1. Acompuler syslem i.e, PC/Laplop.
2. Aninternet connection,

Precautions

You must log on with administrator privilege
to make any changes via device manager.

Fig. 1.39: Update Drivers Window

Suggested Procedure

Follow these steps to use Device Manager to update device drivers of your system.

1. Tor best results, locate and download the lalesl driver files [rom Lhe manulaclurer’s websile Lo
vour hard drive. Be sure to use 64-bit drivers for a 64-bit OS and 32-bit drivers for a 32-bit
Qs.

2. Using Device Manager, right-click the device and select Properties from the shortcut menu (See
Fig. 1.38). T'he Properties window for that device appears. Select the Driver tab and click Update
Driver. The Updale Driver Sollware box opens (See Fig. 1.39).

3. To search the Internet for drivers, click Search automatically for updated driver sottware. It you
have already downloaded drivers to your PC, click Browse my computer for driver software,
and point to the downloaded files. Note that Windows is looking for a .inf file to identify the
drivers. Conlinue Lo [ollow Lhe direclions on Lhe screen Lo complele the installation.

Install or add a local scanner/printer on Windows 10
In most cases, all you have to do to set up a scanner is to connect it to your device. Plug the USB cable
trom your scanner into an available USB port on your device, and turn the scanner on. If that doesn't
work, here's a way to do it manually.
1. Select Start — Settings — [Drevices — Printers & scanners.
2. Select Add a printer or scanner. Wail for it Lo (ind nearby scanners/prinlers, Lhen choose the one
vou want to use and select Add device,
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Observations
Table 1.11: Administering Hardware with Device Manager
ﬁ; Action taken Reflection in Device Manager Screenshot

1 |Install, update, disable or|Current version no. and new
uninstall version no of drivers in case of
install and update.

Practical Related Questions

1. Name some peripheral devices used [or oulpul purposes.

2. Which Windows utility is used to install or update device drivers?
Suggested Learning Resources

[1] D.Anfinson and D. Quammen, IT Essentials PC Hardware and Software Companion Guide. Madrid:
CISC Press.Pearson Education., 2009,

[2] M. Meyers, Mike Meyers’ CompTIA A+ guide : essentials : exam 220-701. New York: Mcgraw-Hill, 2010.

Suggested Assessment Scheme

The given performance indicators should serve as a guideline for assessment,

Performance Indicators Weightage | Marks Awarded
Process Related: .......... Marks® {.......... %)
1. Explanation of practical componeants i.e., section 1.210 1.7 20
2. Procedure adoption and step-by-step explanation 15
3. Viva voce 15
Process Related: .......... Marks® (..........%)
4. Preparation of observation tables 25
5. Explanaticn of chservation tables & interpretation made 25
Total 100%
* Marks and percentage weightage for product and process assessment will be decided by the teacher.
Name of the Student:..........cciciiiiie i e ans Signature of Teacher
Marks Awarded with date
Process Related Product Related Total

REFERENCES AND SUGGESTED READINGS

[1]  R.S. Salaria, Computer Fundamentals. Khanna publishing house.

(2] P K. Sinha, Computer Fundamentals, 6th ed. New Delhi: Bpb Publication,2019.

[3] “Digitalindia | Digital India Programme | Ministry of Electronics & information Technology (MeitY)
Government of India” https://digitalindia.gov.in/ {accessed Jul. 15, 2021).

aaa




2 Operating Systems

UNIT SPECIFICS

This unit provides step by step guide to install Windows and Linux operating systems. The unix shell
types and commands are also elaborated with suitable examples. Unit also covers popular visual editor
of Linux system with its various operating modes and commands. Thus, unit enables the learners to
prepare their computer systems by installing desired operating system. Unit also enhances the skill set
of the learners by familiarizing them to work in Linux command line environment.

RATIONALE

A computer system comprises many components like computer hardware, operating system, application
programs and the end users. An operating system is a system program that provides an interface between
end users and the computer hardware. It is the main program that hosts other programs. It facilitates
users by making the computer environment easy to use and manages resources of a computer system.
In addition, the operating system performs various other managerial tasks e.g., process management,
memory management, file management, security and command interpretation. Therefore, it is very
important to understand the operating system to use the computer efficiently.

PRE-REQUISITES

- Fundamentals of computer software & hardware.
- Basic word processing capabilities.

UNIT OUTCOMES

Learners will be able to:

U2-0O1: Install Linux operating system i.e., Ubuntu.

U2-02: Install MS Windows operating system i.e., Windows 10.
U2-03: Differentiate various Unix shells.

U2-04: Execute shell commands.

U2-0O5: Work in vi editor and run shell scripts (programs).

Table 2.1: Mapping of Unit Outcomes with the Course Outcomes

. EXPECTED MAPPING WITH COURSE OUTCOMES
03:2;‘:1 . (1- Weak Correlation; 2- Medium correlation; 3- Strong Correlation)
CO-1 CO-2 CO-3 CcO-4 CO-5 CO-6 CO-7
U2-01 2 1 g 3 1 2 2
U2-02 2 2 3 3 1 2 2
U2-03 2 1 8 2 1 1 1
U2-04 2 1 3 2 1 1 3
U2-05 2 2 3 2 1 1 3




60 | Introduction to IT Systems

Some Popular Operating System Variants

The operating syslem which is generally used by people can be classified inlo three calegories: mosl
popular Microsoft Windows operating system, open-source operating systems (Linux is most famous
among open-source operating systems) and Macintosh operating system in Apple computers, Some of
Lhe mosl used operaling syslems (Fig. 2.1) are MS-Windows, Ubuntu, Mac 8, Tedora, Solaris, Tree
BSD, Chrome OS, CentOS, Debian, and Android.

r ..

Linux Windows 10
Fig. 2.1: Some Popular Personal Computer Operating Systems

Nowadays computing is done prominently by smartphones and tablet devices other than conventional

desktop PCs. Several smartphone operating systems {Fig. 2.2) are used to operate those devices. Few facts:

« The android operating system is the mosl popular smarlphone operaling syslem. Il is made

of the modified version of the Linux kernel and developed by Google. It was developed in
November 2007 and the first commercial android product launched in September 2008,

o 108 is the operating system exclusively for Apple company products like iPhone, iPad and other
Apple mobile devices.

«  Windows 10 Mobile operaling syslem was also used in windows smartphones bul il is
discontinued after October 2017.

«  Similarly, Ubunlu Touch is a mobile operating syslem made & mainlained by a non-profil
volunteer group i.e. UBports community. 1t is a lightweight OS specially designed for mobiles
and touch screen devices. Ubuntu Touch has a “desktop mode” which made it capable to
funclion as a desklop compuler.

0 O @

Flg 2.2: Some Smart Phone Operating Systems

‘I'he market share of top trending operating systems is shown in Fig. 2.3. It shows the clear
dominance of the android & windows operating systems, The facts show that “computing nowadays is

maobile compulting.
]
2

I 33.67

I 15.54
I a7

g 5

l o

| —
ANDROID WINDDWS 105 D5 X UMNKENOWN LINUX

Fig. 2.3: Market Share Percentage of Operating Systems (as of June 2021)
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Life is changing, similarly the digital world also changes. L'rends also change over time e.g.; French
police switched their operating systems from proprietary Windows OS to open-source Ubuntu, on their
80000 computers and saved 2 million euros.

Now in the coming section, we will understand to install Linux and Windows operating systems,
We will install it cleanly, A clean install is a method in which all existing data and programs on a hard
disk drive are over wrillen (wiped oul) and a [resh operaling syslem is inslalled.

2.1 LINUX OS INSTALLATION

Linux operating system is the most popular open-source operating svstem around the world. It is termed
Open-source because the source code of the operating system is not hidden but available to everyone.
The open-source operating system has many advantages and it has a larger community for providing
support,

Linux operating system invented by a resident of Finland in 1991, Linus Torvalds. Due to
open-sourcecode, there are many distribulions of Lhe Linux operaling syslem. Here we will
discuss Ubuntu Linux. Ubunlu is a famous Linux distribulion for desklops, servers and personal
computers.

Installation of Ubuntu: A Clean Install

Before installing any operating system, it is advised to check the recommended system requirements.
Syslem requirementls (or Ubunlu 20.04 LTS version are described in Table 2.2

Table 2.2: Recommended System Requirements fer Ubuntu 20.04 LTS

Compaonent Specification
Processor 2 GHz dual-core
RAM 4 GB (but 1 GB can also work)
Storage 25 GB
VGA 1024 x 768 screen resolution
Internet Access not mandatory but it helps install updates and other programs

Step 1. Download UBUNTU

«  First of all, we need to download Ubuntu operating system from the official website, the link
is as mentioned.
hip://www.ubunlu.com/download/desklop/ubuntu

+ On the above webpage, various versions of Ubuntu OS are available. It is recommended to
download Lhe lalest LTS (Long Term Supporl) version. In our case, we downloaded “Ubuntu
20.04.2.0 L1'S”. It is available in a single file i.c., an [SO file of about 2.5 GBs.

Step2: Create Bootable Media (Live USB)

Creale a bootlable USB wilh the IS0 [ile using various [reely available lools e.g., Rulus,
Unetbootin, etc. You may visit the below webpage for the step-by-step process to create a live
Ubuntu USB media.
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(=

=

Al
@ TYPE: Use of ICT (A Webpage) Title: Preparing Ubuntu bootable usb on windows

Alternatively, we may write the downloaded ISO file on the DVD and make a bootable DVD.
We will discuss a step-by-step method for easily available media i.e., USB Flash Drive (pen drives).

Note: You are suggested to take backup of all your data as we will understand how to fresh install
Ubuntu from bootable media.

Step 3: Boot from the Bootable Media (Live USB)

1.
2.

4.

Plug the prepared live Ubuntu USB disk into our system.

Now we need to set the booting sequence to USB disk instead of HDD. This is done by
changing boot priority in the BIOS setting (as shown in Fig. 2.4.) at the time of computer
start.

Restart the computer and access to BIOS setting by pressing function keys F1 or F2 or F10
or F12(or any other) depending on your BIOS and computer manufacturer. It will show your
BIOS screen (it may look differ, as per your system). Give a higher priority to your USB drive.

L. 7 mremssssssaaal

Boot Ttem Specific Help

Boot Priority Order Keus used to view or
Windows Boot Manager configure devices: T
UsSB CD and } arrous select a
device. "+° and "-°
ATAPL CDO move the device up or
NUHeD down. "Shift - 1°
ATA HDD2 enables or disables a
ATA HDDO WDC UDS4BOG2GOA-00JHIO device. ‘Delete”

ATA HDD1 deletes an

. USB HDD unprotected device.
10.» PCI LAN

S@-JTUdeE N

Excluded from boot priority order

F1 Help Tl 3Select Item +/- Change Values F39  Setup Defaults

Esc Exit ++ Select Henu Enter Select » Sub—Menu F10 Save and Exit

Fig. 2.4: Boot Sequence Options

Save and exit BIOS settings.

Step 4: Install Ubuntu

1.

The booting process will begin once boot media is detected by the BIOS. The installer will check
the disk (file system). The system will prepare to install Ubuntu operating system.

After a while, we will see the Ubuntu 20.04 welcome page as shown in Fig. 2.5(a). Here we have
to click the Install Ubuntu option.

Next, select the language and click continue
Thereafter, select the keyboard layout and click the continue as shown in Fig. 2.5(b).
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welcome Keyboard layout

Lhoars e yoLr avbaard ayals
p— » English ustraia) [n el
Esaeanto E’f":“:ﬁ ;;"f"'mw Endfish (Us) - rglich [Colernsk)
Eushara :'r"l:f'_ e ""I‘J, English (US) . Sngllsh [Cvarak)
Frangals I.g“'l_ 'x.\-g::. :m Ervdis ) - 2rglish [Cwonak, il inll ]
Geilge Enalish iScouth Mkt Fnglish s} - =rglish [Dvarak, inzl, with dead sy
Galega Faglish U= - Erglish [Mwarak, lefshand e}
Hrustsii —— Lperseto T ek T
islenica .
ltaliane Try Ubuntu Install Ubunty =
Kurd! Debect Bxyhoard Layoue .\
) Yaou can bry Ubunty wikast making amy changes ba your campater, dirsctly from Guit Back \:u-\uruc
Lietunigkal this €.

Fig. 2.5: Ubuntu Installation (a) Welcome Screen (b) Keyboard Layout

5. Now, we have (o select Lhe Lypes of apps we wanl 1o begin with. We may choose any of the
available options i.e., Normal or Minimal. We can instruct the installer to update the ubuntu
while installing by checking the checkmark option. These options are depicted in Fig, 2.6.

6.

install

Updates and other software

What apps wewld you Uke toInstall te start with:
2 Hormalinscaliacian

et browses, utilisies cFlioe software, games, andimedis players,
Minlmalinstalzticn
#eb browse- ond basic stilisias

@ther options

B powmnload apdatzs while inztalling Ubunts
Ui S35 1iME afe” ngalcn,

Ingtallthird parky scFowarc Fer graphics cnd Wi Fi nardwa-c ord add tienal media Formats
Thit SRfWare & subiect bo bearse berms irchuded with &5 decumentation. Same is prenrietars.

Qi

Zack Corkinuz

Fig. 2.6: Preparation for Ubuntu Installation

In this step, we have to choose the actual installation type. Various options are shown in Fig.
2.7. We choose the option first i.e., “Erase disk and install Ubuntu” for a fresh installation.

{Note: I hope vou have Laken the backup ol all vour dala. please de il in advance il proceeding
with this way.}

install

Installation type

This eemputercurrently has ne detediee operating syatemad. what would you [ke ke do?
O Erased <k and install Jburky
Warmang: Tt Wil eebete Al your (7007ams. decUmenks, CNtos, MESC, 214 31 other fIlzs in Al 0e 3eg Svs.ems.
Encrypt the new Ubuntu installation fer seourity
Weu will dhacts 3 erewity siyinthe Akt e

LEE LM WIEhERE rew LbumuInstatiaslon
This wil se:up Lagicel Walirve Mensgzment. Ibeliows balirg snaparots end £ asier portition resizing.

Something else
Wou Gan ereate of iedie partitions yourscf o chaese mulkiple pariifions fos Lbarks

isir

Bask [0 1] 1 T8

Fig. 2.7: Allocation of Hard Drive Space
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7. By clicking on “Install Now™ option we will get a warning window as shown in Fig. 2.8, [t alerts
us about the disk formatting (data deletion}. As we took backup so just hit on the continue option.

This computer carrently has no d=tected operatingsystems. 'what would you like (o do?

Wilie the changes to disks

of yau condinue, thaclanges licec belya will hewrioran ra che dicks. Cehernwice, yyowill ne anie oo make furcher changes manvally.

WIARH MG This will cestrayall data onany partidersyouhave removec as well 33 on the partitions that are qairg to be formatted,

The partitien tzbles of the Falow ng device: are changed:
Virtial diee 1 (wd2)

The Molowingpar titiom: are going e be formetted:
periikion® 1 of Vi-tua diss 1 (vde) as ek

GaBack Cunline:

Back 1 | Inskaliew .

Fig. 2.8: Starting the Installaticn

8. As shown in Fig. 2.9 we have to sclect the time zone i.e., “Kolkata” then press continue.

Wwhere are you?

Faliata

Fig. 2.9: Time Zone

9. Now we will be asked to create login credentials and name ot the computer. Click on *Continue”
butlon afler telling “Who are you’ See Fig. 2.10.

Wha are you?

veur name: | Fraz o

Yo compukass name: "pea ek bop o

T mame (b wsrs when B s toobar conputerns.
Flck a username: | Grat of
chooseapassvord: | muESRBOREE | G0 passwerd
Sl voui password. | @ eeews el o+

Lo inALramaically
D Require mypassward te legin

3ack Continue

Fig. 2.10: Enter Login Credentials
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10. Now we have to wait for 5-10 mins. Meanwhile, we will be presented a slide show about the
features of Ubuntu and basic tips for using the OS.

Install

Welcome to Ubuntu

Fast and full of new Features, the latest
version of Ubuntu makes computing easier
than ever. Here are just a few cool new things
to look out For...

Fig. 2.11: Progress of the Installation

11. After completion of the installation process we will be presented installation complete dialog
box as shown in Fig. 2.12, Just hit the ‘Restart Now’ option to complete the installation process.

@ Installation Complete

ﬁ Installation is complete. You need to restart the computer in order to use the new installation.

Restart Now

Fig. 2.12: Installation Complete Dialog

12. Remove the USB media, Ubuntu will boot from harddisk and we will be shown the Ubuntu
home screen as depicted in Fig. 2.13.

X

EDOMNA

&

Fig. 2.13: Ubuntu 20.04 Desktop

':0 TYPE: Use of ICT (A Webpage) Title: Install Ubuntu
Hy
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Interesling Facls

» The worlds fast supercomputer operating system Tianhe-2 uses Ubuntu OS.

o Ubuntu is most used operaling syslem in web servers,

¢ Ubuntus new stable version releases in every six months.

o Google’s sell-driving cars, Tesla, Net(lix, UBER, Dropbox elc. uses the Ubunlu OS.

2.2 WINDOWS OS INSTALLATION

Microsoft’'s Windows operating systems have a long history of successtul operating systems. The
Windows OS family has various variants over lime. These can be observed easily on our nearby
computer systems. Some recent popular members were Windows XP, Windows 7, Windows 8 whereas
at the end of 2021 there is news of a new member coming i.e., Windows 11, Here, we learn the basic
prerequisiles (Table 2.3} and procedures Lo install Windows 10 Lhal is Lhe lalest version of Windows

OS.
Table 2.3: Recommended System Requirements for Windows 10
Component Specification
Frocessor 1 GHz or faster supported processor
RAM 1 GB for 32-bit or 2GB for 64-bit
Sterage 32GB of space or more
Graphics card Direct X 9 compatible or later with WDDM 1.0 driver
Display 800 x 600 resoluticn or greater
Internet Access Seme versions of Windows 10 require an internet connection during setup

Installation of Windows 10: A Clean Install

The inilial sleps lor the installation of Windows 10 are similar Lo Lhe sleps we learned in section 2.1.1
keep them short here but detailed steps specific for Windows 10 installation are included with
screenshots,

Step1: Download Windows 10

First of all, we need a license to install windows 10. We must prepare a bootable DV} or USB tlash

drive with Windows 10 installer program. You can create Windows 10 installation media with the help

of the ‘media creation tool’ provided by Microsoft. 'T'he download link is given below.
https://www.microsoft.com/en-in/software-download/windows10

Step2: Boot from the Bootable Media (DVD/Pen drive)

Now we need to restart the system so that booting the system with help of any boot media. It is necessary
to change the boot priority such that the system can boot trom the live media. Make necessary boot
order as mentioned in seclion 1.1. Now, when Lhe system slarls with bootable media (Live media) il
will show a message to ‘press any key to boot from CI) or DVIY. Just press any key to begin the
installation.
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Step3: Install Windows 10

1. We will gel Lhe [irst screen (Tig. 2.14). Choose Language, Time and currency formal and
keyboard or input method from provided drop down boxes. Click “Next”.

2. Tn the next window (Fig. 2.15) click on “Install Now™

&8 Windows am Windows

Install now

Enter yourlanguage and other profersnces and click "Nest' to continue

Repak your computer
dlcrazath Cornesation. Al ights mseved E

servac

Fig. 2.14: Windows Setup Fig. 2.15: Install or Repair Screen

3. The next window (Fig. 2.16) will ask us for the licensed product key that came with the
purchase of Windows OS5, Type the product key in the given box to activate the Windows
and click “Nexl”.

) ,'z Windows Setup

Activate Windows

If this is the first time you'ne installing Windows on this PC (or you're installing & different edition)
you need to enter o valid Windows product key. Your product key should be in the confirmation

email you received after buying a digital copy of Windows or on a label inside the box that
Windows came in

The product key looks liloe this: X000 0000 J0000C-X0000(- 000

If you're reinstalling Windows, select I don't have a product key. Your copy of Windows will be
sutermatically sctivated lates

e el MEhave s product ey

Fig. 2.16: Activate Windows

4. 'The next window (Fig. 2.17} will show the license terms, read and accept terms by marking
checkbox checked, Click on “Next”.
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Q & Windows Setup ===

Applicable notices and license terms

Last updated December 2016 *
MICROSOFT SOFTWARE LICENSE TERMS

WINDOWS OPERATING 5YSTEM

IF YOU LIVE IN (OR IF YOUR PRINCIPAL PLACE OF BUSINESS IS IN) THE
UNITED STATES, PLEASE READ THE BEINDING ARBITRATION CLAUSE
AND CLASS ACTION WAIVER IN SECTION 10. IT AFFECTS HOW
DISPUTES ARE RESOLVED,

Thank you for choosing Microsoft!

Cepending on how you obtained the Windows scftware, this is 3 license
agreement between (i) you and the device manufacturer o- software installer

[ A1 secapt the licanse tarms ]

Fig. 2.17: License Terms & Agreement

5. The next screen will ask us to choose the type of installation, select “Custom: Install Windows

only (advanced}” by clicking,

| ===
K5 i WindousSetup
Which type of installation do you want?

indews and keep fil
iehirtviintispign

Vi indons

Indaws anly (advanced)

Fig. 2.18: Installation Types

6. Now, select the partition where we want to install the OS, Partitions can be changed with this
window. At least 20 GB of free storage is recommended. Here, we can delete, create or format
partitions. Data will be kept if we dont format or delete the partition.

‘h ol Windews Setup i

Wiere de you want to install Windows?

Hara Tetal size Freespace Type
o DriveFamiion L Recovery 4500 M3 1MI0MB  Aeeowerny
e Drive 0 Famition 2 6.0 b3 NME  Spmern
- Deve D Fatibian § 1m0 IBOME MR (Resersed)
! - Diive: 0 Fartitian 4 126.4 63 1124 GB  Arirmary
3 Refresn 75 Dedete & Fommat New
3l o ::,.l.l...:l

Fig. 2.19: Select Partition to Install Windows
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7.

8.

Now the installation of Windows proceeds automatically. PC may reboot several times during

the process.

lfy Windows Sewp

Installing Windows

Status

of Copying Windewe files
Getting files ready for installaticn (09%)

Installing features

[

Fig. 2.20: Installation Progress

After completing the installation process, we have to select the region and then “Yes”.

Let's start with region. Is this right?

Fig. 2.21: Region Selection

9. Now, we have to select our keyboard layout and then “Yes”

|s this the right keyboard layout?

Fig. 2.22: Keyboard Layout Selection

10. Now. select “Set up for personal use” and then “Yes”.
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How would you like to set up?

=il Micrasall account
Y0,

Fig. 2.23: Setup Type Selection

11. Now, sign in with your Microsoll accounl and click “Nex(™ II don’t have an accounlhere you
may create a new one.

Fig. 2.24: Sign In Window

12. Enter your password and click “Next”

Enter your p

Fig. 2.25: User Authentication

13. Now we have to set up a PIN (Personal Identification Number) that will be useful in logging in to
the device, applications and services. Firstly, hit on “Set a PIN” then provide PIN and then “OK”
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Setupa PN

Creale & 2N 0w in plece of pearaceh. Hadnoa PIN
riekes Faasher 10 SRR 030 por e on 2pas, and sevices

E =

mas)

FIf requicements

Fig. 2.26: Setup a PIN

14. I we wish Lo save our [iles on OneDrive, we can specily il by clicking “Yes”,

Fig. 2.27: Save Files to OneDrive

15. We can use Microsolls personal assistant i.e., Cortana by clicking “Yes”,

i wlhie v

| ramm mers lAine

Fig. 2.28: Cortana Configuration
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16. Now we have to choose our privacy settings by given toggle buttons. Click “Accept”.

Fig. 2.29: On/Off Privacy Settings

17. Now it may take few minutes to configure and finally, we will get the homescreen or desktop
screen of Windows OS as shown in Fig. 2.30.

Fig. 2.30: Windows 10 Desktop Screen

(=] 5[]
25 1R
;'"i‘ TYPE: Video Resource Title: Install Windows 10

Interesting Facts
I g |

®*  Window 1.0 was the first graphical OS of Microsoft that runs on top of the MS-DOS installation (Non
graphical, command line OS). It was released on 1985 and requires 192 KB RAM & 256 KB hard disk
for installation.

*  Window XP was the most successful version among windows operating systems. It was operational for
13 years.

2.3 UNIX SHELL

A shell is a special program that acts as an intermediary between the user and the Kernel of the operating
system. A kernel is a backbone of the Unix operating system that is loaded into the memory on system
startup (boot-up time) and manages the overall system until shutdown. Shell is a utility program that
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starts up when we log on. UNIX shell provides a platform or environment by which any user can
interact with the computer system by typing commands.The shell interprets the commands typed by
the user in the command line or a scripl (ile. A Unix syslem struclure is shown in Fig. 2.31.

Kernel

Terminals
p Printers

Harchware >
Disks

Applications

Litilities

Fig. 2.31: Unix System Structure

In Unix operating systems, there are two types of command inputs. First one is using command
line shells like sh- Lhe Bourne Shell, bash-the Bourne Again Shell and esh- the C shell. Second one is
using Graphical User Interfaces (GUIs) like KDE and GNOME managers (runs on Linux systems).

2.3.1

Features of Shell

Basic (ealures of all Unix/Linux shells are as below:

1.

Prompt: Shell displays a character or group of characters (such as $ or #} when it is ready to
accept a new command.

Command Interpretation: When a user enters a command, it is the shell that determines which
program to run in order to perform the command.

Multilasking: Users are provided lhe facility Lo run more than one command al a time. 1L
controls the jobs and lets us multitask.

Command Hislory: Shell keeps track ol all the baclk-lo-back supplied commands. Il enables
the user to repeat the previous commands or similar one.

Wildcards and Aliases: Shell provides the functionality to use some meta characters (e.g,, an
aslerisl {*), question mark (?), elc.} o abbreviale (ilenames or pathnames Lhal malch a certain
set of characters, known as wildcards. In addition, the shell enables a user to avoid typing long
commands nsing aliases.

Piping and 1/0 Redirection: Using this functionality, the output of one program can directly
be supplied to another program or file,

2.3.2 Shell Types

Some prominent and supported shells on most Unix systems are depicted in Fig. 2.32. Bourne Shell
and C Shell are two major types of Shells. By default, the ‘$’ symbol is used as a prompt in Bourne
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Shell. In a C-type shell *%’ character is the default prompt symbol. ‘The most popular Unix shell is
Bash (the Bourne Again Shell). After typing a command, we need to press TNTER key to execute the

command.
Unix
Shell
| Bourng C
Shell Shell
Bourne Korn Bourne Again POSIX C shell TENEX/TOPS
{sh} {ksh) Shell {hash) Shell (sh) {csh) C Shell (tcshj

Fig. 2.32: Types of Shells

2.4 SHELL COMMANDS

Shell commands consist of a single or more word separated by white spaces. The first word is the main
command to run and subsequenl words are oplions or arguments o the command. A general Unix
command structure is:

Command <options><arguments>
Shells also have some commands that are built into the shells, termed as ‘built-in’ commands. Built-

in commands are also known as “internal commands™ Some examples of built-in commands are alias,
bg, bind, break.

2.41 Directory and File Manipulation Commands

pwd: print working directory
The pwd command prints the name ot the current or present working directory. It prints the complete
path of the currenl working direclory. I is a shell built-in command.

Syntax: $pwd

cd: change directory
The cd command is used lo change the current working directory. It is used Lo move inside a
subdirectorv.

Synlax: Scd Dir Name

Various symbols can be vused with the command. Symbols with their meaning are as under:

single dot (.) :  current directory
double dot (..)  : upper directory or parent directory
tilde (~} : home directory

Is: lists content of directory

‘The Is command lists files and subdirectories in a directory. There various important options available
with the command.
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-l list all files in long format. (permissions, users, file size, date, and time will be displayed)
-a: list all the hidden files {those beginning witha ™. ”)
-F: list files distinguishing directories/ executables* symbolic links.
-R: recursively list subdirectories encountered
Syntax: $ls<oplion> or $ls<oplion><directory-path>
Fig. 2.33 shows the command line terminal after executing various commands. The figure also
indicates thal the user’s name is parixil and host name is DESKTCP-6U9HK4, soime olher illustrations
are:
+  The ls - command shows the long listing of files present in the directory e.g., /mnt/d/myusers
«  After executing command cd ‘Nipun audio video’ $ prompt shifts to right with encapsulating
the given directory name. e.g., /mnt/d/myusers/Nipun/ audio video$
»  The pwd command shows the presenl working direclory e.g., /mnl/d/myusers/Nipun/ audio
video$

@ parx t@DZSKTOF-6UANH L fmnt/ d/myusers/ Nipun audio video

total @

=PWXPWX WX root root @ Jul 11

=PWXFWX WX root root 7 Jul 11

-PWXPWX WX root root 7 Jul 11

= PWXPWXPWX root root @ Jul 11

drwxrwxrwx 1 root root 512 Jul 11 : “Nipun audio video’

drwxrwxrwx 1 root root 512 Jul 11 : ‘Parixit Documents’

drwxrwxrwx root root 512 Jul 11
: cd 'Nipun audio video’

$ pwd

$ a
Fig. 2.33: A Terminal Window Showing ‘cd’, 'Is” and ‘pwd’ Commands

/mnt/d/myusers/Nipun audio video

mkdir: create a new directory

The mkdir command is used to create new directorv.
Syntax: § mkdir<name ol directory>

rmdir: remove a directory if its empty

The rmdir command is used to remove directory. To remove directory rindir command is used.
Syntax: Srmdir<name ol direclory >

rm: remove files

The rm command use to remove files which is no longer needed.
Syntax: $rm <[ilename>

mv: move

The mv command used to Move or Rename files or directories.
Syntax: mv [oplions] <old-filepalh><new-{ilepath>
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mv [options| <old-filename><new-filename:

Options: -1 guery user for confirmation.

Fig.2.34 show the output for sequence of commands. 1t illustrates:

+  First two mkdir commands create two directories named kapil and Prashant.

= Command rmdir kapil will remove the kapil directory.

« Execution of command rm junagarhfort.txt will delete ‘junagarh fort.txt’ file.

= Execution ol mv command renamed Lhe ‘Barmer Blossoms.lxU [ile o ‘Barmer Delight.x(.
« Finally Is-1is showing the present status of various directories and files for ‘myusers directory.

B} pernl GO SR IR SUURHE: [ A s s

% mkdir kapil

% mkdir prashant

% rmdir kapil

2 rm 'junagarh fort.txt'

$ mv 'Barmer Blossoms.txt' 'Barmer Delight.txt'
g2 1s -1

total @

- PWXPWX WX :12

- PWXPWXIWX :11

- PWXPWXPWX 11

drwxrwxrux Yl "Nipun audio video®
d rwxrwxrux >:M"Parixit Documents"®
d PWXrWXrWX :1@

d rWXrxrux 182

Fig. 2.34: A Terminal Window Showing ‘mkdir, ‘rmdit')rm’ and ‘mv' Commands

touch: create file

The ouch command creales a new emply lile. Mulliple files can be crealed al once using the command.
It is also used to change the timestamps of files and directories. The various supported options are:
-a: changes access time of file; -¢: checks whether created or not;-m: used to change the
modification time. It changes last modification time.
Syntax: $touch <filename>

cat: view complete file content

‘The cat (concatenate) command is used to create, view and concatenate files. 'The cat command can
be nsed in the following ways:

Synlax: § cal <(ilename> (lo view a [ile)

Syntax: S cat <filenamel><filename2> (to view multiple files)

Synlax: § cal —n [ilename (Lo view conlent of [ile preceding with line numbers)

Syntax: $ cat >[new filename] (to create a file}

Synlax: $ cal [sourcelilename] > [deslinalion (ile name] (Copy Lhe conlenls of one [ile lo anolher

file.)

Syntax: § cat filel >> file2 (append the contents of one file to the end of another file,)

‘The use of cat and touch command is illustrated in Fig.2.35. Commands were executed onthe
terminal in sequence as depicted in Fig. 2.35. We discuss the impact of commands.

»  Command in stepl shows conlent of ‘india_olympics.xU’ (ile.
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«  Step2 and 3 creates files named ‘hockey.txt’ and ‘shooting.txt’ with content as shown in Fig. 2.35.
« Command in step 4 is used to append content of ‘hockey.txt” with content of ‘shooting txt’
Similarly. step 5 perlorms Lhe append operation on ‘india_olympics.txU wilh "hockey.1xL.
» Command on step 6§ shows the result of above operation with updated content of
‘india_olympics.xt file.

» fouch command in step 8 modifies the time stamp of ‘shooting.txt’ file. As shown in Fig. 2.35
it is changed from 06:45 to 06:49{time when command executed) as depicted in step 7 and
step 9.

@) pe =il EDEKTOP-GUMEES: Armnlfid s vusers - aghay
:/mmt/d/myusers/raghav$ cat india olympics.txt
India has won 28 medals so far in olympics games since 1968.
:/mmt/d/myusers/raghav$ cat > hockey.txt
has won 11 medals in feild hockey.

Stopped cat > hockey.txt
:/mmt/d/myusers/raghav$ cat » shooting.txt
has won 4 medals in the shooting.

s /mt/d/myusers/raghav$ cat shooting.txt >» hockey.txt
:/mnt/d/myusers/raghav$ cat hockey.txt >> india_olympics.txt
i/mt/d/myusers/raghavé cat india_olympics.txt

has won 28 medals so far in olympics games since 1908.

has won 11 medals in feild hockey.

has won 4 medals in the shooting.
:/mmt/d/myusers/raghav$ 1s -1

g Stopped cat » shooting.txt

Medals as on June 2021

1 parixit parixit 81 Jul 12 96:46

1 parixit parixit 142 Jul 12 96:46

1 parixit parixit 46 Jul 12 86:45
:/mmt/d/myusers/raghav$ touch -m shooting.txt
:/mmt/d/myusers/raghav$ 1s -1

-rxrvxrux 1 parixit parixit 81 Jul 12 86:46
- 1 parixit parixdit 142 Jul 12 96:46
-rwporiorwx 1 parixit parixit 40 Jul 12 86:49

Fig. 2.35; A Terminal Windw Showing ;cat’ and ‘touch’ Commands
cp: copy files

The ¢p command is used to copy files and directories. ¢p command requires two filenames as arguments.
Syntax: $cp <source_file><destination_file>

2.4.2 Terminal, Information & Utility Commands
clear: clears the terminal

This command clears the terminal.
Syntax: Sclear

echo: write a string to standard outpuf device

Syntax: $echo «<string> E.g., Secho I love my India

repeat: repeats commands

Synlax: repeat<number><command:>
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history: lists the commands typed during the session

Oplions: -r displays Lhe lisl in reverse.

help: display information about built-in commands
Displays summaries of built-in commands.
Synlax:help [-dms] [patlern...]
Options: -d: output short description for each topic; -m: display usage in pseudo-manpage format
-s: oulpul only a shorl usage synopsis for each lopic malching
Ex: $rm —-help, this command will show us help topics on terminal about rm command.

we: word count

Counls and displays the number of lines, words and characlers of a lile.
Syntax: we [options] <filename:>
Options: -¢ count character only; -1 count lines only; -w count words only.

diff: display differences

‘I'his command uses to display differences between two files by comparing line by line. It shows

differences in form of special symbols a, ¢, d which stands for add, change and delete, Output ot the

lerminal wilth these symbols indicales the operalions required Lo make Lilel idenlical Lo File2,
Syntax: diff [options] <filenamel ><filename2>

cmp: compare two files

The cmp command compares Lwo [iles that the two [iles are identical or nol.
syntax: $cmp<filenamel><filename2>

grep: globally search for regular expression and print out

This filter is used to search a file for a matching pattern or regular expression.

Syntax: grep [options| <regular-expression><file-name:

Options: -n print lines and line numbers where pattern matches; -v prints all the lines that do
nol contain the expression; -¢ This prints only a count of the lines that malch a pallern; -h Display
the matched lines, but do not display the filenames. Use of grep command is depicted in Fig. 2.36.

Figure 2.36 Tllustrates various commands discussed above, Tlach command is given step number
[or easy explanalion.

« Cat commands in steps | and 2 show the contents of files i.e., ‘hockey.txt’ and ‘shooting.txt:

+ diff command in step 3 shows the difference between the given file, The output {(1d0) refery

to a deletion required on line number 1 of ‘hockey.txt’ file to make it identical with
'shooting.txt. (Check what ditferences we get if we give files in reverse order i.e., diff
shooting.ixt hockey.txi)

+ cmp command in step 4 indicates 15 bytes changed in line number 1.

»  Result of executing wecommand is shown in Fig, 2.36 after step5. Here 1 is the number of lines,

8 is Lhe number of words and 40 is the number of characlers (byles) in the ‘shooling. lx0’ (ile.

«  OQutput of history command is vsed to create a file named ‘lastcomimands.txt’ (Step 6)

+  Output of grep command executed in step 7 shows that search pattern i.e., “medal” found in

line number 1 and 2 (occurrence highlighted with a different colour)

+ The next result of grep command shows that two occurrences of pattern found in the given file.
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@ parixit@DESKTCP-6USNHES: Smint/d/rryusers raghay
:/mnt/d/myusers/raghav$ cat hockey.txt
India has won 11 medals in feild hockey.
India has won 4 medals in the shooting.
:/mnt/d/myusers/raghav$ cat shooting.txt
India has vion 4 medals in the shooting.

o :/mnt/d/myusers/raghav$ diff hockey.txt shooting.txt

India has won 11 medals in feild hockey.
:/mnt/d/myusers/raghav$ cmp hockey.txt shooting.txt
hockey.txt shooting.txt differ: byte 15, line 1
:/mnt/d/myusers/raghav$ wc shooting.txt
1 8 49 shooting.txt
:/mnt/d/myusers/raghav$ history > lastcommands.txt

e :/mnt/d/myusers/raghav$ grep -n "medal™ hockey.txt
:India has won 11 s in feild hockey.

:India has won 4 s in the shooting.
e :/mnt/d/myusers/raghav$ grep -c¢ "medal” hockey.txt

:/mnt/d/myusers/raghav$ _

Fig. 2.36: A Terminal Window Showing ‘diff'/emp’ 'we’ Thistory” and ‘grep’ Commands

2.5 VIEDITOR

In Unix, various text editors are provided to edit the files, There are line editors ed and ex which present
a line of the file on the screen; there exist screen editors like vi and Emacs. Vi is a default standard
editor that is available in almost all the tlavors of Unix operating systems. Vi is the short form of Visual
edilor. IL can be used Lo edil an existing [ile or creale a new [ile. It can also be used o simply read a
text file. There is the latest version of Vi editor which is known as VIM which stands for Vi Improved.
vi' 15 a built-in shell command which is used to invoke the vi editor,

Synlax: § vi <lilename>

The above command will open an already existing file, if the file does not exist in the present
working direclory then a new [ile will be crealed and opened in Lhe vi edilor.

Vi editor has two modes of operation: command mode and insert mode.

2.5.1 Command mode

The vi edilor opens in Lhe command mode. As the name implies il mode is used (o perform some
commands which in turn causes some actions on the file. In command mode, we can move the cursor
and cut, copy, paste the text, Command mode also saves the changes we have made to the file, Hence
it performs administrative tasks for file editing. Commands in command mode are case sensitive.

2.5.2 Insert mode

This mode is used for inserting text into the file by vi editor. Whatsoever is typed in this mode is treated
as input and placed in temporary memory and after a command from the user it goes to the file. As
depicted in Fig. 2.37 by pressing 'i' on the keyboard, we can switch from command mode to the Insert
mode. Once we are in Inserl mode, any key would be Laken as an inpul [or the presenlly working file.
You need to press the ‘Esc’ key to return to the command mode. Basic commands for Vi editor are
listed in Table 2.4 to Table 2.6, To use these commands, you have to be in vi command mode,
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R Command mode
D) g T
=) E=| O | E
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Y h 4 L d

Other Last Line
commands mode Insert mode

0 Ee
q | || Enter [ZII)

Fig. 2.37: Operating Modes of vi Text Editor

4l

Table 2.4: vi Editor Editing Cemmands

Key Function

i Insert at cursor {gees into insert mode)

a Write after cursor {goes into insert mede)

A Write at the end of line (goes into insert mode)

ESC Terminate insert mode

u Undo last change
Unde all changes to the entire line
Open a new line (goes into insert mode)

dd Delete line

3dd Delete 3 lines.

D Delete contents of line after the curser

c !I)elett_a centents of a line after the cursor and insert new text. Press ESC key to end
insertion.

dw Delete word

4clw Delete 4 words

W Change word

X Delete character at the cursor

r Replace character

R Overwrite characters from cursor onward

5 Substitute one character under cursor continue to insert

5 Substitute entire line and begin o insert at the beginning of the line

Change case of individual character
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Q1.

Q2.

Q3.

Q7.

Q8.

9
10. Vi is a default text edilor provided in unix syslems Lo edil or manipulate (iles.
11. Vi editor has two operational modes command mode and insert mode.

Table 2.5: Moving within a File Table 2.6: Saving and Closing the File
Key Function Key Function
k Move cursor up Shift+zz | Save the file and quit
Move cursor down W Save the file but keep it open
h Move cursor left q Quit without saving
Move cursor right wq Save the file and quit
SUMMARY

Operaling syslem is a main program of compuler system which performs various management
tasks.

2. Some popular operating systems are MS Windows, Ubuntu, Mac OS, Fedora, Solaris, Free

BSD, Chrome OFS, Cenl()S, Debian, and Android.
Ubuntu operaling system can be Iried wilhoul inslalling il via Live USB/DVD of Lhe operating syslem.

3.
4. Ubuntu is a FOSS (Free Open-Source Software)
|;

Windows operating system is widely vsed operating system with vser friendly GUIL
Windows is a proprietary software that requires a legal license to install.

Unix shells are utility programs lor interaclion belween users and compuler svstern.

In addition to command interpretation shells provide functionality of multi-tasking, command
history, wildcards-alias and piping and input output redirection.

Shell command consists of a single word or more word separated by white spaces.

EXERCISES

Objective Questions

Which of the following is not an operating system?

A. SUSE B. Linux C. Oracle D. DOS
What do you mean by “Booting in” the operating system?

A. To restart the computer B. Install new program

C. To turn oft 2. None of the above

Which command is used to find out the current working directory?

A, Wrkdir B. cwd C.pwdir D. pwd
Which command is used to create a directory?

A. mkdir B. crtdir C. make dir D. crdir
Which command can be nsed to delete a file?

A rm B. remove C. del D. delele
Which of the following is not a shell?

A. Bourne B. Bash C.Ksh D. Bat
Whal is linux?

A. single user, single tasking B. multivser, multitasking

C. single user, multitasking D.multi user, single tasking

Which of the following is not a Linux distribution?
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Q9.

Q10.

Ql1,

QI12.

Q13.

Q14.

Q15.

B.
Q1.

Q2.
Q3.

Q4.

A, Debian B. Fedora C.Open SUSE D. Multics
How many modes in Vi editor?

A2 B. 3 C.4 D.1
Shell is ?

A. Interface belween user and applicalions B. Command Inlerpreler

C. Interface between Kernel and Hardware D. Command Compiler
BASH shell stands for?

A. Bourne-again Shell B. Basic Access Shell

C. Basic to Advanced Shell D, Big & Advanced Shell
Which key is used for deleting text in vi editor?

Ad B.y C.k D.f
Which of the following command is used to delete a single line?

A d B.x C. X D. dd
To copy 10 lines [rom Lhe current cursor location, we can use

A. 10y B. yyl0 C. 10yy D. 10x
10u” command will reverse our 10 last ediling actions.

A. True B. False

Subjective Questions

Explain the dilferences between open-source operating syslems and closed source operaling

systerns.

What is Unix shell? I'xplain its features.

Run Unix Shell commands to:

a. Create a directory structure as shown in below figure. A directory named “College’ with five
subdirectories Humanities, Mechanical, Civil, Computer & Electronics. Also create four files
cs.txt, el.txt, me.txt, ce.txt under Humanities directory and two directories named IT and
Cyber securily under Compuler direclory.

College
|
[ I | ]
Humanities Mechanical Civil Computer Electronics
cs.ixt IT
Cyber
— el Security
—  me.txt
—  ce.fxt

b.  Copy the cs.Lxl to Compuler direclory and el.ixl Lo Eleclronics direclory wilh ¢p command
¢. Move me.txt to Mechanical directory and ce.txt to Civil directory.

d, Delete Computer directory.

Create a file named “purchase.txt’ using vi editor and insert text in it. Save and quit the file.
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C. Crossword

1 2 3
4 5
6
7 8 9
10
11
12
ACross Down

1. a character or group of characters displayed 2. | a shell command to remove files
by shell when it is ready to accept a new
command

a vi editor command to delete a line

is the firmware used to perform hardware
initialization during the booting process
10. | a shell command to view the last typed 5. | a Linux based cperating system
command of the session
11. | a backbone of the Unix operating system that | 6. | name of pet and a shell command
is loaded into the memory on system startup.
12. | a functionality that enables the output of one 3. | a utility program that interprets
program 1o be supplied to another program or commands typed by the users
file

a shell command to create files
a mobile based cperating system

b
|0

9. | afilter command for searching a pattern

ANSWERS

A. Objective Questions

QN . 1 2 3 4 9 6 7 3 2] 10 | 11 12 | 13 | 14 | 15
Option | C A D A A D B D A B A A D C A

B. Hints for Subjective Questions

Al.  Open-source operating system source code is open for all, anyone can modify and update it
but closed source operating system source code not available in the public domain. So no one
can updale or modily the source code.

A2, Shell is a utility program that starts up when we log on. Discuss its various features i.e., prompt,
inlerprelalion, mullitasking, command history & wildcards and aliases.

A3, The sequence of commands:

a.
i, % mkdir College
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ii.  § ed College
iii. % mkdir Humanities Computer Electronics Mechanical Civil
iv. % cd Humanities
v. % touch cs.txt el.txt me.txt ce.txt
vi. $cd.
vii. $ cd Computer
viii. $ mkdir IT Cyber Security
Use cp command to perform the desired action.
¢. Use mv command to perform the desired action.
d. Use rm -r command to recursively delete the directory structure.

C. Crossword

Across: 1-prompt, 5-dd, 7-bios, 10-history, 11-kernel, 12-piping
Down: 2-rm, 3-louch, 4-android, 5-Debian, 6-cal, 8-shell, 9-grep

KNOW MORE

1. Convey Lthe studenls Lo install the lalest version of the operaling system on their personal compuler
because it will be more secure and featured than older ones.

2. Teachers encourage students not to buy pirated software. Users can be harmed by using security
lapses in pirated software.

3. In addition to a clean install of Ubuntu, students can be taught to install Linux Bash shell on
Windows Q5. See delails on the URL: hilps://ilsloss.com/finstall-bash-on-windows/or walch
mentioned video. https://www.youtube.com/watch?v=1ap3hL-UR9I

Applications

Operating systems is necessary for managing and controlling every device, It is available in small wearable
device to large and complex control systems. 1n addition to conventional presence at personal computers
and mobile devices OS lound ils applicalions in olher domains as well, lew are lisled below:

Embedded systems used in home appliances,

Automobile engine controllers

Industrial robots and Research

Spacecraft Control System which is used to operate a spacecraft from the ground.
Large scale compuling systems and mobile compuling.

PRACTICALS

Experiment 2.1: Operating System Installation

Practical Statement

Install Linux and Windows operating systems on identified lab machines, explore various options, do it
mulliple times.
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Practical Significance

The maintenance of the existing system or upgradation requirements are two key reasons behind the
installation of the operating system. An upgraded, updated OS provides robust services to its users. The
0§ installation skills are necessary lor compuler users.

Relevant Theory

Installation of Windows and Linux operaling systems is elaboraled in unit 2, Seclions 2.1 and 2.2.

Practical Outcomes (PrO})

The learners will be able to:
PrO1:  clean install Ubuntu Linux operating system on an identified lab machine,
Pr0O2: clean install Windows 10 operating system on an identified lab machine.

Practical Setup (Work Situation)

In this practical, we will clean install Ubuntu and Windows operating system. For the precautionary
measure, we must choose a computer machine with no important data.

Resources Required
1. A compuler syslem ie., PC/Laplop.
2. An internet connection.
3. A bootable media (CI)/DDVI)/USB) having the operating system on it.

Precautions

L. All important data should be backed up before starting the installation process.
2. Recommended system requirements should be checked before the installation process.

3. Besides minimurm syslem requiremenls, vou musl also consider the compalibilily ol Lthe specilic
components installed in the PC i.e.,, check whether all of your software and hardware will be
available in a newer version of OS§?

4. It vou are installing Windows OS, Keep the serial key handy.

Suggested Procedure

The Step by step detailed process of ¢lean installation for Ubuntu Linux is explained in unit 2, section
2.1. Whereas diagrammalic explanalion of Microsoll Windows QS installalion is included in the same
unit, section 2.2, The procedure includes varions steps like download the OS, creation of bootable
media, booting from the bootable media, and then actual installation and configuration settings.

Observations
Table 2.7: OS5 Installation Facts
Sr. gz:;jg;ﬁm] Ostgegzlon New File | New Partition| Time Taken | Key Features
No System Sizes for installation| ofthe O§

(HDD, CPU, RAM, etc.}| Installed
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Practical Related Questions

Note: Below given are few sample questions for reference.

L. 'What is the preferred file system for Windows?

2. What is the task order when preparing a new hard drive for a new OS installation?
a. Format, then partition, then install the OS
b. Partilion, lthen inslall 8, then formal
¢. Format, then install OS, then partition
d. Partition, then format, then install OS

3. What's the recommended CPU speed and amount of RAM needed to install Windows 10?

Suggested Learning Resources

[1] D. Anfinson and D. Quammen, ['l" Essentials PC Hardware and Software Companion Guide. Madrid:
CISC Press.Pearson Educalion., 2009,

(2] M. Meyers, Mike Meyers’ CompTIA A+ guide : essentials : exam 220-701. New York: Mcgraw-Hill, 2010.

Suggested Assessment Scheme

The given pertformance indicators should serve as a guideline tor assessment regarding process and product
related marks.

Performance Indicators Weightage | Marks Awarded
Process Related: .......... Marks® {.......... %])
1. Creation of Bootable media 10
5 Chalnlging_Boot sequence order, defining file system and 10
partition sizes
3. Explanation of practical components i.e., section 1.210 1.7 10
4. Procedure adopticn and step-by-step explanation 10
. Viva voce 10
Process Related: ......... Marks® {.......... Ya)
6. Preparation of observation tables 25
7. Explanation of observation tables & interpretation made 25
Total 100%
Name of the Student:.....ccoceiii i s r e r e rnnaes Signature of Teacher
Marks Awarded with date
Process Related Product Related Total

REFERENCES AND SUGGESTED READINGS
[1] Sumitabha Das, UNIX concepts and applications. New Delhi: Tata McGraw-Hill, 2006.

(2] E. Quigley, UNIX shells by example, 3rd ed. Upper Saddle River, Nj: Prentice Hall Professional
'lechnical Reference, 2010.

QaQ



3 HTML and CSS

UNIT SPECIFICS

In this unit, learners will know how to build webpages using HTML (Hypertext Markup Language), a
useful tool in web development. Learners will also learn to use reinforcement technology to HTML i.e.,
CSS (Cascaded Style Sheets). CSS is being widely used in web development for attractive display and
formatting of information. The unit describes working of different tags of HTML and properties of CSS
for creating user friendly web pages. Adequate knowledge of HTML and CSS from this unit will improve
student’s Efficiency in creating webpage.

RATIONALE

The World Wide Web is an ocean of information, new information is being added every moment
and existing information is being discovered anxiously. In section 1.3, we learned how to search for
information efficiently through search queries. Have you wondered how this vast majority of information
is organized on WWW? How does the display of information differ on different websites? We will learn
the answers to all these questions in this unit.

PRE-REQUISITES

- Basic word processing capabilities with any text editor.
- Internet browsing using web browsers e.g., Mozilla Firefox, Google Chrome, etc.

UNIT OUTCOMES

Learners will be able to:

U3-01: Create webpages on text editors and run them on different web browsers.

U3-02: Define various HTML tags, format a webpage, and hyperlink webpages.

U3-03: Define the structure of CSS and apply CSS in different ways on HTML documents.
U3-04: Apply styles on the webpages with font, text, and background properties.

Table 3.1: Mapping of Unit Outcomes with the Course Outcomes

EXPECTED MAPPING WITH COURSE OUTCOMES
Unit-3 (1- Weak Correlation; 2- Medium correlation; 3- Strong Correlation)
EEmE co-1 co-2 co-3 co-4 co-5 co-6 co-7
U3-0O1 3 1 1 2 3 2 2
U3-02 2 1 1 1 3 2 1
U3-03 1 1 1 1 3 2 2
U3-04 1 1 1 1 3 2 1
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3.1 HYPER TEXT MARKUP LANGUAGE 4 (HTMLA4)

HTML is a useful tool for building webpages and displaying them in web browsers. The existence of
the World Wide Web (WWW) consists of innumerable webpages that are interconnected. When these
webpages take the form of a group, organized for a specific purpose, they are called websites. The
contribution of HTML in the creation of the WWW is incomparable. From lime Lo Lime, many versions
of H'I'ML have become popular in the web programming world. H'I'ML4 is a recent version of HI'ML.
HTMT4 is a markup langnage that is easily understood on almost all web browsers at present.

Although the new version of H'I'ML, HI'ML5 is also becoming popular with its new tags, there is
no doubt about the global spread and acceptance of HTMLA. Along with text, multimedia, and hyperlink
fealures available in previous versions of HTML, HTML4 supports scripling languages, style sheels,
and other important features. HI'ML4 supports more multimedia options, it enhances HI'ML with
frames, embedding objects, improved support for the right to left and mixed direction text, richer tables,
and enhancements Lo forms, olfering improved accessibilily [or people with disabilities.

In general HTML document comprises of two functionalities:

1.  Hyperlext: Il is a regular text having the capabilily wilhin the lext (o connecl or reference
other documents (Hyperlinking}. It can be stored, read, searched, and edited like regular text.

2.  Markup: Tt is a system for annotating a document such that it displays intended text in a
visually distinguishable manner [rom other contenl in the document.

An HTML document is formed with many tags. A tag is a special word enclosed within angular
brackels *<” and "> This lag is a signal Lo the web browser aboul Lhe structuring or formatling ol conlenl
on a webpage. If a tag conveys structuring information, then it is known as structural tags like <H'I'ML>,
<BODY>, <HEAD> etc, If it is informing web browser about the formatting of content then it is known
as a [ormatling lag like <B>, <BR>, <HR>, <IM(>.

In HTML there are two types of tags.

1. Paired Tags: Some lags in HTML are used in pairs e.g., <B> lag is used wilh </B> lag. This
tag is used to bold the text in between both of these. Here <B> is called opening tag whereas
</B> is termed as companion tag or closing tag. Paired tags are also known as container tags.

2. Singular Tags: Such type of tags does nol require companion lag or closing lags e.g., <BR>.
Singular tags are also known as non-container tags.

Element
A
f 3
Start tag Content End tag
A A
f Yo VS
< p align = right >1| Love India.</p>
I\ﬂ“}._r'l \_\I/_/
Attribute Attribute
name valua

Fig. 3.1: Farts of HTML Container Element

‘Ihe part of HI'ML coding from starting tag up to the closing tag is called an element. In the case
of singular tags, the tag itself is an element and known as an empty element. Lvery tag has its defanlt
behaviour il we wanl Lo change il, we may use an atiribute of Lhal lag. Allribules are deflined in opening
tags and they control the behaviour of an element. As shown in Fig. 3.1 the default behaviour of
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paragraph tag <p> is left that is changed to right by assigning right value te attribute name align. Fig.
3.1 also depicts the element, start tag, closing tag, attribute name, and its value, Many tags have associated
altributes but it is nol mandalory for all HTML Lags.

3.1.1 Structure of an HTML Document

A general structure of a webpage or HTML document is shown in Fig. 3.2(a). It contains the structural
tags and is created in a default text editor of windows i.e., notepad. Any HTMT document starts with
<H'I'ML> tag and contains two elements i.e., an optional Head element and mandatory Bedy element.
The head element contains additional information about the document like the version of HTML, the
Litle of the webpage, meladala, ele. Informalion conlained in this element is not displayed by Lhe browsers
but it is to enable the browser about the document. Web browsers display the content written in the
Body element. The BODY tag contains all the text and graphics of the document with all the HTMIL
Lags Llhal are used for conlrel and formaltling of Lthe page. In Lhe coming pages, we will learn in delail
various tags that are used inside the body tag.

[
Save Az ° E

= 4 B » ThicPC > Desktop » w '] Search Desktop

File narve | vl conne bt _»
o Save at bype | Al Files (°7) w

Text Docurments (% ) I

| "Unttled - Metzpad - m} x Tar-rr—
File Edit Fermat Yiew Hep b B :
<IDOCTYPE htmi> | ~ Browse Folders Encoding: |UTF-3 b Save Carcel
=html|=
=head=> )
<ttle>Page Tile</tite> G Page Title = + - o ot
z/hezd=>
<body= C O fle//T/Users/Lenovo/Deskio] T > =
Welcome to HTML Learning
<foody> Welcome to HTML Learning
</html>

Fig. 3.2: HTML Document (a) General Structure (b) Save as .html (¢) Browser Window Output

3.1.2 How to create a Webpage?

An H'TML document can be created using any text editor e.g., notepad, notepad++, etc. Along with
the normal text editor, WYSIWYG editor (like Dreamweaver) is also popular, ITn WYSITWYG editors,
along with the convenience ol writing HTML coding, a preview ol how the coding cutpul will look in
a web browser is also shown. To learn it practically just follow the below steps.

1. First of all, open any text editor of your choice and type the code shown in Fig. 3.2(a).

2. After creating a text file, we have to save it with .htm or .html extension. To do so, click on
the File — save as option, Tt will show Save as dialog box as depicted in Fig. 3.2(b). We have
o select AN Files (*) lisl oplion [rom Save as fype. Now change the name of our [ile (rom
‘Untitled.txt’ to ‘welcome html and click on the Save option.

3. The saved file can be now opened in any web browser using one of the below methods,
a. Just browse the file and double-click on the file.
b, Press Ctrl + ‘0O keys and select file.

¢.  Open yvour browser and "Drag & Drop’ your html/htm file on the browser window.
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Now, the HTML document will be displayed in your default web browser (Mozilla Firefox in our
case) like a normal webpage, as depicted in Fig. 3.2(c).

(=] i m]

(=

€4 TYPE: Use of ICT (Webpage) Title: HTML Basics

3.1.3 Basic HTML Tags

Tags are the main building blocks of HTML. Using predefined tags HTML conveys to the web browser
about content display property i.e., how a particular content has to be displayed. Like <p></p> is used
to create a paragraph. <b></b> is used to bolden a text.

Table 3.2: Formatting Tags

Tag

Description

<CENTER>..</CENTER>

To center align any part of the text.

<P>..</P>

To start a paragraph with new line.

Puts a line break in the text. The text appearing after <BR> appears in

<2l the next line.

<B>..</B> To Bold any part of the text.
<U>..</U> To Underline any part of the text.
<I>.</I> To ltalic any part of the text.
<BLOCKQUOTE>..

</BLOCKQUOTE> To indent the text from both sides.

<FONT>..</[FONT>

To set a specific font for any part of text e.g., face, color, size, etc.

<Hn>..</Hn>

To format headings. Here n is a natural number between 1 to 6.

<HR>

To draw a Horizontal Rule (horizontal line)

<SUP>..</SUP>

To superscript any part of the text. E.g., e=mc? (2 is superscripted)

<SUB>..</SUB>

To subscript any part of the text. E.g., H,O (2 is subscripted)

Table 3.3: Attributes of <P> and <FONT> Tags

Tag Attribute Possible Values of the Attribute
<pP> ALIGN LEFT, RIGHT, CENTER, JUSTIFY
FACE Any valid font name
SIZE Any integer from 1 to 7
<FONT> ,
COLOR Any valid color name or color code e.g., RED or #FF0000

When we design a webpage, tags can be contained in another tag which is known as the nesting of
tags. Using nesting we can apply multiple formatting to a given text e.g., we can format text “Fit India”
with bold, italic, and underline formatting via nesting of tags i.e., <B><U><I>Fit India</I></U></B>.
It will show format text in the browser window as Fit India.
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1 -<htmlz

2 f <hoads=
; ctit_=z:India at the Olympics-Wikipedia</t-t_ax
L+ < haad:

1:India at Olympics«</Hl>»

7 <HR 3TFRAR=3 NMOIHRDF >

5 <P =<p»India< /B> first participated at the Olympic Games in <13-1900</L>,with a lone
athlate (Norman Pritchard) winning two medals- both silwver- in athletizs and bacame the
“1T=firet Asianm natiens /17> to win an Olympic madal.

9 L </

Lo - <[ zlign=center>The natien Eirst sent a t=am to the Summer Olympic Gamss in 1220, and
hae participatad in avary Summer Gamas sinca than., India has alse compatad at savaral
Winter Olympic Games beginning in 1964.

L1 </ D>

12 - STOHT FROT="ARIAL" 3TFF=3 OOTOR="BLUE">Indian athlatas have won <N><T><07:35 medals

</ 0w/ e /2, all at the Summer Games. For a period of time, India national field
hockey team was deminant in Qlympizs competition, winning eleven medals in twelwve
Olympics batwaan 1920 and 1280. <TR> Tha run included 8 gold madals total and six
successive gold medals from 1928-1956.

L= </FONT>

LI < fondy =

L5 L</htmlz-

Fig. 3.3: HTML Code with Formatting Tags in notepad++ Editor

To learn above discussed lags praclically we consider Iig. 3.3. The ligure includes the coding parl
of HTML documents having formatting tags of Table 3.2 and attributes mentioned in Table 3.3. For
easier code writing and better representation of HTML code, we have typed the above code in a free
text and source code editor software i.e., notepad++. LThe same code can be typed in any text editor.

India at the Olympics-Wikipedia  * aF - O =

C O filey///C:/Users/Lenovo/Desktop,/INDIA_Olympics.htm kg (3

India at Olympics

India first participated at the Olympic Games m 7900 with a lone athlete (Norman Pritchard) winning two medals-
both silver- in athletics and became the first Asian nationl to win an Olvmpic medal.

The nation first sent a team to the Summer Olympic Games in 1920, and has participated in every Summer Games
siice then. India has also competed at several Winter Olympic Games begmning m 1964,

Indian athletes have won 35 medals, all at the Summer Games. For a period of time, India national field
hockey team was dominant in Olympic competition, winning eleven medals in twelve Olympics between
1920 and 1980

The run included 8 gold medals total and six successive gold medals from 1928-1956.

Fig. 3.4 : The Webpage on Browser Window

The resulting webpage corresponding to the above HTML code is shown in Fig. 34. In Fig. 3.3,
the body tag starts at line number 5 and contains all the other tags used to display output on the browser
window as shown in Fig. 3.4. Source code line number & contains heading formatting tag i.e., <H1>.
Next at line number 7 horizontal ruling tag i.e., <HR> tag with its attributes (size and noshade) is used
to display horizonlal line in the browser window. Line 8 starts with paragraph break <P> lag and then
bold tag <B> is used to bold India. An Italic tag is used to format the year 1900 in italic form. Further
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in line § (it’s a wrap text) underline tag <U> is used to underline the first Asian nation. All tags discussed
above are used with their companion or end tags.

The next paragraph slarls al line number 10 with paragraph lag in associalion with ils altribule
align and value equals to center. The next we encounter tag <Font> at line number 12 with its attributes.
i.e,, Face= “ARTATI” size=3 COLOR="BLUL Further in this line text “35 medals” is formatted as bold
plus italic plus underline, hence we get 35 Medals formatted text in the browser window as depicted
in Fig. 3.4. The line break tag <BR> is used at the end of line number 12.

3.1.4 Page Setting Tags

These lags are used Lo sel Lhe litle of the webpage, ils background color, and color of Llext, elc. A page
title is a text which is shown on the title bar of the web browser window. In case of a missing title tag
in HTMI. coding, by default, it will show the name of the document. As shown in Fig, 3.4 page title of
the webpage is “India at the Olympics-Wikipedia™ The 'litle tag is used inside the Head tag, it is depicted
in Fig. 3.3, line number 3. Color of page background and text can be set using various attributes of
<BODY> Lag. These allribules are shown in Table 3.4

Table 3.4: Attributes of <BODY = Tag
Attribute Possible Values of the Attribute

BACKGROUND | Used to display an image in background of webpage

Used to specify background celor of webpage. Color name can be given in name
or RGB Values

Used to set the color of the normal text in the document. Celor name can be
given in name or RGB Values

BGCOLOR

TEXT

3.1.5 Listing Tags

HTML provides Lhree ways Lo specily a list of informalion. All types of lisls musl conlain ene or more
list elements. Various listing tags are presented in Table 3.5. The list types are:

1. Unordered list: This list starts with <UL> and ends with </UL>, Fach list item starts with
<LI> and </LI> is oplional 1o use. Il supporls Lo TYPE atlribule which can be assigned value
FILLROUND (for a solid round black bullet) or SQUARE (for a solid square black bullet) or
DISC (a hollow round black bullet),

2. Ordered list: This lisl is conlained within <OL>» ..</QL> lags. Each lisl item slarls wilth <LI>
tag and </LI> tag is optional to use. Attributes of ordered list items are presented in Table 3.6.

3. Definition lists: HTML definition lists are used when we require to describe the listed items,
The <DL:> Lag delines the descriplion list, the <DT> Lag delines the term (name), and the
<DI>> tag describes each term:

Table 3.5: Listing Tags

Tag Description
<lJL> Used to Define an unordeared list

<Ol > Used to Define an ordered list

<Ll Used to Define a list item

<DL Used to Define a description list

«DT> Used to Define a term in a description list
<DD> Used to Describe each term
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To learn HI'ML lists an exaimple with all listing tags is demonstrated in Fig. 3.5. The coding window
depicted in Fig. 3.5(a} shows the HTMI. code to be written to get cutput as depicted in Fig, 3.5(b}.

We discuss Lhe source code depicled in Tig. 3.5(a). The <ol> lag in Line number 7 is used 1o define
an ordered list. Items (Hockey, Basketball, and Archery) of this list are given by <li> tags as shown in
lines number 8 to 10, This list is depicted as a numbered list at beginning of Fig, 3.5(b). Further, line
no 13 defines an unordered list with <ul> tag, and its list items are defined at line numbers 14 to 16.
This list is shown as a bulleted list in Fig. 3.5(b). Lastly, a definition list is formed with the <dl>, <dt>
and <dd> lags. Al the last ol the browser window, Lhe definilion list is depicled. It defines the lerms
Hockey and Baseball. (Sece Fig. 3.5(a), line number 19 to 24)

<h4>Sports: Ordered list</h4>

Beols> Sports-Wikipedia X t = O X
Hockey< /11 i X
<1i> Baseball</1i> G D fileyffC:MsersfLenovo/Desktor 7 » =
1C <1li> Archery</li> )
11 l</o1> Sports: Ordered List
1: <h4>Sports: Unordered list</h4>
= 1] 1. Hockey
13 uls i Hoskewe/1is 2. Baseball
\-__,f oc ey\,-__..: 3!-'11’(:]1&1'\
<li>» Baseball</li>
. <1i> Archery</li> Sports: Unordered list
18 <h4> Sports : Definitions Lists </hi> + Hockey
= <dl> » Baseball
<dt>Hockey:</dt: * Archery

dd>- is a sport in which two teams
play against each other by trying to Sports : Definitions Lists
manceuvre a ball or a puck into the
opponent's goal using a hockey stick. || Hockey:
</dd> - 1s a sport in which two teams play against each other by
SBaseball:</dts t:}fjing to manoeuvre a ball or a puck into the opponent’s goal
>— is a bat-and-ball game played Baseb:flltng Ll

between tu? OPPO Si“‘? te?_ms Whg ) tg]Fe - 15 a bat-and-ball game played between two opposing teams
turns batting and fielding. </dd> who take turns batting and fielding.

e

Fig. 3.5: HTML List an Example {a} Coding Window (b} Browser Window

Table 3.6: Atiributes of Crdered List ltem

Attribute Possible Values of the Attribute

This atiribute contrels the numbering scheme.
1: will give counting numbers (1, 2.....}

A: will give uppercase letters (A, B.....}

TYPE a: will give lowercase letters (a,b,....)
I will give uppercase roman numerals (I, Il,....)
i:  will give lowercase roman numerals (i, ii,....}
START Used to change the numbering sequence.
VALUE Used to change the numbering sequence in the middle of ordered list.

3.1.6 Adding Graphics to HTML

In addition to text formatting and listing, H'I'ML also provides the facility to add graphics and images
to a document. Graphic images are added in HTML using <img> tag. The <img> tag is an empty
(singular) tag thal conlains atlribules only, il does not require a closing Llag.
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Table 3.7: Attributes of <IMG=> Tag

Attribute Possible Values of the Attribute

ALTEN This attribute contrels the alignment of text following the image.
Values: TOP, MIDDLE, BOTTOM, LEFT, CENTER & RIGHT

BORDER Used to specify the size of border, around the image.
WIDTH Used to specify width of the image in pixels or %
HEIGHT LUsed to specify height of the image in pixels or %
HSPACE Indicates horizental space between the table and surrounding text
VSPACE Indicates vertical space between the table and surrounding text
ALT It is alternative text to be displayed when image not found or loaded
SRC Location and name of source image file is given by this attribute

‘lo practice, the <IMG> tag, type the source code shown in Fig. 3.6 in any text editor and save it
with .htm or .html extension. You should use any available image of your choice for your hands-on
purpose. Ensure that the image which you are going to include must be present in the same folder, where
you saving the HTML code. Now open the webpage in any web browser to see the difference between
using <IMG:> tag with no attributes and with given attributes, as shown in Fig. 3.6. The source code is
having lwo <IMG> lags.

<body>
<img sroc="swamni wvivekanand.png" > Swami Vivekananda (January 1863 — 4 July 1902), was
an Indian Hindu monk. He was a chief disciple of the 19th-century Indian mystic
Ramakrishna.Hs was a key figure in the introduction of the Indian philesophies of
Vedanta and ¥nga to the Western world

<HE>
<img sre="swami wvivekanand. prng" width=300 height=150 align=right alt="swami wviwvekanand"
vepace=20 hspace=20 border=2Z> Swami Vivekananda (January 1863 - 4 July 1902), was an

Indian Hindu monk. He was a chief disciple of the 19th-century Indian mystic
Ramakrishna.Hzs was a key figure in the introducotioen of the Indian philesophics of
Vedanta and Yoga to the Western world

Fig. 3.6: Adding Graphics in HTML {Source Code)

The first <IMG> tag is used to display “swami vivekanand.png” file to our browser followed by
given Llexl conlent. We only supplied the name of Lhe image (ile with the src atlribute. It means Lhe
image file is in the same direclory where Lhe source code resides. The second <IMG> lag encounlers
just after horizontal line ie., <HR> tag. [n addition to the src attribute, the second <IMG> tag also
defined other attributes and assigned value to them. The later <IMG> tag has customized the image
size by assigning width and height values to 300 and 150 pixels respectively. Default alignment type of
image is also changed to right and alternate text “swami vivekanand” is defined for the situation that
the file is not found or any loading issue. The browser window in Fig. 3.7 shows space between the
horizontal line and the second image, it is given by VSPACIE=20. Similarly, space between the second
image and righl border is provided by HSPACE=20. The second image also shows a border around Lhe
image which is due Lo the value 2, assigned Lo the allribule border.
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G O filez/y/C:fUsers/Lenove/Desktop/IMG.htm ks ® L O =

“We want that education by which
character is formed, strength of
mind is increased, intellect is
expanded and one can stand on
one's own feet”

~ Swami Vivekananda

Swami Vivekananda (January 1863 —
4 July 1902). was an Indian Hindu monk. He was a chief disciple of the 19th-century Indian mystic

Ramakrichna He was a key figure in the introduction of the Indian philosophies of Vedanta and Yoga to the
Western world

Swami Vivekananda (January 1863 — 4 July 1902), was
an Indian Hindu monk He was a chief disciple of the
19th-century Indian mystic Ramakrishna He was a key
figure in the introduction of the Indian philosophies of
Vedanta and Yoga to the Western world

“We want that education by which
character is formed, strength of
mind is increased, intellect is
expanded and one can stand on
one’s own feel”

~ Swami Vivekananda

Fig. 3.7: Adding Graphics in HTML {Browser Window)

3.1.7 Working with HTML Tables

To display data in form of a two-dimensional matrix or more precisely, in form of rows and columns,
<Table> tag is used. Tt is a paired tag and ends with </TABLE> Rows of table are defined between
<I'R>..</I'R> tags whereas columns are defined between <1I'D>..</1I'D> tags. HI'ML tables are
strengthened by Header Row. It is a special row that spreads across coluimnns of a table. Header row is
delined belween <TH>..</TH> lags.

Table 3.8: Attributes of <TABLE> Tags

Attribute Possible Values of the Attribute
ALIGN This attribute controls the horizontal alignment.
Values: LEFT, CENTER, or RIGHT
WIDTH Used to specify the width in form of pixel values or % of available screen
BORDER Used to specify the border around the table, table width is given in pixels
CELLPADDING | Used to specify the distance between data and boundaries of the cell.
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CELLSPACING | Used to specify the distance between nearby calls.

Indicates the browser 10 take up space mare than one column. This attribute is

COLSPAN used inside <TH> or <TDx tags.

ROWSPAN !nd_icates the browser to take up space more than one row. This attribute is used
inside <TH=> or <TD> tags.

HTML tables have one more important table related tag i.e., <CAPTION>..</ CAPTION =>. Tt is
used to provide metadata about the table content. 'The caption for the table can be placed above or
below the table structure with the ALIGN attribute set to TOP or BOTTOM.

To praclice lables in HTML, an example of a lable is demonstraled in Fig. 3.8 Lo Fig 3.10. Source
code for depicted a default table and corresponding browser output is shown in Fig. 3.8(a) and
Fig.3.9(a) respectively. Source code illustrates the use of <CAPTION: tag and sets its position to the
bottom of Lhe lable struclure. Use of <TH?> lag lor a lable header, <TR> [or Lable row delinition, and
<TD: for table data is also presented. Fig 3.8(a) shows the use of basic table tags without specifying
attributes (except Align=bottom). The HTML source code in Fig 3.8(b} shows the use of various
supported attributes (e.g., BORDER=5 W1DTH=50% align=center cellpadding=>5 and cellspacing=2).

7 Ckbody» 3 [<body>
| Default Table !  Table with cellpadding=5 and
4 | <HR> cellspacing=2
“<table > S <HR>
:;{EAPTIC'N ALICN=ROTTOM> ° [I<table BORDER=5 WIDTH=50% align=
'Table 1: Medals in Field Hockey center cellpadding=5 cellspacing=2>
& Shooting</CAPTION> <CAPTION ALIGN=BOTTOM>Table 1:
—_— ET> Medals in Field Hockey & Shooting
10 | <th>Sport</th> E5ICAiiESN>
zzzngﬁ:iZ?zm <th bgcolor=gray>Sport</th>
D | <th>Gold</th>
13 | <th»Bronze</th>» i1 <th>Silver</th>
14 | <th>Total</th> <th>Bronze</th>
O - </tr> 13 <th>Total</th>
16 * <tr>» <ftr»
17 | <td>Field hockey</td> = <tr>
18 | <td>8</td> 1€ <td>Field hockey</td>
19 | <td>1</td> 7 <td>B</td>
5 <tdra</td> 1€ <td>1</td>
<tddiz</td></tr> - <td>a</td>
<tr> SR <tr><td>12<ftd><!tr>
<td>Shooting</td> . <td>Shooting</td>
D | <td>1</cd> 2 <td>1</td>
250 | <td>2</td> Y ctd>2</td>
27 <td>4</td> 2€ <td>4</td>
28 | </tr> 27 - </t
29  r</table> 28 ~</table>

Fig. 3.8: HTML Table {Source Code) {(a) Table with Align Attribute (b) Various Table Tag Attributes
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Default Table Table with border=5 and width=50%
Sport  Gold Silver Bronze Total | Sport |Geld Silver Bronze Total
Field hockey 8 1 3 12 Field ‘ ‘1 ‘3 ‘1 2
hockey N
Shooting 1 2 1 4+ | : | | | |4
Table 1: Medals in Field Hockey & Shooting|l 2 1
Shooting Table 1: Medals in Field Hockey &
Shooting

Fig. 3.9: Browser Qutput {a) A Default HTML Table (b) Table with Border and Width Attribute

The output of the source code in Fig. 3.8(b) is presented in Fig. 3.10(b). Browser window output in
Fig. 3.9(b) and Fig. 3.10(a) is due to the use of different sets of attributes. Fig. 3.10 shows table is presented
at the center of the screen due to attribute align=center. Cell number one is having a dark background
color, as it is assigned by attribute bgcolor=gray in first <TH> tag of first <TR> tag (see Fig. 3.8(b)).

Table with center alignment and bgcclor attribute Table with cellpadding=5 and cellspacing=2
E Gold [Silver [Bronze Total _ Gold | Silver | Bronze |Total
Field N
hockey |° |1 P 12 Ha=td 1 3 12
i T hockey
Shooting) 1 2 1 4
Table 1. Medals n Field Hockey & |5h°°‘mg 1|2 i 1
Sheoting Table 1: Medals in Field Hockey & Shooting

Fig. 3.10: Browser Cutput for Table with (a) Align and BGCOLOR Aftribute {b) CELLPADDING and
CELLSPACING attribute

3.1.8 Linking Webpages

Connecting one HTMIL document to others is the key reason for the development of the world wide
web. This capability of linking several web resources (HTML documents, images, or other multimedia
content) is known as hyperlinking. The hyperlinks can be created on a webpage with text or images.
The text or image having linking functionality is known as hypertext or hyperlink, The browser displays
hyperlinks in a distinguishable manner than normal content as listed below:

+  Normally appears in blue color. (We can customize if we require)

»  The hypertext/image is underlined.

»  On moving the arrow cursor upon a hyperlink, cur default arrow mouse cursor will turn inlo

the shape of a little hand.

The HTML anchor Lags i.e., <A>..</A> are used Lo creale hyperlinks. Anylhing belween <A>.</A>
becomes a hyperlink. <A> tag requires to specify the destination URL where we want to navigate on
the click at the link. This is done by supplying URL value to the mandatory HRLF attribute. Below is
the synlax for creating a hyperlink:

<A Href="URL">link text</A>

Mandatory Attribute

< A HREF = https:/i'www.aicte-india.org/> Link to website of AICTE </A>

\ /
T v f 1
Opening Destination URL Text Shown Closing
Anchor Tag on Web Page Anchor Tag

Fig. 3.11: An Ancher Tag Syntax
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An example of the anchor tag is depicted in Fig, 3.11 which illustrates that the website www aicte-
india.org will be navigaled by clicking on the lexl Link (o website of AICTE.

Internal Document Reference

In addition to external web resource linking, HTMI. provides a mechanism to reference information
on the same webpage. It is done by naming the localions of a webpage such that these named localions
can be referenced when required.
Syntax: <A Name = “LocaticnName” >
<A HREF=LocationName>..</A>

Images as Hyperlinks

Images can also be used [or hyperlinks. We need Lo use <IMG> lag belween Lhe <A>. </A>.
Syntax: <A HREF=LocationName><IMG source= “image_name.jpg” ></A>

<html>
2 E <head>
3 <title>Education-India</title>
4 - </ head>
5 H <body>

6 <h HREFZ"#abnut_aicte"> About AICTE</A> &emsp, &omsp,; <A
HREF="#about ugc"> About UGCL/A><br><HR>

<A HREF=https://www.aicte—india.org/><img src=

"ATCTE LOGO.Jjpg" width=90 height=90 align=right alt=
"Logo ATCTE" LA

<A HREF=https://www.aicte-india.org/> Link te website
of AICTE</A><br><br>

<A NAME="about ajicte">All India Council for Technical
Education (AICTE) was set up in Nowvember 1945 as a
national-level Apex Advisory Body to conduct a survey
on the facilities available for technical education
and teo promote development in the country in a
coordinated and integrated manner.</A><br>

[ <HE>

il <A HREF=https://www.ugc.ac.in/><img src="uge logo.png"
alt="Logo UGC" ></B>

2 <A HREF=https://www.ugc.ac.in/> Link to website of UGC

</B><br><br>
s o <A NAME="about ugc">
4 The University Grants Commission (UGC) came inte existence on

28th December, 1953 and became a statutory Organization of the
Government of India by an Act of Parliament in 1956, for the
coordination,determination and maintenance of standards of
-teaching, examination and research in university education.</a>
s b </body>

i: ~</html>

Fig. 3.12: Linking Webpages (Source Code: Anchor.htm)

Hyperlinking wilh anchor lag <A> is demonstraled in Tig. 3.12 (source code) and Fig. 3.13 (browser
window output). The webpage is designed with the intention to clarify different attributes and ways to
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use anchor tags. 'The document is logically divided into three parts cach separated by a <HR> tag.
The first part shows two hyperlinks that reference a named location on the same webpage. The second
parl incorporales informalion perlaining Lo AICTE, a Lexl hyperlink (Aboul AICTE), and an image
hyperlink {(Logo Image of AICTE). This can be observed between both horizontal lines in Fig. 3.13(a).
Similarly, the third part containg the same tags for information related to UGC.

Line number 6 of source code (see Fig. 3.12) has defined two anchor tags that reference to named
location on the same file i.e., Anchor.htm. This fact can be verified by line number 9 and 13 which
includes the declaration of named localion i.e., “zboul_aicle” and "aboul_ugc”. Line number 7 shows
the image hyperlink for AICTE's website whereas line number 8 is a simple text hyperlink for the same.
Fig. 3.13 also illustrates that the mouse cursor is turned in little hand which indicates a hyperlink. In
Fig 3.13(a) il is referencing Lo "aboul_ugce” named localion on the same [ile (as shown in the bollom
status bar). Similarly, in Fig 3.13(b) an image hyperlink is referencing the website of UGC.

Edurcation-lndia X } — (] = Education-India x - — (m] by
— C O fileyf/fC Users/Lenowvo,/Deskrop/New © 57 Lo» = - (@] DO file:yyiC:\Users/Lenove,/DesktopMew 7 17  » =
o - -~ - -~
About AICTE About | f.q{_'l ﬁ_—?a
l AT
) QB freafrerera s s

il
8

Y University Grants Commission
v q_]hl'gli['f higher education for all

Luink to website of AICTL

All India Couneil for Technical Education (AICTE) was set up in S Link to website of

November 1945 as a national-level Apex Advisory Body to usc
conduct a survay on the facilities available for technical educarion L
and to promote development in the country in a coordinated and integrated The University Grants Commission (UGC) came into existence on 28th
manmner. December, 1953 and became a statutory Orgamzation of the Governrment of
— India by an Act of Parliament in 1936, for the coordination, determination and
A . n ; o . St
'@l@'ﬂ ﬁeaﬁw FeaeTT W m@mtepance of standards of teaching, examination and research in university
filez//FC:/Users/Lenovo/Desktops/MNew folder/Anchor.htm#about_ugc w | | httos:/fwwaugr.ac.in W

Fig. 3.13: Anchor Tag {a) Internal Document Reterence {b} Image as Hyperlink

3.1.9 HTML Forms

H1I'ML Form is a method to interact with the users. Such interaction can be to take information from
the users e.g., registration form, feedback form, etc. HTML forms are composed of various components
like lext boxes, radio bullons, list boxes, command bullons, and so on. A webpage equipped wilh lorm
components, takes user choices and submits them to the server for processing via POST or GE1' method.
The syntax is as under:

<FORM METHOD = “GET | POST” ACTION = URL>

<INPUT>

<INPUT>

</FORM>

Here, Action specifies the URL to which content of the form is submitted whereas Method specifies
how to send form data. The form data can be sent as URL variables {(with method= “get”) or as H'1"l'P
post transaction (with method= “post™}. Now, will discuss various form components.

input Tag

Input tag is used to collect information from the users. 'The various attributes of the input tag are depicted
in Table 3.9. Various input types supported by <INPUT> tags are as under:

Textbox Tield: It is used Lo accepl single line inpul (rom the user. 1L is defined as <inpul Llype=
“Text”>. Along with this the TextBox field accepts value, size, name, maxlength, align and tabindex
within the <input> tag.
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Table 3.9: Attributes of <INPUT> Tag

Attribute Possible Values of the Attribute
NAME Assigns internal name for the field, as a group of characters
SIZE Define width of the field, value in integer

MAXLENGTH Define maximum number of characters accepted by the field, value in number

TYPE takes the value of the field. It can take the valua as “text” or “radio”
or “‘checkbox” or *submit”.

Radio Buitons: It is used Lo accepl one oplion oul of various provided options. It is defined as

<input type= “Radio”>.

Checkboxes: 11 is used in web (orms Lo select mulliple oplions oul of varicus provided oplions. It
is defined as <input type= “checkbox™>.

Commund Buiton: Il Lhe value of the Lype allribule is “Submil” i.e. <inpul Lype= “submil | resel™,
the form will show a command button. A submit button submits a form. A form may contain more
than one submit button. A reset button resets all controls to their initial values.

Text Area

This form component is vsed to take multiline input from the user. It is defined between
<TEXTARLA>, </TEXTAREA > tags. Various attributes are presented in Table 3.10. Use of Text Area
is shown in Fig. 3.14 for taking Address input from the user.

Table 3.10: Attributes of Text Area Component

Attribute Possible Values of the Attribute

Defines length of text area {COLS) and number of rews to be visible with text

COLS and ROWS at a time {ROWS), Numbered input allowed

NAME Internal name of field for pregramming purpose

TABINDEX Used to assign order number of activation for control

Defines Wrap Text functionality for control. Three possible values: wrap coff,

i virtual and physical.

Drop Down Box

‘I'his webform component contains a list of items. Users have to select one out of them. This
component is formed in webpage within <SELECT> and <OPTION> tags. Attributes of this field
are presenled in Table 3.11. Use of Lhis componenl is shown in Fig. 3.14 [or taking Branch and Year
input from user.

Table 3.11: Attributes of Drop Down Box Component

Attribute Possible Values of the Attribute
NAME Internal name of the field for programming purpose
SIZE Defines number of items visible when user opens the drop down list
MULTIPLE When configured allows user to select multiple items
VALUE Defines the actual value to be transierred when an item is selected
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Table 3.12 contains the HTML source code to design a simple web form for taking student’s
choices to participate in annual day functions. Textboxes are used to take input of the student’s name,
mobile number, and email id. Corresponding HTML code is presented in line number 9, 24, and 25.
The radio button is included to choose the gender of the student, see HTML source code at lines 10
and 11. Branch and year pertaining to the student will be chosen from drop down lists. HTML code
to create such lists is at line number 12 to 22. The text area component is used to take address input
and HTML code with attributes of text area component is at 23. Use of check box component is
presented at line number 27 to 30. The reset command button is included to clear the content of the
web form whereas submit button POST the data to local_server. The code corresponding to submit
button is at line 7, 31 and 32.

Fig. 3.14 depicts the output in a browser window.

Table 3.12: Web Form (HTML Code) for Annual Day Participation

1 <html>

2 <head>

3 <title> Web Form and its components</title>
4 </head>

5 <body>

6 <table border=3 width=50% align=left cellpadding=5><tr><td>
7 | <form action="local_server" method="post" name="form1">

8 | <h3>Participation form for annual day function.</h3>

9 | Your Name: <input type="text" name="text1"><br><br>

10 | | am a<input name="radio1" type="radio" value="radio1"> Girl
11 <input name="radio1" type="radio" value="radio2">Boy <br><br>
12 | Branch:<select name="select">

13 <option selected>Computer Science</option>

14 <option>Civil</option>

14 <option>Mechanical</option>

16 <option>Electrical</option>

17 </select> &emsp;&emsp;

18 | Year:<select name="select">

19 <option>First</option>

20 <option>Second</option>

21 <option>Third</option>

22 </select><br><br>

23 | Address:<textarea name="textarea" cols=20 rows=3></textarea> <br><br>
24 | Mail ID:<input type="text" name="text2">

25 | Mobile No.:<input type="text" name="text3"><br><br>

26 | Choose your participation<br>

27 <input type="checkbox" name="cb" value="song"> Song

28 <input type="checkbox" name="cb" value="instrument">Instrument Play
29 <input type="checkbox" name="cb" value="poem">Poem

30 <input type="checkbox" name="cb" value="deb">Debate<br><br>

31 <input type="reset" name="Reset" value="Reset">

32 <input type="submit" name="Submit" value="Submit">

33 | </form></td></tr></table></body>

34 | </html>

EI&"-;E]
E{nﬂi‘% TYPE: Video Resource Title: Basic HTML Tutorial
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Participation form for annual day function

Your Name: |Uddhav Pareek

Iama @& Gil OBoy

Branch: | Computer Science ~ Year: | First |
First
Fumarvasu &Apartment
Flat Mo 121, Hanuman Second
Nagar, Nagpur, MH) Third

Address | TN:420003
Mail ID:| udhhav@gmail.cam Mohile No - 1234567800

Choose vour participation
Song []Instrument Play fPoem [@Debate

Reset || Submit

Fig. 3.14: Web Form and Components

3.2 CASCADED STYLE SHEETS (CS8)

CS8S is a stylesheet language used to style the content of a webpage. €SS is the acronym for Cascading
Style Sheets. The key concept behind the CSS is to separate the content and formatting information
[rom the webpages. Thus, HTML should include conlent only whereas C58 files will slore Lhe styling
and formatting information. C88 explains how HI'ML elements will be displayed on the webpage other
than web browser default settings. Tt eliminates redundant work by defining style information once and
reusing it al many places. A CSS can conlrol the layoul of multiple webpages al once. With the help of
CSS, webpages load faster and become more presentable. CSS is easy to maintain and provides extended
styles to HTML, Presently €SS version 3 is being used,

1t is not that there are only advantages to using CSS, there are some issues associated with it too.
CSS faces the problem with browser compatibility, Sometimes a webpage presented on a web browser
may look very differenl on olher web browsers.

3.21 Ways to Apply CSS to an HTML document

There are three ways:

1. Inline (Lhe allribute style): In this way, C58 is applied directly with the style atlribule. Thus,
it is like specifying an attribute to an HTML tag.
Example: To change background color of a webpage Lo blue, inline €85 can be applied in body
tag with style attribute as: <body style= “background-color: #0000EF” > (sec 'lable 3.13(a))

2. Tnternal (the tag style): In this way CSS is applied in the tag style, Style rule is defined between
<slyle>_</slyle> lag in the <HEAD> lag of HTML documenl(see Table 3.13(b}))
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Table 3.13: Ways to Apply CSS to an HTML Document (a) Inline {b} Internal

<html= <hitml=>

<head:> <hgad:>

</head> <style type="text/css" >

<hody style="background-color: h3 {background-color: #0000FF; color: #FFFFFF }
#OOFFO00;"> </stylex

<p=The background is </head>

green.</p> <body>

</body>

<h3> The background is blue and font color is white.
</html> </h3></body>

3. Exlernal C8S: In this method, a separale S5 [ile (exlernal) is linked Lo an HTML code file.
HTML webpage must include a reference to the external style sheet file inside the <LINK>
element, inside the <HLAD> section. Table 3.14 shows the linking of the HTML content file
{exlernal.huml) Lo the style sheel file (mystyle.css). The (ile mystyle.css conlains a rule Lo [ormat
the background color of the body tag to grey (#808080). Hence the output with grey
background is shown in the browser cutput ot Table 3.14.

An external style sheet can be written in any simple text editor and must be saved with a .css
extension, The separate .css file holds all the formatting rules which can be applied to multiple webpages
parallelly. Each rule begins wilh a seleclor, which slales Lhal wherever Lhis seleclor is used on a webpage,
the new formatting described in the ruleset will apply.

Table 3.14: Apply an External CSS5 to an HTML Document

File: external.html

<html><head:>

<link rel="stylesheet" type="text/css"
hret="mystyle.css" /></head:
<body>

<h1=Motivational Quote</h1>

Never fear failure. We learn more from failures
than successes. Treat failures like results.<h3
align=right>- Rajyavardhan Singh
Rathore</h3-

</body></html>

File: mystyle.css
body {
background-color: #808080;

}

Browser Qutput

Every rulesel has al least one declaration, enclosed within curly brackets. The declaration consists

of:

Property: This relers Lo characlerislics (like size, color} whose associaled value defines how Lhe

browser is supposed to display the element.

Colon: The colon symbol (:) is segregate property and value,

alue: 'I'his 1s the value of the CSS declaration.

Semicofon: The semicolon symbol (;) marks the end of the declaration. We can specify multiple
rules on the same seleclor. Tig. 3.15 shows the declaration of mulliple rules [or <hl> seleclor. The rule
set has customized the <hl> tag. As a result of this ruleset, the color of the content related to all the
<h1> tags of the webpage will be red and the font size will be 14 pixels.
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Declaration Block
Selector - A N

| h1 \ \ { color: red; font-size:14px; }

A -

-

Property  Value Property Value
Fig. 3.15: CS5 Syntax (Selector, Property, and Values)

Table 3.15: Class Selector in C55

(a} File: class selector.html (b} File: mystylel.css
1| =html=<head>
2 | «link rel="stylesheet" type="text/css" fitness{color:white; background-color:green}
3 | href="mystyle1.css" /></head:> (c} Browser Cutput
4 <b0dy} S .
orts and Fitness

5| <h1id="Spons">8Spons and Fithess</h1=> P

<p class="fitness">The word "sport" comes he word "'sport” comes from the Old French desport

trom the Old French desport meaning meaning “leisure”

"leisure" </p>

<h3 class="fitness">a sport should have an g sport ?]_m“ld have an element of
6| element of competition</h3> competition

</body=

</html>

3.2.2 CS8S Selectors

Seleclors are used Lo (inding the HTML elements thal are 1o be styled. There are Lthree Lypes of seleclors
available in CSS namely element selector, class selector, and id selector.
1. Element selector: Tt is used to style all instances of a specific element in a webpage, It is done
by choosing an element by its tag name and then style is applied to that element. Fig. 3.15 is
an example of an element selector.

Table 3.16: |ID Selector in C8S

{a) File: id selector.html (b} File: mystyle2.css
1| <html><head=
2 | <link rel="stylesheet" type="text/css" #shooting{color:blue; font-size:18px;}
3 | hret="mystyle2.css" /></head>
4 | <bedy> {c}) Browser Qutput
5 | <h4 id="boxing"> People used to say that
baxing is for men and not for women and | People used to say that boxing is for men and not for women and 1
thought | will show them some day. | promised | thought Iwill show them some day. I promised myself and I
proved myself.
myself and | proved myself.<br><h>-Mary Mary Kom
Kom=/h=</hd>
(5] =h4 id:"shooling"> Practice is a talent. Practice is a talent. Perseverance is a talent. Hard work is a
Perseverance is a talent. Hard work is a talent.
talent.<br><b=>- Abhinav Bhindra</b=</h4> - Abhinav Bindra
7 | </body>
g | </html>
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2. Class Selector: Tt is used to apply the same style to all elements belonging to a specitic
{defined) class e.g., we applied the mystylel.css {color:white; background-color:green) style
to various clements on the webpage with class= “fitness”. (See ‘lable 3.15)

3. ID Seleclor: It is used Lo apply a style Lo a specific element in a document which can be
selected by its ID e.g., we applied the mystyle2.css (color:blue; font-size:18px;) style to all
the <h4> elements having I[} as “shooting” Table 3.16(a) shows the use of CSS with id
selector. Line 5 and & define <h4:> elements with id name as boxing and shooting respectively.
Table 3.16(b) shows Lhe code of myslyle2.css which has one rulesel for “shooling” ID. Table
3.16{c) shows the browser output when the HTMI. document is opened in the web browser.

3.2.3 CSS Properties

The strength of cascading style sheets resides in the long list of its powerful properties and associated
values. The use of CSS properties enables web browsers to render an aesthetically rich webpage in
minimal time. CS8S uses hundreds of property-value pairs to enrich web development and granular
conlrol over web elements. The mosl commeaonly used properties wilh examples are presenled here from
Table 3.17 to Table 3.19, To learn these properties practically, learners are instructed to follow any ot
the below methods.

Text Editor and Web Browser Method (the ultimate way)

L. Create a webpage (say content.html} with various HTML elements like different heading levels,
paragraphs, lists, tables, images, etc. LThus, this content.html file will be used for our hands-
on purpose.

2. Create a separate style.css file in any text editor and include the code (one code at a time}
shown in the third columns of Table 3.17 to Table 3.19.

3. Apply the ruleset of this style.css file to the content.html file using “External CSS method” as
we did previously (see 'lable.3.14)

4. Open conlent.himl in the browser window and observe Lthe change in the oulput due Lo the
newly applied CSS rule.

5. Follow steps 2 to 4 for each example of the below Tables.

Table 3.17: C88 Font Properties

Property Description Example

Used to customize type of font h1 {font-family: Courier, Prestige, monospace;}

font-family to be shown on webpage p {font-?mﬂy: arial, comic sans-serif, “Times New
Roman™;}
. Used to control the size of font  |h1 {font-size: 20px;}
font-size . . .
Values: pixels, point etc. p {font-size: 14pt;}
font-style Used to control the style of font | h2 {font-family: “Times New Roman®, serif; font-style:

Values: normal, italic or oblique |italic;}

Used to contral the variant of h1 {font-variant: small-caps;}
font h2 {font-variant: normal;}

Used to control the boldness of |p {font-family: arial, verdana, sans-serif; font-weight:
font normal;}

font-variant

font-weight
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Table 3.18: CSS Text Properties

Property Description Example

Used to customize space between each letter in a |h1 {letter-spacing: 6px:}
section of text p {letter-spacing: 3px;}

Used to control the alignment of a section of text

letter-spacing

text-align td {text-align: center;

xtalg Values: left, right, or center ftext-alig )
text- Used to control the lock of text 1 G dseEen, uneae
decoration Values: underline, overling, line-through ' ’
text-indent Used to control the indentation of first line in text | p {text-indent: 60px;}

Used to change case of text

text-transform T
Values: capitalize, uppercase or lowercase

li {text-transform: uppercase;}

Table 3.19: CSS Color/Background Properties

Property Description Example

Used to control color of text h1 {color: #0000FF:} or

color Values: By name, Hexadecimal, h1 {colorblue’}

RGB values . '
background- Controls the scrolling of the — _
attachment background td {text-align: center;}

background-color Used to contral background's color | p {background-color: #FFCCE0;}

background-image |Used to set image of background h2 {background-image: url{"tile.jpeg"};}

Allows background image repetitiocn
background-repeat | patterns. Values: repeat-x, repeat-y,
repeat, no-repeat

h2 {background-image: url("tile.jpeg");
background-repeat: repeat; }

Combining Properlies: All Lhe diflerent properlies can be combined in one single properly.
For example, to apply different properties for <p> tag following code can be used:
p i font-style: italic;

font-weight: bold;

font-size: 40px;

font-family: arial, sans-serif; text-align: center;

letter-spacing: 3px;

text-transform: capitalize;

color: white;

background-color: IndianRed; }

W3Schools Online Code Editor (the exciting way)

Learners can take benefit ot the mighty online code editor of W3Schools, Users can edit their HTMI.
& (85 source code, and view Lhe oulpul in Lheir browser window. The edilor can be accessed with
the given URL-https://www.w3schools.com/tryit/. Learners can also take leverage of code examples
available at the above given website; below QR codes also refers to some of the code examples for
CSS properties.
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Op7H 0]

g'i%)%ﬁj TYPE: Webpage & Online Code Editor ~ Title: CSS Basics and Tutorial
Shenry

O,

% TYPE: Online Code Editor  Title: CSS Background Color and Font Family
k.S

% TYPE: Online Code Editor Title: CSS Text Formatting & Background

3.3 MAKING BASIC PERSONAL WEBPAGE

In our previous sections (3.1 & 3.2) we have acquired the programming skills required to build webpages
with HTML4 and CSS. As building material alone is not enough to build a house, we primarily require
good planning according to our needs. Similarly, in the development of a webpage(s), we should also
pay attention to many questions like-

1. What is the purpose of creating the webpage?

Where will the web page be hosted?

What technology (frontend and backend) will it be built with?
Will it be a static webpage or dynamic one?

What will be the content to be shown?

What will be the priority and layout of the content to be shown?
Who will be the target audience for our webpage?

N U w N

Along with these basic questions, we also have to look at some other aspects which are related to
giving effective visibility to the webpage.

o  The webpage design should be mobile-friendly, responsive, and fast loading.

«  Proper use of CSS will apply themes, fonts, and color styles on the page elements to display
webpage lucrative and having a better understanding.

o Enrich the content with icons, emojis, and infographics for effective communication of
information.

o JavaScript can also be used for dynamic content representation and lucrative menu designs.
In Lab section of this book, we will create a personal web page considering all the above facts.

SUMMARY

1. HTML is a language to build webpages.
2. In HTML there are two types of tags: paired tags and singular tags.

3.  An HTML document starts with <HTML> tag and contains an optional Head element and
mandatory Body element.

4. HTML documents can be created with simple text editor e.g., notepad, notepad++ etc. with
htm/.html extension.

HTML tags are classified as structural and formatting tags.

HTML uses attributes to redefine the default behaviour of its tags.

HTML supports three types of lists i.e., unordered list, ordered list, and definition list.
<IMG> tag is used for adding graphic/images in HTML.

* N9
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9. Anchor tags; <A>..</A> is used to create hyperlink either on text or image.

10. Form tags are used to collect information from users.

11. CSS is a stylesheet language used to make webpages more attractive(stylish).

12, There are three common ways to apply CSS to an HTMI document: 1. Tnline (the attribute
style) 2. Internal {the Lag slyle} and 3. Exlernal C8S

13, CSS supports various selectors namely, element selector, class selector, and ID Selector.

14. The most commonly used CSS properties are Tonl Properlies, Texl Properlies, and Color/
Background Properties.

EXERCISES
A. Objective Questions
(1. HTML stands lor,
A. High Text Machine Language B. Hypertext and links Markup Language
(. Hyper Texlt Markup Language D. None of these
Q2. What is the correct order of HTML tags for making a webpage?
A head, Litle, html, body B. himl, body, litle, head
C. html, head, title, body D.  html, head, title, body
Q3. The HTML tags are -
A, case-sensitive B. in upper case
(.. mnot case sensitive D, in lowercase

Q4. How we can insert an image to HI'ML?

A, <img href = "jtp.png” /> B.  <imgurl = "jtp.png” />
C.  <img link = "jip.png" /> D. <img src = "jlp.png” />
Q5. Which attribute is used to set the color of normal text for the Webpage?
A, color B. bgcolor
C. text D. fontcolor
Q6. Whal Lexl is used Lo creale a hyperlink in HTML?
A. <HYPER> B, <A>
C. <LINK= D. None of these
Q7. 'Lhe correct place in the HI'ML document to reference an external style sheet is —
A, In <body> section B. Tn <head>section
C. Above the document D. At the end of the document
Q8. (CSSis acronym, stands for:
A, Cascaded style sheets B.  Color style sheets
C. Cascading style sheets D. Cascading style software

Q9. Synlax Lo apply an external style sheel:

<style href = myfirst.css type= “stylesheet” >

<slyle src = "myfirst.css” >
«<stylesheet>mytirst.css</stylesheet>

<linlc rel="stylesheel" lype="lexl/css" hre[=" my[irsl.css">

Jow
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Q10. Correct CSS syntax is

A, body {color:black} B.  body:color=black

C. {body:color=black{body] . {body;color;black]
Q11. Which property is used to change the background color?

A, color: B. background-color:

C. Dbgceolor: . None of the above
Q12. How Lo change the lexl color of an elemen!?

A, text-color= B. text-color:

C. color: D. [lgeolor:
Q13. What is the correct CSS syntax to bold all <p> elements?

A, «p style="text-size:bold> B.  p{ font-weight:bold; }

C. «<p style="font-size:bold™> D, p {text-size:bold}
Q14. How can you capitalize every word in text in the CSS?

A, text-transform:capitalize B. text-transform:uppercase

C. You can't do that with CSS D,  None of the above
Q15. How would you select the element whose id is “main”?

A. #main B. Main

C. .main D. “main

B. Subjective Questions

Q1. What is HTML? Explain the structure of an HTML document with an example.
Q2. Creale an HTML document wilh lext lormatling as shown below:

ARISE! AWAKE! STOP NOT UNTIL THE GOAL IS REACHED

ARISE! AWAKE! STOP NOT UNTIL THE GOAL IS REACHED

~ Swami Vivekanand

Narendra's first introduction to Ramakrishna occurred in a literature class at General Assembly's Institution when
he heard Professor William Hastie lecturing on William Wordsworth's poem, The Excursion. While explamning
the word "trarce” mn the poem. Hastie suggested that his students visit Ramakrishna of Dakshineswar to
understand the true meaning of trance.

Q3. Creale an HTML documenl Lo creale a lisl of subjects being taught in your inslilule. Assuming
there are two branches namely Computer, Mechanical. T'he list should look like as:
1. Compuler
a. First Year
i Subject 1
i Subject 2
i .. Subject N
b.  Second Year
¢.  Third Year
2. Mechanical
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Q4. Create a webpage as depicted in Fig. 3.7 (with another available picture). ln addition, set the

background color of webpage to “#f6600” and text color to “White”.
(35. Creale a webpage wilh hyperlinks Lo connecl webpages crealed in Q. No 2 o 4. The webpage

should also contain text/images hyperlink and reference some named locations on the same page.
(6. Creale an HTML [orm lo lake leedback [rom a customer ol an eCommerce websile.
Q7. Explain the difference between class selectors and ID selectors with an example.
Q8. Create a CSS with the following rules:

a.  Set the text color for the page to "#ff6600", and the text color for <hl> to "IndianRed".

b.  Set "sample.gif” as the background image of the page.

¢.  Set the font family for the page to "Courier New", and the font family for <hl> to "Verdana”.
C. Crossword

1 2
3 4
5
& 7
i ]
10
11
12
Across Down

5. | refers to characteristics to display an |4, | is an attribute that indicates the browser to

element on the browser take up space more than one column
6. | is a text that also contains linking |2 | an attribute used to specify the distance

information between data and boundaries of the cell
8. | the portion of html documents from starting |3 | name of a browser

tag up to the corresponding closing tag is |4 | 4 tag to draw a horizontal line in an HTML

o &2 document
10. | is used to finding the HTML elements that | is a form component used to take multiple

are to be styled - line input from the user
11.| a tag to insert @ new line in an HTML |9 | 5 4 gpecial word enclosed within angular

documgnt , ) brackets
12. | atag without & companicn tag is known as
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ANSWERS

A. Objective Questions

Q.N.

1 z 3 4 5 6 7 8 9 10 | 11 12 | 13 | 14 | 15

Option | C D C D C B B A D A B C B B A

B.

Al

A2

A3,

Ad
A5,
Ab.

Hints for Subjective Questions

HTMI stands for Hypertext Markup Language; it is used to make a Webpages for web browsers,
An HIML document starts with <H'I'ML> tag and contains an optional Head element and
mandatory Body element. The structure is discussed in Fig.2{a).

<body >

<center=

<h2>ARISE! AWAKE! STOP NOT UNTIL TIIE GOAL IS REACIIED</h2>

<h3>ARISE! AWAKE! STOP NOT UNTIL THE GOAL IS REACHED</h3>

<fcenler>

<i»<I1I3 ALIGN=right>~ Swami Vivekanand</II3></i><hr>

<P>Narendra’s first introduction to Ramakrishna occurred in a lileralure class al General Assembly's
Institution when he heard Professor William Hastle lecturing on Willlam Wordsworth's poem,
<b>1he Lxcursion. </b> While explaining the word <i>"trance"</i> in the poem, Hastie suggested
that his students visit <u><b><i>Ramakrishna of Dakshineswar</i></b></u> to understand the true
meaning of trance. </p>
<fbody=

<body>
<h4>Branche and Subjects</h4>
<ol
<li=Compuler
<ol lype=a:>
<lizFirst Year</li>
<ol lype=i>
<li=SUB1</li=
<li=SUB2</li>
<fol>
<li»Second Year</li>
<fol>
<{li=
<li>Mechanical </li>
<fol>
<fbody:

In addition Lo Fig. 3.6, include atlribule bgcolor=#[16600 and lexti=while [or Body Llag.
Use <A>.</A> tag as discussed in Fig. 3.12.
Create an HTML form as discussed in Tig 3.14
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A7,

AB.

C.

‘The class selector is used to apply the same style to all elements belonging to a defined class. ID
Selector is used to applying a style to a specific element in a document that can be selected by its
ID. (see Table 3.15 & Table 3.16)

<head><style>

body{ font-family: "Courier New"; color: #{f6600; background-image: url{"sample.gif');}
hl { font-family: Verdana; color: IndianRed; }

</style></head>

<body:>

<h1>"This is a Heading</h1>

<p>This is a paragraph.</p>

<p>This is anolher paragraph.</p>

</body>

Crossword
Across: 5-properly, 6-hyperlexl, 8-element, 10-seleclor, 11Ivan Bayross, br, 12-singular
Down: l-colspan, 2-cellpadding, 3-chrome, 4-hr, 7-textarea, 9-tag

KNOW MORE

Demonstrate to the students the use of different editors, Like notepad, notepad++, to create HTMIL
decuments.

Creating a webpage in ubuntu or any other Linux distribution is also worthful.

Teachers should encourage students to write clean HTML codes which can be run on different
platforms and browsers. Te make Lhem equipped, Iry Lo check your code on any online HTML
validation services. The W3C Markup Validation Service is one such service to validate our code
by giving the URI of cur HTMI document, uploading a document, or directly pasting code on a
given Llexl area. Reler Lo hilps://validatlor.w3.org/

A useful WYSIWYG online H'I'ML code editor URL: https://wordhtml.com/

Mozilla developer network has developed a user-friendly CSS reference to find all standard
CS5S properties and other programming conslructs. You may visil below URL:
https://developermozilla.org/en-US/ docs/Web/CSS/Reference.

Applications

Some delinile applications of HTML and CSS, is web applicalion, web sile or porlal developmendt. It also
envisages its application in different real-lite domains such as digital advertising, E-Commerce, publishing,
multi-plaver online gaming site, backend services such as messaging, blogging, bulletin board, forums,
collaboration, real-time monitoring services and real-time data updation.

Case Study: Design a web sile [or your college/ or Subject tulorial

First step invelved in the web site development is conlent colleclion and organization. In the development
phase teacher and students should discuss the content to be added to the site. List out the college specific
services or features to be included in website, and for each feature, design menus and submenu options.
Prepare content for each web page under a menu, along with set of images or picture gallery.
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PRACTICALS

Experiment 3.1: Hyper Text Marup Language

Practical Statement

Practice HTML commands, Lry them wilh various values, make your own Webpage.

Practical Significance

HTML is a markup language used lor creating web pages and web applicalions. Nowadays thal online
services are expanding for daily essential services as well, by taking advantage of this, we can also create
online solutions for our needs and domain. The process of creating web pages will also make internet
surfing and searching easier. As HIML programming is a fundamental skill for web developiment it is
signilicant o be versed wilh iL

Relevant Theoty

Introduction o HTML, structure of an HTML documendl, process Lo creale a webpage, various HTML
tags, nse of graphics and tables, hyperlinking of web resources, and HTML web forms are explained in
unit 3, section 3.1.

Practical Outcomes (PrO)

The learners will be able to:
PrO1: create a webpage with basic formatting tags, graphics, and table.
PrO2: create a personal webpage with various formatting, listing, hyperlinking and graphics tags.

Practical Setup (Work Situation)

We will write HI'ML programs for two scenarios mentioned in practical outcomes.
Scenario 1: Creale a webpage having HTML Lable Lo display the deparimenl wise list of (aculties.
Scenario 2: Create a personal webpage (o show your basic delails, objective, work experiences, skills,
and social media handles, Webpage should have the nse of basic formatting tags, ordered and unordered
lists, graphics, text, and image hyperlinks.

Resources Required

L. A computer system i.e., PC/Laptop.
2. A normal text editor software i.e., notepad, notepad++, etc.
3. Aninslalled web browser sollware ie., Mozilla Firelox, Google Chrome, Microsoll Edge, elc.

Precautions

Always wrile clean HTML code (Lhe code with proper end Lags, spacing, nesting & which (ollow slandards)
that can run on different plattorms and browsers.
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Suggested Procedure

Follow these steps to create and run an HTMIL webpage,

L. Open any text editor of your choice. and type the source code of your HTML program (source
code for both scenarios are mentioned in Lable 3.20).

2. Now we have Lo save Lhis file with a him or .himl extension. To do so, click on the Tiles — “save
as” option. It will show Save as dialog box (refer to unit 3, Fig. 3.2(b}). We have to select the "All
Files (*}” list option from Save as type.

3. Now change the name of the current file from “Untitled.txt’ to ‘myWebpage.htm! and click on
the Save option. The icon of the current file will change to your default browser’s icon.

4. The saved file can be now opened in any web browser using one of the below methods.
a. Just browse the file and double-click on the tile, it will be opened in the default browser.
b.  QOpen vour browser, press Ctrl + ‘O keys, and select file by browsing its location.

¢. Qpen your browser and ‘Drag & Dirop’ your html/htm file on the browser window.

Table 3.20: Source Code and Cutput for Scenario 1

<html>

<head> Dept_Wise Faculties</head>

<body:> <table style="background-color: khaki;" border="2" width="510">

<tr><td style="text-align: center;" colspan="4" width="510">

<p style="text-align: center;"><b>Computer Department</bx></p></td></tr>

<lrz<id slyle="lexl-align: center;" widlh="47"><p>S8 No</p></1d>

<td style="text-align: center;” width="85"><px»Photo</p></td:

<td style="text-align: center;" width="198"><p>Faculty Name &amp; Designation</p=
</td><td style="text-align: center;" width="180"><p>Contact Information</p></td></tr>
<tre><td style="text-align: center;" width="47"><p>1.</p></td>

<ld slyle="lexl-align: cenler;” widlh="85">&nbsp;<img src="hlips://www.lchishneiin/images/
Ichishnoijpg" alt="DrL.CB" width="70" height="67" /></td>

<td style="text-align: center;” width="198">

<p>Dr. L. C. Bishnoi, HOD </p></td=

<td style="text-align: center;" width="180">
<p>LC.bishnoi@rajasthan.gov.in</p><p>https://www.lcbishnolin/</p></td></tr>
<lrz<id style="lexl-align: cenler;" widlh="47"><p>.</p>

</td><td style="text-align: center;” width="85"><p>. </p></td=>

<td style="text-align: center;” width="198"><p> </p=</td>

<td style="text-align: center;” width="180"><p>..</p>

</td></tr>

<tr><td style="text-align: center;" colspan="4" width="510">

<p style="lex(-align: cenler;"><b>Mechanical Deparimenl</b></p></ld></(r>
<tre<td style="text-align: center;" width="47"><p>1</p></td=

<td style="text-align: center;” width="85">&nbsp;</td>
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<1d style="lexl-align: cenler;” widlh="198"><p>Er. Sanjay Sharma, HOD</p></1d>
<td style="text-align: center;” width="180"><p>sanjay.ins1970@gmail.com</p></td></tr>
</tablex>

</body>
</html>
Culpul Scenerio 1:
Computer Department
S.No Fa.cult;r' Na:!ne = Contact Information
Designation
LC bishnoy@rajasthan gov.in
1. Dr L. C Bishnoi, HOD
https:/www.lcbishnoi.in/
‘ Mechanical Department
‘ 1 ‘ |EI. Samjay Sharma, HOD ‘ sanjay.jns1970@gmail com
Table 3.21: Scource Cede and Qutput for Scenario 2
<html>
<head> <title>My Demo Webpage</title>
</head>
<body >

<img src="PJoshi.jpeg” align=right width="80" height=95><br>
<hl>Prashant Joshi</hl>
<hl style="background-color:IndianRed;color:white;">Objective</h1>
<p>I am Prashant Joshi. A teacher, an engineer thus a solution provider to society. [ want to promote
Digital India Mission keeping <b><i>"Good Governance by E-Governance”</i></b> as my objeclive.
<u>li-Learning</uz is another facet of my passion and profession to make this society better.</p>
<h2>Indispensable Skills</h2>
<ul>
<li>Widnows Programming</li> <li>Computer 1roubleshooting</li>
<li>Cybersecurily & Threal Hunting</li> <li>Websile development</li> </ul>
<h2 >Previous Work Txperience</h2=
<p>I have had a illustrious career in a variety of trades, Here are some highlights:</p>
<ol> <li>Worked as a Website Developer at <i>ePragva Software Ltd </i>-<u>2008-2009</u></1i>
<li»Performed cutting-edge web design at <i>Pan India Con. Pvt. Ltd </i>- <u>2010-
2013</u></li>
<lizJoined DRDO India Involved in<i> Chandrayaan Project</i> <u>2014-2015</u></lix
<fol><hr>
<i>Get connected on <a href="www.epragya.in” target="_blank™> www.epragya.in</a> or Follow me
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on below social media handles</i>

<p align=center> <a href="https://www.youtube.com/c/ePragya” target="_blank™>

<img src="https://drive.google.com/thumbnail?id=10mCcznYdWRIq5kgBMs8a9e CPclW3P78B"
width="35" height="45"></a>

<a href="https://www.facebook.com/ErPrashant]oshi/" target="_blank™">

<img src="hlpsy//drive.google.com/thumbnail?id=1BRdjb3m2ShmYyPunQHOS83Qr_axTpoQp”
width="35" height="45"></a>

<a href="https://twitter.com/PrashantJoshl" target="_blank">

<img src="https://drive.google.com/thumbnail?id=1cSNqC4G5_s0I5IHihmeVévuBzo9vWIE2C"
width="38" height="45"> </a></p>

</body>

</html>

Cutput Scenario 2:

My Derno Webpage x + - a0 4
C O filey//D:/Lab-P&/Demo_WebPage.htm| 7 @ =
Prashant Joshi -

I am Prashant Joshi. A teacher. an engineer thus a solution provider to society. I want
to promote Digital India Mission keeping " Good Governance by E-Governance” as
my objective. E-Leaming is another facet of my passion and profession to make this
society better.

Indispensable Skills

* Widnows Programming

* Computer Troubleshooting

® Cybersecurity & Threat Hunting
» Website development

Previous Work Experience

T have had a illustrious career in a variety of trades. Here are some highlights:

1. Worked as a Website Developer at ePragya Software Led -2008-2009
2. Performed cutting-edge web design at Pan India Con. Pvt. Lid - 2010-2013
3. Jomned DRDO India Involved m Chandrayaan Project 2014-2015

Gef connected on www.epragya.in or Follow me on below social media handles

You i
¥
— W
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Observations
Table 3.22: HTML Tags and Attribute used in Both Scenarios
ﬁ; Scenario Name of HTML Tag Attribute Description
1.

Practical Related Questions

1. How we can change the color ol Lhe lable border?
2. What is the vse of “rowspan” and “colspan”?

3. What types of hyperlinks can be created in HTML programs?

Suggested Learning Resources

[1] 1. Bayross, Web enabled commercial applications development using .., HTMIL, DHTML, Javascript,
Perl CGI [with CD]., 3rd ed. New Delhi: BPB Publication, 2005,
[2] W3Schools, “H'I'ML 'L'utorial,” W3schools.com, 2019. www.w3schools.com/html/default.asp.

Suggested Assessment Scheme

Performance Indicators Weightage | Marks Awarded

Process Related: ......... Marks* (.......... %}

1. Explanation of practical compenents i.e., section 1.2t01.7 10

2. Clean scurce code, and step-by-step explanation. 25

3. Viva voce 15
Process Related: .......... Marks* {..........%])

4, Source code & It's output 25

5. Preparation of observation tables 15

6. Explanation of observation tables & interpretation made 10

Total 100%

* Marks and percentage weightage for product and process assessment will be decided by the
teacher.

Name of the Student:..............coooiiiin i Signature of Teacher
Marks Awarded with date

Frocess Related Product Related Total
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REFERENCES AND SUGGESTED READINGS
(1] Iformation and Computer Technology, 15t od, Delhi, India: CBSE.

[2] NCERY, fnformation and commuaication technology © Texibook for class 1X. New Delhi: National
Councl! of Educational Research And Training, 2019,

[3] QR Codes Content,” digital nios.ac.in. ttp://digital.njos.ac.in/topic.php?id=330en24 (accessed
Aug. 19, 2021).

[4] 1 Bayross, Heb enubled commercial applications development using .. HTML, DHTML, Javascript,
Perl CGHE fwith €D]., 3rd od. New Delhi: BPB Publication, 20035,

[3]  W3Schools, “HTML lutorial.” W3ischools.com, 2019, www.w3schools.com/html/default.asp

[6] W3Schools. *CSS Tutorial,” W3schools.com, 2019, www.w3schools.com/css/detault.asp.
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4 Open Office Tools

UNIT SPECIFICS

In this unit, learners will learn and practice different open-source programs of Apache Open Office (AOO)
software. Unit includes AOQO’s Writer program used for basic word processing tasks, CALC program for
manipulating tabular data in form of spreadsheets and Impress program for presentation preparation.
Adequate practice of these programs will surely enhance basic software skills of learners.

RATIONALE

It is well known that IT systems are used for information display to advanced data processing and research
tasks. But if we look at the uses happening around us, it is being used in abundance in office suite tasks
like word processing tasks, calculation tasks, presentation tasks, etc. Therefore, it is necessary to study
such software in use for these office suite functions.

OpenOffice is an open-source software suite that can runs on several hardware architectures and
various operating systems such as Microsoft Windows, Mac OS X, Linux, and Sun Solaris. OpenOffice
includes various tools e.g., Writer (word processor), Calc (spreadsheet), Impress (presentations), drawing
application (draw), a formula editor (math), and a database management application (base). All these
components are well integrated and commonly referred as OpenOffice tools.

PRE-REQUISITES

- Fundamental knowledge of computer systems.
- Basic knowledge of working with Windows or Unix OS environments.

UNIT OUTCOMES

Learners will be able to:

U4-01: Install OpenOffice software and define features of its programs i.e., Writer, Calc, and Impress.
U4-02: Use Writer interface and perform word processing tasks.

U4-03: Use Calc interface and perform calculative tasks of spreadsheet programs.

U4-04: Use Impress interface and prepare impactful presentations.

Table 4.1: Mapping of Unit Outcomes with the Course Outcomes

. EXPECTED MAPPING WITH COURSE OUTCOMES
OUtmt-4 (1- Weak Correlation; 2- Medium correlation; 3- Strong Correlation)
come
. CO-1 CO-2 CO-3 CO-4 CO-5 CO-6 CO-7
U4-01 2 2 1 1 2 3 1
U4-02 2 1 1 1 3 3 1
U4-03 2 1 1 1 1 3 1
U4-04 2 1 1 1 3 3 1
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4.1

INSTALLATION OF OPENOFFICE

‘The mission of OpenOffice developers is to create an office suite software community that will
run on all major platforms. We can leverage the various programs of OpenOffice by installing the
sollware on our compuler system. To inslall OpenQl[Tice, il is recommended Lo go through the system
requirements. Depending on the hardware and operating system of our computer system, we should
download and install the package from the OpenOffice project’s home page. The following steps describe
Lhe process Lo inslall Apache OpenOfflice {AOQQO):

1.

First of all, we need to download the current version from the OpenOffice website ie.,
https://www.openoftice.org/download/index. html
On the above webpage, we have to choose appropriate options for the operating systems,
language, and version of the OpenOffice package to be downloaded. Other than varions
international languages, Apache Open({Tice is also available in Hindi and Tamil languages.
Click on the ‘Download full installation’ button. A full installation file, sized about 135 MB
will be downloaded (see Fig. 4.1).

Download Apache OpenOffice

{Fosted by SourceForge.net - A trusted website)

Select your favorite operating system, language and version: _

| Windows 32-bit (:86) (EXE) v || Engish [US] v|[ 4110 ™

Download full installation [Download language packl
| Important hints for Wind®+#s 32-bit (x86) (EXE) |
Fig. 4.1; Download Apache CpenCffice
Start the installation with the downloaded file in the previous step. As depicted in Fig.
4.2{a) an installation wizard will appear to guide the installation process. By clicking Next,
we will be shown a window Lo choose Lhe inslallalion location. Click on the Install bullon.
The installation process will begin and show some installing information via intermediate
screens,
£ CpenOffice 4.7.10 Setup x 5) OpenCffice 4.1.10 Setup ¥
. Choose Install | ocation |
P Welcome to OpenOffice 4.1.10 Choase the faider in which toinstall OpenOiffice 4.1, 10, ~ Office
'\ : Setup
- Setup will mstall DpenOffice 4. 1. 10n the falawing folder. To nstsl in a dfferent folder, dick
nNel ]Oﬁlce Setup wil guide vou shrough the nstallztion of CpenCffice Browse and soect another folder. Chide Install to stort the installation.

4.1.10.

Itis recommended that you dose al ather applicabion:s
before starting Setup. This wil maks It passible to updste
relevant system fies without having to reboot your
computer.

Click Mext ta continue. Destination Foldar

Browse. ..

# APACHE e

Fig. 4.2: Installation Wizard Screens (a) Welcome Screen (b} Install Location

4, Next, a ‘Customer Information’ form will be presented to take complete customer Information.

Alfter filling the form click on Nexl and then ancther window will be presented Lo choose selup
type. Click Next, after setup type selection. {see Fig. 4.3)
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15 OpenOffice 21,10 - Installation Wizard % | 5 OpenCffice 4110 - Installstion Wizard X
Customer Information . Setup Type .
e o & OpenOffice , & OpenOffice
F your nformation. Choose the setup type that best suits your needs.
Uear Name: Please solect a satup bype.
[Prashant
et The main componerts wil be installed, Resemmanded far most
|epragya| 7 users,
 Custom

~ ) Choose which program features you want instaled and where they
Tnstal this anplication for: ?% wil be mstallad, Recommended for advanced users.

(®) Anwone who Usec this computer (3l uzers)
(Z)Onty for me (Lenovo)

OpenOifice 4.1.10 OpenOffice 4.1.10

st ][ dt> ] [ coned
Fig. 4.3: Installation Wizard Screens (a} Customer Information (b} Setup Type Selection
5. The window depicted in Fig. 4.4{(a) will be shown. Click on the Install button to begin the
installation process. After some time, the OpenOffice installation completed wizard appears
then Click on Tinish. (See Tig. 4.4(b})

< Beck, x| = Cancel

ﬁ OpenDihice 4,110 - Installation Wizaid = ﬂ OpenOifice £1.10 - Installation Wizard o
Ready to Install the Program e Onanofiic Installation Wizard Complabed
The wizard is ready to begin instalation, 2oLULSS e
Chick Install 1o begin the instalation, I The ]nsta!ah‘uq N:urd has successfully instaled CoenOifice
T you want to review or change any of your instalation settings, dick Back. Cick Cancel & OpE‘ﬂOfﬁC@ 120, Clk Frsh fo 2t the waarc.
exit the wizard.

=] create a startink en dzsictop

/ reace

OpenOffice 4.1.10
Cancel

< Bad:

Fig. 4.4: Installation Wizard Screens (a) Bagin Installation {b) Finish Installation

6. Now, we will have a start link on desktop, We can open the OpenOffice4 by double-clicking the
link. Initial screen with all the OpenQOffice programs will be shown as depicled in Tig. 4.5.

£ Dpenl e
Sk Edi. Wew Toes Woedow Help

&3 OpenOffices

;;' E Lravang
‘i-g Spreadshast @ Datsbaze
E Preszntation E Formula
g Cpen. - E‘ lermplates..
eSS

Fig. 4.5: OpenOiffice Start Center
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The Advantages of OpenOffice

OpenOffice software possesses several benefits over other office suite counterparts. Some of these are:

1.
2.

10.

No licensing fees: It's free software. Anyone can use and distribute it without any charges.
Open source: Source code is openly available. Users can distribule, copy and modily Lhe
software as per the AOOs Open-source licenses.

Cross-platform: The software can be inslalled in several hardware architeclures and under
multiple operating systems.

Extensive language support: Tts user interface is available in more than 40 languages including
Hindi, Tamil, etc. It also supports spelling, hyphenalion, and thesaurus dictonaries in over 70
languages.

Consislent inlerface: Provides user inler(aces wilh a similar look and (eel for beller
administration.

Integration: AOQO’s components are integrated e.g,, spelling checker is used consistently across
the suite. Drawing tools available in Writer are also usable in Cale, Impress and Draw.
Granularity: AOO options can be set at the component level or even document level.

File compaltibilily: In addilion Lo its nalive OpenDocument formats, AQQ includes PDI and
Flash export capabilities, as well as support for opening and saving files in many common
formats including Microsoft Office, HTMIL, XML, etc. Tt also includes the ability to import
and edit some PDE files.

No vendor lock-in: Supports Open Document format ie., an XML, it can be opened in any
lexl edilor.

Community support: Worldwide community to fix the software issues and software
enhancement.

4.2 OPENOFFICE WRITER

The writer is the word processor component of Apache OpenOffice (AQO). It is a free alternative to
Windows MS Word, The writer has all features we expect from a modern, fully equipped word processor.
Using writer, we can create documents such as reports, letters, create complete books with contents,
diagrams, indexes, agendas, minutes, or carrying out more complex tasks such as mail merges. It provides
Lthe usual fealures of a word processor: enter and edil lexl, spelling check, lhesaurus, hyphenalion,
autocorrect, find and replace, automatic generation of tables of contents and indexes, mail merge, and
others, In addition, the Writer provides these important features:

-
-

421

Templales and slyles

Page-layout methods, including frames, columns, and tables

Embedding or linking of graphics, spreadsheets, and other objects

Built-in drawing tools

Master documents—to group a collection of documents into a single document
Change tracking during revisions

Database integration, including a bibliography database

Export to PDF, including bookmarks

Parts of Writer Interface

‘The Writer interface is depicted in Fig. 4.6. Features of the Writer interface are described below.
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Title Bar

Il is situated at the top of the Wriler window and shows Lhe (ile name of Lhe current decumenl. Tig 4.6
shows the Title Bar on top having Chapterd Wirtre Interface.odt as the file name.

Menu Bar

The menu bar is just below the litle bar having various menus. When a menu is clicked il dropdowns
and displays several commands. We will discuss one by one each such menu.

Menu Bar Title Bar Standard Toolbar
E‘ Chapgesd_Writre_Interface.odt - OpenCifice Writer ;' - ) W
File Ecit” Wiew |lrsert Format Table Tools Window Help r x
B-EB-Be 2 BER Y G- B - @E-» hPEE 940, | o
B |Default < | Times Hew Roman ~[[ 112 ~ B 4 U == == |iZi-e=4= | BA-% -5 - } Properlies Pane
":_‘:d; R L R et S A5y & A Properties 5 E_
Hello Learnefs, = Text .
Tirines Mew Rorman w| 12 |
= .h"
1 B 7 U-~-ms= /& _Er iy
i 1no = 3
Formatting Toolbar AR N A W- .
@
Rul.cr | Faragraph
Selection Side Bar—— . _ . » -
MOdC Spacing: Indent:
g a= 9= &= i o3
) e Lav =R
Page Number Status Bar Insert Unsaved View Layoul .
b Mode (Jhanges IS 0.00 2l == oo =
: T 3| = om 2 == oo+ |2 Zoom
- 5
: || Rl = o Gpugrls
Page 1/1 Default English (USA) INSRT |5TD |+ AEEEY Q= o @ 0%

Fig. 4.6: OpenOiffice Writer Interface

File Menu contains commands which apply to the entire document such as Open, Close, Save
As, Digital Signature, Prinl, and Export as PDLE Dropdown menu with various commands is
depicted in Fig. 4.7(a).

LEdit Menu contains commands which apply to the entire document such as Undo, Repeat,
Auto 'lext, Find and Replace. 1t also contains commands to cut, copy and paste the contents of
your document. The Dropdown menu with various commands is depicted in Fig. 4.7(b}.
View Menu contains commands which conlrol the display of documents such as print layout,
web layout, Fullscreen view, Zoom control, etc. It also can show/hide various toolbars on the
main window. The Dropdown menu with various commands is depicted in Fig. 4.8(a).
Insert Menu contains commands for inserting elements into header, footers, and
pictures in the document. Tt also has commands to insert manual breaks, special
characlers, sections, hyperlinks, bookmarks, and cross-relerence. Trames, objecls,
Movies, and sound can also be inserted with corresponding commands. The Dropdown
menu with various commands is depicted in Fig, 4.8(b).

Format Menu contains formatting layout commands for our documents using Styles,
Formatting, Paragraph, Bullets, and Numbering options. The Dropdown menu with various
commands is depicled in Fig. 4.9(a).

Table Menu contains commands about manipulation of table structure e.g., insert, delete,
merge, split, select. In addition, it also contains content formatting commands like AutoFormat,
Autofit, sorting, etc. The Dropdown menu with various commands is depicted in Fig. 4.9(b).
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File Edit View |Insert Format Table JTools Window Help Edit

E] New b E Text Docurmnent Ctrl+ N

2 open.. Ctri+0 | [# Spreadsheet
Recent Docurnents b @ Presentation

(% Wizards » t£ Drawing

- @ Database

@ Close
Save Ctri+S @ HTML Document ﬁ

ﬁ Save As.. Cirl+Shift+5 E AML Form Document
Saye All B Master Document
Reload E Formula |E|
Versions... 2 Labels

[% Export. & Business Cards
Export as PDF... ] Templates and Documents &
Send 3 &{‘

#]  Properties.. _
Digital Signatures... @
Templates 3
Preview in Web Browser

(% Page Preview

&y Print... Ctel+P

View Insert Format Table Tools
Undo: Typing: ‘India’ Ctrl+Z
Can't Restore Ctrl+Y
Repeat: Typing: ‘India’ Ctrl+5Shift+Y
Cut Cirl+X
Copy Ctrl+C
Paste Ctrl+V
Paste Special... Ctrl+Shift+V
Select Text Ctrl+Shift+|
Selection Mode v
Select All Ctrl+A
Changes "
Compare Document...

Find 8 Replace... Ctrl+F
AutoText... t& Ctri+F3
Exchange Database...

Fields...

Footnote/Endnote...
Index Entry...
Bibliography Entry...

Hyperlink...

Fig. 4.7: Writer Interface Menus (a) File Menu (b) Edit Menu

View

Insert  Format
Print Layout
Web Layout

Toolbars
Status Bar

Input Method Status

Se- @il

~  Ruler
¥ Text Boundaries
= Field Shadings Ctrl+F8
Cm Field Names Ctrl+F9
91 Nonprinting Characters Ctrl+F10
¥ Hidden Paragraphs

Comments
@ Data Sources F4
#  Navigator F5
v Sidebar
& Full Screen Ctrl+Shift+)
Q Zoom...

Table Tools Window Help

Insert Format Table JTools
C N [a‘l v ng |_@ = Manual Break...
Fields »
L w112 v B I n Special Character...
, 3D-Settings Formatting Mark ,
Align - )
Bullets and Numbering & zection...
Drawing @ Hyperink
Drawing Object Properties Header s
~  Find Footer s
Fontwork Footnote/Endnote,..
Form Controls Caption...
Form Design 2 Bookmark..
Form Mavigation & Cross-reference...
¥ Formatting E Comment Ctrl+Alt+C
Frame Seript..
Ingert Indexes and Tables  »
Media Playback Envelope..
OLE-Object
Picture O] Frame..
~  Standard = Table.. Ctrl+F12
Standard (Viewing Mode) h Horigontal Ruler...
Table Picture 3
Teat_ Object ¥F  Movie and Sound
Tools Object b
&; Hyperlink Bar [7] Floating Frame
fx Formula % File..

Fig. 4.8: Writer Interface Menus {a) View Menu (b) Insert Menu
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7. ‘lools Menu contains various utility functions like Spelling and Grammar, Mail Merge Wizard,
AutoCorrect, and Options, The Dropdown menu with various commands is depicted in Fig. 4.9(c).

8. Window Menu conlains various commands Lo control the display ol various opened wriler
windows. The new window command opens another window whereas the close command
closes the current document, A list of opened documents can also be presented to switch
between the documents.

9. Help Menu contains link to open the AQO help file. Update options check for any available
updale for the sollware. Il also gives informalion aboul the version and license informalion of
the program.

Format Table Tools Window |} Table Tools Window Help Tools Window Help
Default Formatting Ctrl+M Insert o A\g} Spelling and Grammar... F7
%@ Character... Delete ¥ Language '
4l  Paragraph... Select » Word Count
§% Bullets and Numbering... t=] Merge Cells Outline Numbering. .
Page.. =5 SplitCells Line Numbering...
Change Case ’ Protect Cells Footnotes/Endnotes...
Columns... Merge Table s
Sections. Split Table S
44i.  Media Player
# Styles and Formatting F11 %, AutoFormat...
AutoCorrect ' Autofit , Bibliography Database
Anchor ' Heading rows repeat Mail Merge Wizard...
Wrap ’ Convert v
. Sort...
[..er Alignment y A ot
- e Calculate Ctrl++
Arrange 3 "
lip ' Jx Formula F2 Update ’
Group , Number Formﬁ:lt... T X
, v Table Boundaries .
Object ' Extension Manager...
m #d Table Properties... XML Filter Settings...
ure. AutoCorrect Options...
Customize...
Options...

Fig. 4.9: Writer Interface Menus (a} Format Menu (b) Table Menu {c) Teols Menu
Toolbars

As per mobilily of toolbars, the writer supports several loclbars i.e., docked, [loaling, and tear-oll loclbar.
A docked toolbar is fixed by default but it can be moved to different locations. 1'he standard toolbar
as depicted in Fig, 4.6 is a docked toolbar. The standard toolbar is also available in Cale, Tmpress and
Draw programs of AQQO. Floaling loolbars are conlext-sensilive. Il appears as per the currenl cursor
position or selection. For example, when the cursor resides in a table then it will show controls about
the table whereas, in the case of a bulleted list, it will show controls about bullets and numbering. The
second toolbar at the top i.c., the formatting toolbar is an example floating toolbar in AOO. "lear-off
toolbars can be opened via a triangle on toolbar icons as shown in Fig. 4.10. We may hide or move
various Loolbars as lisled below:



126 | Introduction to IT Systems

« 'l'o display or hide toolbars, choose Toolbar learsoll =
_ ) dFl i
View — Toolbars, then click on the and Float Besic Shnpes
name of a loolbar in Lhe lisl as shown in [P == 0 e ke
Fig. 4.8(a). A — A U U
g 4.8a) CARMVS & C ARV W
» To move a docked Loolbar, place the _ - -
mouse pointer over the toolbar handle, @wvoeowryoa vwewy@oa
hold down the left mouse button, drag B9 B O 89 B O
the toolbar to the new location, and then _ L} :
release the mouse button. SO -ETH P~ - &
« To move a (loaling toolbar, click on ils I
title bar and drag it to a new location. Triangleon  Point Cursor
toolbar icons  heee & Drag

Right-cﬁck {context) menus Fig. 4.10: An Example of Tear-off Toolbar

Users can right-click on a paragraph, graphic, or other objects to open a context menu. Tt is the fastest
and easiesl way Lo reach a lunclion of the right-clicked objecl. Il you're not sure where in Lhe menus or
toolbars a function is located, you can often find it by right-clicking.

Rulers

Rulers are used lo conlrol and see page margins, paragraph indents, and various alignmenl of wriler
objects. It can be shown or hidden via ruler check mark in view menu as depicted in Fig. 4.8(a). To
enable the vertical ruler, navigate to Tools — Options — OpenOffice.org Writer — View and select
Vertical ruler.

Status bar

The Writer status bar is located at the bottom of the workspace, Tt provides information about the
document and convenienl ways (o quickly change some document fealures. It is shown at the boltom
of Fig. 4.6. It contains page number, page style, language, writer mode, file save status, digital signature,
document view layout, page zoom controls, ete,

a3

i# Spreadsheet

4.2.2 Starting a Document

There are many ways to open a fresh text document in AQQ - _
) / . i Presentation
Writer. = )
2| Drawing

I. Via Operating system Menu: {2 Database

-

We can open any AOO program by using the
operating system menu. To do so, open the
application by selecling Start — Programs —
Writer or “lmpress, Cal &Draw’™

Alternatively, you may just hit the windows key/
search button on the bottom right corner of
windowsl0 and simply type “writer”; it will show an
icon for Lhe OpenOffice Wriler App; On Clicking Lhe
icon, we will have a new document opened.

E,F-:rmula

L, From Template...

Qpen Document...

v Load OpenOffice During System Start-Up

Exit Quickstarter

C
Q-

£:56 PM
28-Jul-21

%f:-

Fig. 4.11: Cpen New Document
via Quick Starter
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2. Via QuickStarter: We can use this method to open a fresh document. For the purpose we have
to enable this feature one time by Tools Menu — Options — OpenOftice - Memory —
OpenOffice QuickStarter. We can use QuickStarter icon at bottom right side of taskbar as depicted
in [ig. 4.11.

3. Via Start Center: Qpen Start Center by clicking on the OpenOffice icon (either on desktop
shortcut icon or by Start — Programs — OpenOftice App). Now we can open a new document
with the start center option “lext Document” {see Fig. 4.5) or by lemplates.. — New
Documenl.

4. Via File Menu: Il a documenl is opened and we wanl anolher Lo open, Lhen the oplion of
the File menu — New — Text Document {Shortcut Key Ctrl + N) can be used.
{See Fig. 4.7)

4.2.3 Opening a Document

An already crealed documenl can be opened in several ways.

: . : : C\Users\LenovohDesktop\Untitled 1.0dt
1. Via QuickStarter: Open QuickStarter by the method serEmEneus Eep e o

shown in Fig. 4.11 and then click on the open
document. 1t will show an open dialog box to browse
for the desired file Lo be open.

s ChUsersiLenovoDesktopiwebsites bt
o Quick-reference-guide-Libreoffice 7.x-Er
: D1 Pras.\Chapterd_8luly_9 PM_0OSystem

I (U P =

Clear List

2. Via Start Center: Open Start Center by clicking on Fig. 4.12: Open Document with
Start Center

the OpenOffice icon (either on the desktep shortcut
icon or by Start — Programs — OpenQOffice App).
o Click on the Open... icon, shown in the start center. See Fig. 4.12
+  We can open from a list of recent documents as shown in Fig. 4.12.
o 'The document can also be open from the menu option File — Open (shortcut key Ctrl +
0}
»  Recenl Documents list of the File menu
The above methods are also applicable if one document is opened and we want another to open.

" | G fn *
4.2.4 Saving a Document B
Ao s This?C » Deshtos w W) Scarcn Dasktos
A newlv crealed documenl can be saved in _ _
! Urganze = lew tador Cir i 'D
INANY Ways. 2
} Y N . & Trig 2 ¢
»  Select Tile — Save (See I'ig. 4.7(a)) B 20 Ozjects R K K al R
+  Select File — Save As = :”“"" : aTERH AWSN  © o ghe  Dsde
=| o amarts w 1C2203 rogrammi Qrens ¢ SCELp
«  Click on the Save Tcon (floppy icon) e e TS .
on the St‘dl"ldal‘d tOO]-bar' Save oxtyps J0F Tt Socumicnt Lot (7o) \'
NN Tect Tacument Lodt *.od8)
L] Sh{}rt Cut ke)" Ctrl + S E‘E‘IFTezt:ocuﬁenl:'ll'smpllabefol.—.] (*.ott)
. Cpen2ice org XML 1.0 Tex: Documens (o]
When we apply any of the above actions, Lp
. . . T i (doc; (".doz)
a save as dialog bo;x: V\ll! open. We have to R
provide Lhe name of the lile, ils Lype, and the  |» nderaser T80 ,;_'_'__“5,‘”:'*_" f"f-
location where we want to save the file. We VAL Drocusnent o erdthce Water Lt
. . Do Buwre L] (%.enr 1)
Can save a dUClllTlETlt M yarious supported Microsafs Ward 2003 3L Cxrl) (*3m
- . Unferm 2icc F T2 Tt Tuzt) ©ouct)
ﬂ)l‘maLS. E}ee .I.—"l - 4.1 3 U:1|0cc;n'.'1h:lzr;o::::b:;.t[.uo':l[’qo;c
g

Fig. 4.13: Save as Dialog Box
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4.2.5 Closing a Document OpenOffice 4.1.10 X
A document can be closed in many ways. . The document "Untitled 1.odt" has been modified.
. Select File —» Close Do you want to save your changes?
= Cross Icon al righl most of Menu Bar Discard Cancel

If our document is not saved after the last
modificalion then il will alert us and display a Dialog
Box as shown in Fig. 4.14. Click on save to save the modifications. Select Discard if do not want to save
the last modifications and select cancel if you want to work on the document again,

Fig. 4.14: Document Modified Dialog box

4.2.6 Printing a Document

1. Quick Printing: Thisoption ~ Pin. X
Can be l]tllized 10 -qulck_lv General  OperOQTive Wiler  Feye Layoul Oplivis
* 8.500n (_=tter]
send a document to your i
defaull printer. Click on the e Fax
“ . . R = HP | az=rler Frn bA201-MPNZ PCOA
Print File Directly {Default Musoll it wPOF .
+ Detzig

printer name}” icon on the
standard toolbar.

1180

Range and copies

. : . TR (®) All peges Mumber of copizs |1 =
2. Controlled Printing: It is a e OPagss 12 : ;
. - . = . Colele Bt
customized printing option. = Sellcvion e R e
LI Prin.in reverse pay= wrcen

We can sel paramelers [or b
printing. To execute this Comnmen's, [Wene (dozamanz or

command, select File - 1]42 '

Print or Keyboard shorleut e i e
Ctrl + P will open a print P

dialog box as shown in Fig, Fig. 4.15: Print Dialog Box

4.15. We have to provide our printing preferences like page range to be print, printer name, number
of copies, order of printing, page setup, quality of printing, layout {pages per sheet), etc. Then
click on the Print button.

4.2.7 3election, Cutting, and Pasting in a Document

Selection, Cul, and Pasle operation in the AQQ Wriler applicalion is lhe same as in other applicalions
of a computer system. We can use mouse, keyboard, menu commands to perform these operations.
Text can be copied within the document or between various other documents.

o cut or copy (with text selected) you can use:

»  Keyboard shortcuts: Control + X (cut) or Control + C {copy)

+  Menu selections: Edit — Cut or Edit — Copy

+  Contextual menus: Right-click text selection and choose Cut or Copy

= Icon sources: Cul or Copy

Pasting text places, the cut or copied text in the document. When pasting text, the formatting result
depends on Lhe source and how you paste iL. To pasle and relain original formalling use:

+ Keyboard shortcut: Control + V

+  Menu selection: Tidit — Paste

+  Contextual menu: Right-click and choose Paste
+ Tcon Source: Paste
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4.2.8 Character Formatting

We can apply many formats at the character level using the command buttons on the Formatting toolbar.
The Formatting toolbar is shown below (Fig. 4.16) as a floating toolbar, customized to show only the
icons for character formatting.

wld | | Default w | | Times Mew Roman w12 v| B 7 UM®&mMB &I E v Q, - | BR
[ T T 1 1| | |
1 2 3 4 5 6 7 8 9 11 1

|
13 14 15

e —

0

e
B3

Fig. 4.16: Formatting Taolbar Showing lecons for Character Formatting

L. Styles and Formatting window 2. Apply Style 3. Font Name

4. Tonl Size 5. Bold 6. Ilalic

7. Underline 8. Superscript 9. Subscript

10, Increase Font 11. Reduce Font 12. Font Color

13. Highlighting 14 Background Color 15 Characler Format dialog

4.2.9 Paragraph Formatting

You can apply many formats to paragraphs vsing the buttons on the Formatting toolbar. The Formatting
oolbar is shown below (Fig. 4.17) as a [lealing loelbar, customized Lo show only the butlons for
paragraph formatting.

Formatting - ™
e | | DefaLlt wll=l===|=s|=E = iz iz & o= | @l
| | RN ]
1 2 3 4 5 & 7 B S 10 11 12 12 14

Fig. 4.17: Formatting Toolbar Showing lcons for Paragraph Formatting

. Styles and Formatting window 2.  Apply Style 3. Align Left

4. Cenlered 5. Align Right 6. Juslified

7. Line Spacing: 1 8. Line Spacing: 1.5 9. Line Spacing: 2
10, Numbering On/Oft 11. Bullets On/Off 12. Decrease Indent
13. Increase Indent 14. Paragraph Format dialog

4.2.10 Finding and Replacing of Text

The wriler program supporls Lhe (acilily to ind  [gnq & Replace %
a specilic lext and replace it with olher Lexl with
. . noq- . Search f .
its “Tind & Replace” dialog box. The dialog box | == Find
. » Indi ~
can be opened via Lhe standard toolbar’s e Find Al
binocular icon or Cirl + T Keys or Edit Menu —
Find & Replace command (see Fig. 4.18). Replace with =
The Find & Replace dialog can be utilized for Bharat b —
. ) eplace All
various search lasks as described below:
» [ind and replace words and phrases Match case .
+  Use wildcards and regular expressions to W sy
fine-tune a search
. ) . Help Close
+ bind and replace specific formatting

+ Find and replace paragraph styles Fig. 4.18: Find & Replace Dialog Box
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The Find & Replace process is performed as:
1. Type the text vou want to find in the Search for box.

k2

a search for similar words.

Type the new text in the Replace with box.
You can select various options such as matching the case, matching whole words only, or doing

4. When you have set up your search, click Find. To replace text, click Replace instead.

4211

Spelling and Grammar Checking

The Writer provides a spelling and grammar checking facility, accessed via Tools — Spelling (See Fig.
4.9(c)) and Grammar or I'7 shorlcut Key or by clicking on icons on the standard toolbar as described

in the table.

Table 4.2: Spelling and Grammar Checking

ABLC
T

AutoSpelicheck

AutoSpellcheck checks each word as it is typed and displays a wavy red line
under any misspelled words. Once the word is corrected, the line disappears.

Spelling and
Grammar dialog

"3559 To perform a separate spelling check on the document (or & text selection)},
click the Spelling and Grammar button. This checks the document or selection
and opens the Spelling dialog box if any misspelled words are found.

« Dictionary language can be
changed on the Spelling and
Grammar dialog box.

» By default, a Grammar checker is
not available but that can be
installed as an extension. Navigate
lo Tools — Language
— More Dictionaries Online

+  Youcan add a word to a dictionary.
Click Add in the Spelling and
Grammar dialog box and pick the
dictionary Lo add il lo.

4.212 AutoCorrect

The wriler’s AuloCorrect [unction has a
long list of common misspellings and
typing errors, which it corrects
automatically. For example, “abotu” will be
changed lo “aboul” Selecl Tools —
AutoCorrect Options to open the
AutoCorrect dialog box (See Fig. 4.9(c)).
‘There you can define what strings of text
are correcled and how. To slop the Wriler
from replacing a specific spelling, go to the
Replace tab, highlight the word pair and
click Drelete. (See Fig. 4.20)

Laclling: Englisk [USA]

Textlanguagz "% Engisn (USL) -
Met in cickionany
bvery ndivicua, by nature, seks last ng peace anc oleazurz and dec res A gouae Dnee
sLstaines eliz® from pa n and suffer ngs :
lgnore &l
- Aod E
Suggestions
- Lhange!
5005 l‘\.\d
)
£ Chznge All
5Crs
cebs W AutoComact
L=lp Jpricns.. Clgse
Fig. 4.19: Spelling Checking
AutoCorrect x
Replacerments and exceptions for language: English [(USA)
Replace Exceptions Options Localized Options Word Completion
Replace With:
about
4 % A
- Delete
abouta about a
acommuodate accommodate
acomodate accommodate
actualyl actually
additinal additional -
Caeo o i
QK Cancel Help Reset

Fig. 4.20: AutoCorrect Options
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4.3 OPENOFFICE CALC

Calc is the spreadsheet component of Apache OpenOffice. It contains most of the features found in
spreadsheets. Spreadsheets allow us to organize, analyze and store data in tabular form. In spreadsheet
we can manipulate Lthis dala Lo produce cerlain results. Cale is similar to Microsoll Excel and capable
of opening and saving various spreadsheet file formats. Other features provided by Calc include:

+ Calc consists of several individnal sheets, each sheet of cells arranged in rows and columns.
+ bunctions, which can be used to create formulas to perform complex calculations on data

» Database functions, to arrange, store, and filter data

»  Dynamic charts; a wide range ol 2D and 3D charls

+  Macros, for recording and executing repetitive tasks

« Abilily Lo open, edil, and save Microsoll Excel spreadsheels

+ Import and export of spreadsheets in multiple formats, including HTML, CSV, PIJE, etc.

4.3.1 Introduction to Spreadsheet, Sheets, and Cells

In Calc, we creale [iles Lhal are called spreadsheels, consisls of several separale sheels. Each sheel
containing cells arranged in rows and columns. A specific cell is identified by its row number and
column letter. Fach spreadsheet can have many sheets, and each sheet has a large number of
individual cells. In Cale, each sheet can have a maximum of 1,048,576 rows and a maximum of
1024 columns.

4.3.2 Parts of CALC Interface

The CALC interface is depicled in Tig. 4.21. Tealures of the CALC interface are described below. The
menu bar, title bar, formatting toolbar, and standard toolbar have the same functionality as we discussed
in the AQO Writers Interface in section 4,1, A new toolbar i.e, Formula bar is elaborated below,

Menu Bar Title Bar Formatting Standard
iﬁ Call!lnterfacc.ods OpenCifice :alc* Too]_ba_t‘ f()OlbaI‘ = O >
File Edit ¥iew |nset Format Tools Data Window Help
B-rEB-E = 2 EER Y LB -F D By by REEEQ @ o -
B Al === % W ez O-2-4-
D5 Praperties X =
: ]l G | H [ T Sl Text s
]
2 Na.llle Arial | |10 v
E Function Button Formula ()
] - F ]
2 Box Button - B J U~ iy & I
B — ar
5 Function a- ,..
' - Column &
a Wizard =l Alignment
L 2 Headers rs = m| |= = _ £
o Active Cell . == == =
Si € dL ft indent: AT,
| 12 Row Headers i et . ] Wrap test
It :i Ba'r Opt hd ] Merge cells
15 Sheet tabs Status bar Text prientation:
I :.s, l — D degrees w7
1 v | " O Vertically stacked
|14] 4 [ |[¥i] Sheetd i Sheet2 [Sheets [ IE: | werealy ke v
Sheet1/3 Default sTD Sum=0 = & @ | 100 %

Fig. 4.21: OpenOffice CALC Interface
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Formula bar

‘The formula bar is shown in Fig. 4.21, below the formatting toolbar. 1t consists of various controls which
are annotated with dark background color in Fig. 4.21. The Name box holds the address of the currently
selecled cell which is D5 in our case. The Tunclion Wizard is used lo view or insert available inbuilt
functions. It also shows the parameter list and syntax of the functions. Clicking the Sum button inserts
a formula into the current cell that totals the numbers in the cells above the current cell, Clicking the
Function butlon inserts an equal {=) sign into the selecled cell and Lhe Inpul line, thereby enabling Lhe
cell to accept a formula.

Individual cells

The main section ol the screen displays Lhe cells in the Torm ol a grid, wilh each cell being at Lhe
intersection of a column and a row. At the top of the columns and at the left end of the rows are a
series of gray boxes containing letters and numbers. These are the column and row headers. The columns
start at A and go on to the right, and the rows start at 1 and go down. An active cell is depicted in Fig.
4.21.

Sheet tabs

At the bottom of the grid of cells are the sheet tabs. T'hese tabs enable access to each individual sheet,
with the visible (active) sheet having a white tab. Clicking on another sheet tab displays that sheet, and
its tab turns while. You can also selecl mulliple sheet Labs al once by holding down the Conlrol key
while you click the names. Sheet tabs are shown in the bottom left corner of Fig. 4.21.

4.3.3 Starting, Opening, Saving, and Closing a Document

Starting of CALC documentl can be Via Operaling system Menu, Via QuickSlarter, and Via Slarl Cenler.
‘Ihe process is already illustrated on pages number 105 & 106. An already created CALC document
can be opened Via QuickStarter or Via Start Center as discussed on page 106, Similarly, saving and
closing ol a document also follow the AOQQ's slandard procedure as we discussed during the Wriler
component.

4.3.4 Freezing/Unfreezing Rows and Columns

Freezing locks, several rows al Lthe (op of a spreadsheel or several Window Help

columns on the left of a spreadsheet or both. Then when scrolling New Window

around within the sheet, any frozen columns and rows remain in B Close Window Ctrl+W
view. Split

Freeze

Freezing a row and a column
%  Hello.ods - OpenOffice Calc

1. Click into the cell that is immediately below the row you want Untitled 1.0dt - OpenOffice Writer
frozen and immediately to the right of the column you want . g. 4.22: Freezing Rows and
to be frozen. Columns

2. Choose Window — T'reeze. A dark line appears, indicaling
where the freeze is put.

Unfreezing

To unlreeze rows or columns, choose Window — Freeze. The checkmark by Treeze will be removed.
’
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4.3.5 Creating a Chart

Calc supports a variety of charts and graphs to present numeric data efficiently and conveniently. Using
Calc, you can customize charts and graphs to a considerable extent. Many of these options enable you
lo present your informalion in Lhe besl and clearesl manner. To undersland it practically we recreale a
chart which was presented in unit 1 i.e., percentage share of the browser market (See Fig. 1.3}. The
step-by-step process will help us for easier understanding,

1. Imsert dala into the CALC which is Lo be graphically presented.

2. Select the data to be included in Chart/Graph formation.

3. Either press Lthe Charl icon on standard Loolbar (See Fig. 4.21) or Click on Insert — Charl oplion.

4. Tt will show a Chart Wizard with the default formation of the chart as per the given data. Chart

Wizard is depicted in Fig. 4.23. Now with chart wizard, we can customize our chart.

=)

]
File Edit View |Insert “ormat Teol ‘Window Helo
T B-EB-H= B S &l o
| w |F;'||||:l Seleclion :l E 5 AR j]E .
A . C | D E | F [ G | B | I [ ] | K | L
1 |Crowser Market Shar ' 1
z |Chrome 63.68
I |safari 2.75 aC
4 |Edge 8.1
o [Firefox 7id 0
£ _[Opera 2.5 5C Chart Wzard
'.Other 3.82
A 5C Steps Choosc a chart type
O
10 . [ o]
T s ", Chart Type E -
& 30 2, Daza Range @ Pe |-I-| q
13 2. Daza Seriec E Lres
20 -
14 4. Chart Eements @_ Line Mornal
1 1€ [ XV (Scatter)
15 . *2 Butble 130 Luuk
| 17 0 @é L= Shape
13 Chnme  Safar |Bn Stock
13 m Column and Line Cylinder
RN n Cone
21 Pyramic
22
23

Fig. 4.23: Creating Chart with Chart Wizard

‘The Chart Wizard has three main parts: a list of steps involved in setting up the chart, a list of chart
types, and the options for each chart type. Chart wizard includes four steps to draw a powertul chart.
1. Choosing a charl Llype: A variely of charl lypes are provided, we can select any ol them by
clicking the icon of the chart type. A preview will be shown to us for better selection.

2. Data Range: We can manually reselect the data range (it any error in the previous selection).
3. Data Series: We can fine-tune the data that we want to include in the chart.
4, Chart elements: With the chart elements page, we can give title, subtitle, legends to cur chart.

4.3.6 Creating Formulas

In CALC, we can enter formulas in two ways, either directly into the cell itself or at the input line.
Fither way, we need to start a formula with one of the following symbols: =, + or -, Starting with anything
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else causes the formula to be treated as if it were text. Hach cell on the worksheet can be used as a data
holder or a place tor data calculations. Entering data is accomplished simply by typing in the cell and
moving Lo the nexl cell or pressing Enler. Wilh formulas, the equals sign indicales thal the cell will be

psed for a calculation.

Table 4.3;: Commen Ways to Enter Formulas in CALC

Formula Description
=A1+10 Displays the contents of cell A1 plus 10.
=A1"18% Displays 18% of the contents of A1.
=A1"A2 Displays the result of the multiplication of A1 and A2.

~ROUND(A1:1)

Displays the contents of cell A1 rounded to one decimal place.

Calculates the effective interest for 5% annual nominal interest with

~EFFECTIVE(5%;12) 12 payments a year.

=B8-5UM{B10:B14)

Calculates B& minus the sum of the cells B10 to B14.

=SUM(B8:SUM(B10:B14))

=SUM(B1:B65536} Sums all numbers in column B.

Calculates the sum of cells B10 to B14 and adds the value to BS.

Displays the average of a named range defined under the name

Displays the results of a conditional analysis of data from two scurces.

:”:(03-1 >140, “HIGH”; ”OK"}
otherwise OK is displayed.

44 OPENOFFICE IMPRESS

Impress is Apache OpenOffice’s slide show (presentations) program.
Impress creales presentations in the ODP formal, which can be opened
by other presentation software or can be exported in different
presentation formats, We can create slides that contain different
elements, including lexL, bulleled and numbered lists, Lables, charts,
clip art, and a wide range of graphic objects. Impress also includes a
spelling checker, a thesaurus, prepackaged text styles, and attractive
background styles.

441

Firstly, start the impress in one of the following ways:

Creating new Presentation

+ Ifno component of AOO is open, from the Start Center: click
on the Presentation icon.

»  TIrom Lhe syslem menu or the AOQ Quickslarter.

« From any open component of AOO: click the triangle to the
right of the new icon on the main toeclbar and select
Presentation from the drop-down menu, or choose File —
New — Presentation from the menu bar.

If the contents of C31 is greater than 140, then HIGH is displayed,

B

i=| Text Document

E, Spreadsheet

T
§7] Drawing
= Database

7] Formula

i_", From Template...
Open Document...
v Load OpenOffice During Systen

Excit Quickstarter

- @
540 0
” o/\ L 30-Jul

Fig. 4.24: Starting impress
from Quickstarter
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When you start Iimpress for the first time, the Presentation Wizard (see Fig. 4.25 & Fig. 4.26) is

shown,
1. Under Type, choose one of the oplions:

+ Empty presentation creates a blank presentation.
» Trom emplale uses a Lemplale design already created as the basis [or a new presentalion.
The wizard changes to show a list of available templates. Choose the template you want.

+  Open existing presentation continues work on a previously created presentation, The wizard
changes to show a list of existing presentations. Choose the one you want.

2. Click Next. Fig. 4.25(b) shows the Presentation Wizard step 2 as it appears if you selected Empty
presenlalion at step 1. Il you selecled Trom lemplale, an example slide is shown in the Preview

box.
F Presentation Wizars - X F Presentation Wizars = x
=k
Y ) \ \ (2 EI SGE—K‘_ EE!
Tyae Seact = slide design

{®) Empty presentation
) From zemplate

() Cgen existing presentaticn

[ Provicws

[ Do ot show this wzand again

Help Cancel Create

Preseatafior Backgrounds V

<Qriginal= ~
Elack amd White
EBlue Border

Cluz Lin=s and Gradients
m A

Seect en culput mediem

I Srreen

() Cveshead sheet ) Slide i
[ Provicw

) Paper

Help Cancel <« Back Create

Fig. 4.25: Presentation Wizard (a) Type Selection (k) Design & Output Medium Selection

3. Choose a design under Select a slide
design. The slide design section gives you
two main choices: Presentation
Backgrounds and Presentalions. Each one
has a list of choices for slide designs. If
you want to use one of these other than
<Original>, click it Lo selecl it
The types of Presentation Backgrounds
are shown in Fig. 4.25(b). When you click
an item, a preview of the slide design
appears in the Preview window,
<Qriginal> is an emply background.
Click an item to see a preview of the slide
design in the Preview window.

F=ese=tatinn Wirard

rarirgeTe

wleit a shd=transdinn

Sffect &ope g -

s B
Selewl Ui uoser Laliun Lyp=

#! Lofaulz

[oy-Mmer

Curation of o:us: Vs 1 = [£ Preven

el ancel wa Back [ Cizale

Fig. 4.26: Transition and Presentation Type
Selection in Presentation Wizard

4. Select how the presentation will be used under Select an output medium.

5. Click Next. The Presentation Wizard step 3 appears as shown in Fig. 4,26, Select the desired

speed for Lhe Lransilion belween Lhe dillerenl slides in Lhe presenlalion [rom the Speed
drop-down menu. We have chosen “Fast speed” with “Wipe Right” effect as shown in

Fig, 4.26,

6. Click Create. A new presentation is created.
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4.4.2 Parts of IMPRESS Interface

‘The main Impress window (Fig. 4.27) has three parts: the Slides pane, Workspace, and lasks pane.
Additionally, several toolbars can be displayed or hidden during the creation of a presentation.

Line and Filling Taolbhar Mcnu Bar Standard Toolbar Presentation Toolbar

i) Impresd Interface.odp - OpenOFfice Imprass D o x

File Edt Riew |nset Farmat Jools  Jlide Show Windaw Help 3 l x
B-E]-- = E & e bR @R L %6

PR A - | (000 T3] (B Grays | @ [golor T Blusclasic| & L Properties Pane
Slides * || Mermal Qutfine Motes Handout Slide Sorter Propertics x |=

1

H Layouts
— "
| ’| | ‘ |

=] =

/ Click to add text .
l o
=L Tasks Pane ] .

l, Click to add title

Workspace

Slides Pane
f:_'"
N Slide &
Position Numbher | | ‘ ]
. .Y Zoom In/Out
S EeT 2L @@ - -EB-P-¥%- X2 AR ELG -8 - . 1
11 12537 1.7 £ 0.00 % 0.00 Slide 1/ 1 | Defauit & —e— @ %%

Fig. 4.27: Open Office IMPRESS Interface
Slides Pane

The Slides pane contains thumbnail pictures of the slides in your presentation, Clicking a slide in this
pane selects il and places il in the Workspace. When a slide is in the Workspace, you can apply Lo il
any changes desired. Several addilional operalions can be performed on one or more slides
simultaneously in the Slides pane:

+ Add new slides to the presentation.

»  Mark a slide as hidden, delete a slide from the presentation if it is no longer needed,

« Rename a slide, duplicate a slide or move it to a different position in the presentation.

Tasks Pane sl
‘I'he ‘l'asks pane has several sections. lo expand the section you wish to use, Broperties
. : s : . . %  Master Pages
click on the right-pointing triangle to the left of the caption as shown in st Ag, ’
Lustom Antmation
Fig. 4.28. Only one section at a time can be selected. Slide Transition
1. Master Pages: Here you define the page style for your presentation. Styles and Formatting
2. Layoul: The pre-packaged layouls are shown here. You can choose I
Lhe one you wanl, use it as il is, or modily il Lo vour requiremenls. Navigator
3. Custom Animation: A variety of animations for selected elements Undock
. . o . . Customizati
of a slide are listed. Animation can be added to a slide, and it can e i

also be changed or removed later. Fig. 4.28; Opening Task
Pane Section
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4. Slide Transition: We can select transition type, its speed (slow, medium, fast), choose between
an automatic or manual transition, and choose how long the selected slide will be shown.

Workspace
The Workspace has five tabs; Normal, Outline, Notes, Handout, and Slide Sorter. These five tabs are
called View bullons. The Workspace below the View bullons changes depending on the chosen view.

L. Normal view: Normal view is the main view for working with individuval slides. Use this view
Lo formal and design and Lo add Lex(, graphics, and animation ellects.

2. Outline view: The outline view contains all the slides of the presentation in their numbered
sequence. Tt shows topic titles, bulleted lists, and numbered lists for each slide in outline format.
Only the text contained in the default text boxes in each slide is shown.

3. Notes view: Use the Notes view to add notes to a slide.

a. Click the Notes tab in Lhe Workspace.
b. Select the slide to which you want to add notes.
¢. In the lext box below the slide, click on the words Click Lo add noles, and begin Lyping.

4. Handout view: The handout view is for setting up the layout of your slide for a printed handout.
Click the Handout tab in the workspace, then choose Tayouts in the Tasks pane. We can choose
to print 1, 2, 3, 4, 6, or 9 slides per page.

5. Slide Sorter view: Slide Sorter view contains all of the slide thumbnails. Use this view to work
wilh a group ol slides or with only one slide.

Toolbars

Many toolbars can be used during slide creation; they can be displayed or hidden by clicking View —
Toolbars and selecling [rom the menu.

Status bar

The Status bar, located at the bottom of the Impress window, contains information that you may find
uselul when working on a presenlalion.

Navigator

The Navigator displays all objects contained in a document. It provides another convenient way to move
around a decumenl and find items in iL. Te display the Navigalor, click its icon on the Standard Loolbar,
choose View — Navigator on the menu bar, or press Ctrl+Shift+E5.

4.4.3 Formatting a Presentation

A new presentalion only conlains one emply slide. In Lhis seclion, we will starl adding new slides and
preparing them for the intended contents.

Presentation ¥ X
inserting slides % slide i@ slide Design [ slide Show
This can be done in a variely ol ways: Fig. 4.29: Presentation Toclbar

v Insert — Slide.
»  Right-click on the present slide, and select Slide — New Slide from the pop-up menu.
+ Click the Slide icon in the Presentation toolbar.
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Sometimes, rather than starting from a new slide, you want to duplicate a slide you have already inserted.
To do so select the slide you want to duplicate from the Slides pane and then choose Tnsert — Duplicate Slide.

Selecting a layout

In the l'asks pane, select the Layout drawer to display the available layouts. 'The Layouts differ in the
number of elements a slide will contain, from a blank slide to a slide with six contents boxes and a title.
To select or change the layoul, place Lhe slide in the work area and select Lhe desired layoul (rom Lhe
layout drawer in the lask Pane. Several lavouts contain one or more content boxes. (See Fig. 4.30(a)).
Fach of these boxes can be configured to contain one of the following elements: Text, Media clip, Pictuore,
Charl, or Table. You can choose Lhe type of conlent by clicking on the icon thal is displayed in Lhe
middle of the contents box as shown in Fig. 4.30(b). If instead, you intend to use the contents box for
text, just click anywhere on the box to get a cursor.

=l Layouts

| | I Insert Table
—_—

Insert Chart
]
Insert Picture H Insert Movie
| | | _ B M

Fig. 4.30: Presentation (a} Slide Layout Options (k) Insert Content Type

Modifying the slide elements

Our slide contains elements as per our chosen layout slide; We may remove unneeded elements and add
objects (such as pictures), as well as insert text. To add any pictures or objects to the slide. follow these steps:

1. 'l'o add pictures from graphic files to places other than the clipart frame:

a. TInsert — Picture — From File, The Insert Picture dialog box opens,

b. Browse to the graphic file. To see a preview of the picture, check Preview at the bottom of
the Insert picture dialog box. Select a picture and click Open.

c.  Move the picture to its location.

d. Resize Lhe piclure, il necessary.

2. To add text to a slide that contains a text frame, click on Click to add an outline in the text
frame and Lthen Llype vour texl. The Qulline styles are automalically applied Lo the text as you
insert it. You can change the outline level of each paragraph as well as its position within the
text by using the arrow buttons on the Text Formatting toolbar

3. 'lo remove any element on the slide that is not required, click the element to select it. The green
handles show that it is selected; press the Delete key to remove it

4.4.4 Applying an Animation Effect

In Normal view, display the desired slide. Select the text or object vou want to animate. An object such
as a graphic or an entire text box will have green handles around it when selected. In the Tasks pane,
choose Cuslom Animation (see Tig. 4.31}. Click Add. The Cuslom Animation dialog box (Tig. 4.32)
appears. Choose an effect from one of the pages of this dialog box, and choose the speed or duration of
that etfect,
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To choose the animation to be applied when the object is placed on
the screen, use an effect from the Entrance page, tor example, Fly In or
Dissolve In. Use the Emphasis page to apply a basic effect, such as
changing the font color, or to add special effects such as blinking text. Adc Lhange...
To choose the effect to be applied when the object is leaving the screen,

Custom Animation X

Modify effect

use the Exit page. If you want the object to move along a line or curve, e
select an animation from the Motion Paths page. Effect Box
Click OK Lo save Lhe ellect and relurn o the Cuslom Animalion page otart
on the Task pane. Here you can choose how to start the animation, change | ©n €I =
the speed, and apply some additional properties to the selected effect. Direction
Starting an animation effect S':Eed =
You have Lhree choices {or slarling an animation elfect: Very fast -
+  On click—the animation does not start until you click the mouse.
»  With previous—the animation runs at the same time as the gg o Textl

previous animalion.
+ After previons—the animation runs as soon as the previous
animation ends, Change order: f

4.4.5 Running the Slide Show Play Siide Show

To run the slide show, do one of the following:
»  (Click Slide Show — Slide Show on Lhe main
menu bar.
»  Click the Slide Show button on the Presentation |Custom Animation x
toolbar or the Slide Sorter toolbar. Entrance Emphasis Exit Motion Paths Misc Effects
+  Press F5 or F9. :
If the slide transition is Automatically after x seconds, | | Box
let the slide show run by itself, If the slide transition is Eihrff:ﬂhaard
On mouse clicl, do one of the following Lo move [rom
one slide to the next.
»  Use the arrow keys on Lhe keyboard Lo go Lo the next slide or Lo go back Lo Lhe previous one.

Automatic prewiew

Fig. 4.31: Custom Animation

Fig. 4.32: Custom Animaticn Dialog Bex

+  Click the mouse button to advance to the next slide.

= Press the Spacebar on the keyboard to advance Lo the nexl slide.

When you advance past the last slide, the message Click to exit presentation...appears. Click the
mouse or press any key Lo exil the presentation. To exil the slide show al any time including al the end,
press the Hsc key.

Interesting Facts
I g |

*  Worldwide over 1700 companies are using OpenOffice,

»  Ofall the customers that are using GpenOffice, 25% are small (<50 emplovees), 34% are medium sized
and 37% are large (> 1000 emplovees}.

*  LibreQl[lice is a [orked varianl of OpenCllice, lhe Documenl Foundalion ('I'DF) uses source code of
UpenOffice.ory 3.3b in 2010



140 | Introduction to IT Systems

4.4.6 Printing a Presentation

Impress provides many options for
printing a presentation: with multiple
slides on one page, with a single slide
per page, with notes, as an outline, with
date and time, with page name, and
more. For more control over printing
a presentation, choose File — Print
to display the Print dialog as shown
in Fig. 4.33. The General tab is used
to select the printer and its related
properties. Range and copies are also
given in this tab. What we want to print
is selected from the dropdown box
under Print option. We may choose
slides, Handouts, Notes, or Outline.

Print x

General OpenOffice Impress Page Layout Options

Printer

Canon MF230 Series UFRII LT ~

Fax
8.50 in (Letter HFP Laserfet Pro M201-M202 PCL 6
Microsoft Print to POF

w
o BARNC N

Frass 3 Detai
Euad bl Details Propertjes...

11.00 in

Range and copies
(@) Al slides Number of copies |1 =
(O Slides 1-2

() Selection 1'.:.:' iy
[ Print in reverse page order - R

Print

Document AT

Slides per p Findots Qrder

e - Cance
Fig. 4.33: Open Office Impress Print Dialog

OpenOffice Impress tab is used to include slide-specific contents (slide name, date & time, etc.), color,
size for the printing. The left pane is showing preview with two slides, it is configured in the Page
Layout tab by pages per sheet set to 2. The options tab can be used for the “print to file” command.

VIDEO RESOURCES

O 0
= 3 TYPE: Video Resources
EIE@;IE

[} TYPE: Video Resources
=2
EEE

.Eﬁ TYPE: Video Resources
=
[=] £530 =1
e (e 1 TYPE: Video Resources
E-

Title: Apache OpenOffice Writer

Title: Apache OpenOffice CALC

Title: Apache OpenOffice Impress

Title: Multilingual Videos on Computer Literacy & AOO

SUMMARY

1.  Apache OpenOffice (AOO) is free open-source software that can be downloaded from the official

website www.openoffice.org.

2. The writer is a word processor component of AOO. It has extensive support for all common file
formats and by default uses the ODF format.
3. OpenOffice Writer views a large document using the Writer preview interface and tools.

4. Calc is the spreadsheet component of AOO for performing numerical and analytical tasks.
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A

bl S

11.

Q1.

Q2.

Q3.

Q7.

Q8.

Q9.

In CALC we can combine formulas and functions to create a simple spreadsheet application.
Impress is used to create a powerful presentation with predefined slide layouts.

We can run a slideshow with F9 or F5. Keyboard arrow keys and mouse used for navigation.
Workspace view of Tmpress is used to tormat the presentation.

Workspace's view bullons provide the lacilily o view slides in various views.

Impress can integrate various media types i.e., audio, video, picture, text, charts, etc.

Custom animation and transitions provide dynamic look & leel [or an impressive presenlalion.

EXERCISES

Objective Questions

Keys to Moves the current paragraph up.

A, Ctrl + PgUp B. Ctrl+Alt+UpArrow
C. Ale+PgUP D, Alt+Home+UpArrow
Which among the following file extensions are not compatible with OpenOffice writer?
A, csv B, sxw
C. doc D. Ixt
Which of the following is a shortcut key to Redo any operation in the writer ?
A, Ctrl+R B. Ctrl+Y
C. Ctrl4X D. Ctrl+2
Apache Openoffice spreadsheet file has an extension of -
A Lod B. .ods
C. odg D, Lodp
What kind of Program is OpenOffice Impress?
A, Spreadsheet B. Word processing
C. Presentation 3. None of these
The spreadsheel program ol Apache OpenOffice is known as
A. Draw B. Wriler
C. Tmpress D. Calc
When we select the save as” option in CALC which information will ask in the dialog box?
A.  File Name B. ‘lhe location where the file is to be saved
C. Both(A) & (B) . None of these
The cell in CALC which is currenlly selected is known as
A, Master Cell B. Source Cell
C.  Active Cell . Base Cell
The number of rows in OpenOffice CALC
A, 1024 B. 32676
. 1056728 D. 1048576
QQ10. Thumbnail piclures of slides are presenled by
A, Workspace B. Task pane
C. Slide pane ). None of these

QQ11. What is a shortcut command for spelling checking in AOO?

A F7 B. 9
C. I'o D 2
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Q12. Which section is available in the Task pane?
A, Master pages B. Layout
(.. Table design D. All ol these
Q13. In AQQ Slide can be deleled by
A, Tidit — delete slide B.  select the slide and press the delete key
C. Both above D. None of these
Q14. What is the default formatting command in AOO?
A Ctrl +B B. Ctrl+ M
C. Cirl+Q D. Cirl+T
(215. Which menu is used Lo hide slides in AOQQ Impress?
A. Format B. Tools
C. View D. Slide Show
B. Subjective Questions
Q1. What are the advantages of using OpenOffice software?
Q2. Tixplain the main parts of the Writer interface.
Q3. Explain the main parts of the CALC inlerlace.
Q4. Explain the main parts of the Impress interface.
(25. Creale a resume in the AQQO Wriler inler(ace with diflferenl logical sections for your personal,
academic, and professional details.
Q6. Create a chart as shown in unit ones Fig. 1.3, Data is as under,
Browser Chrome Safari Edge Firefox Opera Other
Market Share % £8.68 9.75 8.1 7.16 2.5 3.82
Q7. Prepare a presentation in AQO Impress Lo look like below.
What is Child Labour?
The International Labour Organisation defines
child labour as any work hat deprives children ol
their childhood, their potential, their digmisy and one
that is harmfil fo the physical and mental
development of the child.
¢ g By g o
i A&
il-!, -3 R -]
d ! | T] i ! 7
e v
ANSWERS
A. Objective Questions
Q.N. 1 2 3 4 5 6 7 8 10 | 11 | 12 | 13 | 14 | 15
Cption B A B B G D C C A D c B D
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B. Hints for Subjective Questions

Al.  Explain various advantages of using open-source OpenOffice software i.e., No licensing fees,
Open source, Cross-platform, Extensive language support, Consistent user interface, lntegration,
Granularity, File compatibility, No vendor lock-in, and Community support.

A2, Txplain Writer interface’ title bar, variouy menus residing in the menu bar, standard and
formatting toolbar, status bar, etc. (Refer Fig. 4.6)

A3, Explain the CALC interlace’s litle bar, menu bar, slandard toolbar, formula bar, sheel tabs, slalus
bar, elc. (Reler Tig. 4.21).

A4, Inaddition to the title bar, standard toolbar, formatting bar also explain lmpress interface’s various
panes i.e., slide pane, workspace pane, tasks pane. {Refer Fig. 4.27)

A5, Create a new Writer document and input your details in logical and chronological order. Use
different text formatting options of the standard toolbar and formatting toolbar to present content
in an effective way. Use of table and picture is also suggested.

A6, Creale a new spreadsheel document in CALC. Inpul and select the given dala. Selecl Insert —
Chart option. A chart wizard window will be shown as in Fig. 4.23. Select appropriate options
for chart type, legends, etc.

A7. Create a new presentation as discussed in section 4.3. Then select slide layout “Title and 2 content
layout” from the tasks pane. Use the Text tool of the drawing toolbar to insert a text placeholder
for definition. Use different slide formatting options for title and content formatting. Insert two
pictures of your choice as explained in Fig. 4.30.

KNOW MORE

1. Some functicnalities which are not natively available in OpenOffice software are provided
by means of various Extensions. These can be downloaded from the below URL:
https://extensions.openoftice.org/

2. Spelling and Grammar can be checked against multiple languages by installing concerning language
dictionaries.

Applications

+  The AOO Writer made typing of words and other documents in easier way. It can be used to type
almost every kind of content e.g., writing works, otficial documents or letter typing. It is also
used Lo save our writlen documenl, which can serve as record keeping dalabase.

«  The AOQ CALC is generally used [or storing numerical data in Ltabular form and manipulating it
with various predefined formulas. It can be utilized in preparing ledger balance, maintaining
accounts, receipt or invoice generation etc.

o  The ADQ Impress software can design creative and engaging presentation by adding the texts,
graphics, video and images. The presentations can be used to showcase company’s portfolio or
sample in front of a client. Nowadays it is widely used tor developing e-Learning resources for
educalional institutions.
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PRACTICALS

Experiment 4.1: Open Office Tools

Practical Statement

Explore features of Open OMfice ools, create documents using these lealures, do il multiple limes.

Practical Significance

The spread of informalion lechnology has ensured Lhe compuler has its place in every ollice. Word
processing, mathematical work, and presentation work have an important role in the daily computer tasks
of an office. In this practical, we will see the Writer, Impress, Calc component of Apache’s OpenOffice
Software suite.

Relevant Theory

Various components of Apache Open Office {AOQ) 'Lools like Writer, Impress, Calc have been explained
in delail in unil 4. In the unil, we have also learned Lhe description ol inlerfaces ol Lhese componenls and
how to create documents in them, Specific tunctions of each component and process to use them are also
learned.

Practical Qutcomes (PrQ)

The learners will be proficient in working AOO tools and:
PrOl: creating a general office proforma in the Writer component of AOO.
PrO2: creating a receipt proforma in the CALC component of AOO.
Pr(33: crealing a presenlalion in the Impress component o AQQ.

Practical Setup (Work Situation)

In this practical, studenls should be provided with the dilferenl scenarios 1o work on and lel them choose
the AQQ component of their choice,

Scenario 1: Suppose you are working in the education department and assigned to create a proforma
to collect the teacher’s profile. Fields for data collection with a sample proforma are provided as in
Fig. 4.34.

Scenario 2: Considering yoursell as an emplovee ol a service provider company, prepare Lhe receipl
proforma given to vou. Calculations should be done automatically in the electronic version {softcopy) of
the protorma. The sample receipt, given to your customer should be as depicted in Fig. 4.35.

Scenario 3: Assuming yourself a government official, prepare an informative presentation on the
Slart-up India campaign. The sample lemplale is depicled in Fig. 4.36.

Resources Required

1. A compuler syslem i.e., PC/Laplop.
2. Inslalled Apache OpenOlfice sollware.
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Employed’s code
Name of Lhe Leacher
[ate of hirth
Desigmation
School's uddress

TEACHER'S PROFILE

Academic/Professional Qualifications:

YEAR: ...

L-LMSE Code No.

Slule/TT
istrict
Block

Academic Qualifications:

Examination

University/ Board

Year

Subjects

Craduation

IPost-Ciraduation

Ph.TD.

Professional Gual

ifications:

D.Ed/M.TLED/ T,

B.Ed./Bquivalent

MEd.

Experience:

Fxperience

Period

Tolal

From

To

Y car

Months

Teaching

Administrative

Olher

Achievements/ Awards (if any):

1.

2.

Signature of Teacher

Fig. 4.34: A Template Proforma for Teacher's Profile
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Precautions

1. Back up and save your working document periodically to protect it from data loss.
2. Analyze page size, page layout, slide layout as per proforma/slide being created.

Shyam Techno Services RECEIPT

[Street Address]

[City, 5T ZIP]

Phone: 2001234567 INVOICE & DATE
20215 10-08-21

BILL TO CUSTGMER 1D TERMS
[Name] 564 Due Upon Raceipt
[Company Name]

[Street Address]
[City, ST ZIF]
[Fhane]

[Email Address]

DESCRIPTION oTY LINIT PRICE AMOUNT
senice Fee i 200.00 200,00
Labor: S hours at 200 £ /hr 5 200.00 1,000.00
Farts Al 1,750.00 1,750.00

Thank you far your business!  SUBTOTAL 2,950.00
55T 18.000%
TAX 531.00
TOTAL INR 3,481.00
If you have any questions about this invoice, please contact
[Name, Phone, email@address.com]

Fig. 4.35: A Template Proforma for Receipt

Suggested Procedure

{(a) Proforma for Teacher's Profile
The sample proforma depicted in Fig. 4.34 should be created in Writer program for quick formatting and
provided layout, although it can be created in other components as well.

1. Open anew Writer document {refer to unit 4, section 4.1)
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Go to the format — page — page tab, choose paper size, margins, etc.
Type the top 7 rows and format the rows to look like in the given proforma, using the basic
formatting command available in the formatting toolbar.

4. Create a table having 4 columns and 9 rows to accommodate content provided in proforma for
academic/ prolessional qualilicalion. To do go Lo Insert — Table or press Clrl+T'12.

wn
h

Merge columns of row 1 and row 6 by selecting their cell — right-click — Cells » Merge, Adjust
the size of columns by dragging the borders.

6. Apply text formatting commands like center, background celor, font size, and type as specified in
the given proforma.

Creale anolher Lable for Experience delails via the (ollowing sleps similar Lo sleps 4 o 6.
Create a numbered list for collecting experience details. Type underscore three times and then
press Enter to insert a line as given in proforma.

(b} Proforma for Receipt
The sample proforma depicted in Fig. 4.35 should be created in CALC program for quick formatting,
layout, and calculation needs. There may be different ways to prepare such document. One sequence of
sleps is mentioned below.
Open a new CALC document.
2. Go to the format — page — page tab, choose paper size, margins, etc.
3. Asdepicted, content has a maximum of 4 columns of data so all text layout can be adjusted in 4
columns.

4. Merge (irsL 3 cells ol row 1 and Lype name ol Lhe company i.e., Shyam Techno Services. Merging
can be done via the Merge cells command provided on the Formatting toolbar.

5. Insert and merge other content as per the given layout.

6.  Apply various text formatting commands e.g., Font type, size, background color, aligniment of
text to make our document identical to the given proforma {as much as possible). You may use
“TFormal Paintbrush” &5 lor quicker [ormalling.

7. To present numbers wilh decimal [raclions: Righl-click on cell — Formal Cells — Number —
Options, set decimal places to 2.

8. Apply formulas for calculating Amount, Subtotal, Tax & Total. (refer to unit 4, Table 4.3)

(¢} Presentation on Start-up India campaign
By looking at both the slide we have to develop the slide. First Slide is having one image {right upper
corner) and 5 lexl sections wilth dilferent formatling, numbering styles. Slide 2 is having six lext segments
for infographics and one for the heading of the slide. The slide is also having some numbering on the left
upper corner of text segments. We may follow the below steps to create our presentation to look like the
given template.

1. Open a new Impress presentation with Presentation Wizard (refer to unit 4, section 4.3)

2. Select blank layoul [rom Tasks pane.

3. TInsert Text with Text icon from text toolbar or drawing toolbar or by pressing the F2 key.

4. Similarly, insert other text segments and input desired data on them, Apply formatting options
like background color, font size, font color, font style, numbering.
Find the Start-up India logo on a search engine, insert and place it on right upper corner.

o

Inserl a new slide by right click on the Slides pane and then click New Slide.
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1.

11,

12.

13

Insert a text segment for heading and apply formatting options as given in the template.

Insert another text segment and type the text for the first information. Apply text formatting,

Select the text box and fill it with color by Properties pane — Area — Fill drop down to color

and choose the desired color.
insert the numbering value, Fill it with the desired color as in the previous step,

pasting. Make desired changes as per the second information box of the slide.
place the segments by drag and drop or by keybeard navigational keys.

. Repeal step 11, for Lhe nexl four lext segments and numbering,

Start-up India #stqrtupin_clzl_' a

ups.
19,000 technology-enabled start-ups. Dominated by

Features of the Scheme: o Internet and financial services start-ups.
o Simple Compliance Regime based on Self-certification World's youngest start-up nation ~ 2% founders less
o legal support & fast-tracking patent examination at than 35 years in age.

reduced costs. Bengalurn ranks 15th glebally in Start-up Ecosystem
o Relaxed norms of public procurement for start-ups Ranking for 2015.
o Faster Byit Number of start-ops with Series & round funding in 2014
o Fund support through a corpus of US$ 1.5Bn was 46 while it increased to 114 in 2015.
o (redit guarantee sopport ~ U8$ T5Mn per year for 4

years (ending in 2020) Venture Capitahsts (VC) operating in India:
o Tax exemption for 3 years. o ELarly VCs: Seedfund, Recel, Kae Capital and Venture East.
o Start-Up Tests & Annuval Incubator Challenge a  Late VCs: Helion, Sequoia, Matrix.

India ranks Jrd globally in terms of the number of start-

Need for speedy
implementation of

policies and initiatives
announced

Cyber security- mitigating
internal threats and
building cyber security as
a business segment

Rapid changes in skill
demand; Re-skilling
current workforce

Fig. 4.36: A Template- Presentation Slides

To inserl numbering with a circle; create a circle with help of an ellipse icon. Double click o

Select text box and circle shape and recreate another text segment with numbering by copying &

Slide 1

Slide 2
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Practical Related Questions

L SO

Which text fermatting commands have you used to create the teacher proforma?

How do you set the spacing between two lines to "double™

What would you change in the receipt proforma to give a discount? and how?

How to change the background and layout of the entire slide?

Suggested Learning Resources

Enriched online help and documentation files developed by OpenOffice.org.

Suggested Assessment Scheme

‘The given performance indicators should serve as a guideline for assessment regarding process and product
relaled marks.

Performance Indicators Weightage | Marks Awarded
Process Related: .......... Marks* {.......... %)
1. Explanaticn of practical compenents i.e., secticn 1.2 t0 1.7 15
2. Procedurs adoption and step-by-step explanation 15
3. Viva voce 25
Process Related: .......... Marks* {.......... %)
4. Preparation of Writer document with proper text fermatting, 15
coloring and alignment of text boxes, tables.
5 Preparation of CALC document with proper formatting, 15
alignment of text boxes, and formula creation.
B. Preparation of Impress decument with proper text 15
formatting, alignment of text boxes, images, eic.
Total 100%

* Marks and percentage weighlage [or product and process assessment will be decided by Lhe

teacher,
Name of the Student:..........c.cciinii i Signature of Teacher
Marks Awarded with date
Process Related Product Related Total

REFERENCES AND SUGGESTED READINGS

Enriched online help and documentation files developed by OpenOffice.org:

[1] “Getting Started with OpenOffice.org 3.3” Accessed: Aug. 10, 2021, [Online]. Available; https://
wiki.openoffice.org/w/images/3/32/0100G833-GettingStarted OO033.pdf.
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(2] “OpenOffice.org 3.3 Writer Guide Word Processing with OpenOffice.org 3.37 Accessed: Aug. 10, 2021.
[Online]. Available: https://wiki.openoffice.org/w/images/1/11/0200WG33-WriterGuideOOo.pdf.

[3] “OpenOffice.org 3.3 Calc Guide Using Spreadsheets in OpenOffice.org 3.37 Accessed: Ang. 10, 2021.
[Online]. Available: https://wiki.openoffice.org/w/images/d/d4/0300CS33-CalcGuide.pdf.

[4] “Impress Guide Presenlations in OpenOlfice.org” Accessed: Aug. 10 2021. [Online]. Available: hilps:/
/wiki.openoflice.org/w/images/(/[1/0500IG33-O0QoImpress3.pdl.
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Information Security Best
Practices

UNIT SPECIFICS

This unit specifies fundamentals of information security, various threats to it and ways to combat against
security attacks to protect the information. Unit gives best practices for software and hardware environ-
ments for handling security threats. Learners will be able to understand the best way of protecting their
digital information. Security is needed at all layers through which information passes or it is stored. In
this unit rulesets which is referred as best practices are defined for general computer usage, internet
browsing, password management, email communication, USB device usage, Home Wi-Fi Network, social
engineering threats, instant messaging, online transaction and public computer.

RATIONALE

Information Technology (IT) is a man-made world that is mostly digital at present. The digital world
is limitless having no physical or geographical boundaries. In unit one we studied applications of the
internet and the recent efforts by the government of India to empower its citizen with IT services.
The Digital India program has taken great efforts to make India a digitally empowered nation by the
development of digital infrastructure, services, and capacity building of citizens.

People’s involvement in IT has increased a lot with various national and state portals. Affordable
mobile and communication technology has given unprecedented momentum to IT. Whether it is
a public place, our office, home, the bedroom we are surrounded by IT. Our daily lives are being
penetrated by IT and it is worthwhile to say that beyond being surrounded with it, nowadays we wear
it, and even further it is inside us in the form of pacemakers. Insecure practices and abundant use of
CCTVs, mobile systems, and other digital equipment may keep us under surveillance. In this digital
era, our privacy and information are at the stake and we are living under information security threats.
Incidents of information security breaches can be easily observed in daily newspapers. We can verify
the rapid increase in such cases with reports from National Crime Records Bureau (NCRB). The rapid
increase in cases of cybercrimes shows the lack of information security awareness and its practices.

Information security is of utmost concern not only at the national level but internationally.
Nowadays, information security is not only about economic, reputation, or personal security, it is
synonymously used for national security. Government IT offices, service providers, many software
and hardware engineers are continuously working as gatekeepers to make this digital world safer. IT
system should be secured at the individual level, office or company level, service provider level and role
of national agencies are of utmost importance. Privacy and information security at the personal level
are dependent on the safety of the overall IT system and vice versa. Therefore, it is significant here to
understand information security practices to make the overall IT system secure.
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PRE-REQUISITES

- Tundamental knowledge of using compuler syslems, browsing on Lhe inlernel.
- DBasic knowledge of common operating system features.
- 8Kkill 1o install new application soflware and Lroublesheol basic hardware issues.

UNIT OUTCOMES

Learners will be able to:

U5-01: Deline various informalion securily Lhreals.

U5-02: Implement the best practices of using software environment e.g., browser, email client, etc.
Us5-03: Implement the best praclices ol using digilal devices e.g., PCs, modems, USB disks, elc.
U5-0O4: Protect themselves from basic information security threats & safeguard their online accounts.

Table 5.1: Mapping of Unit Cutcomes with the Course Outcomes

e EXPECTED MAPPING WITH COURSE OUTCOMES
o tm : (1- Weak Correfation; 2- Medium correfation; 3- Strong Correfation)
utcome
CO-1 CO-2 CO-3 Co-4 CO-5 CO-6 co-7

U5-0O1 2 P 1 2 2 1 3

Us-02 2 1 2 2 2 2 3

Us-03 1 3 2 1 1 1 3

Us-C4 2 2 1 1 2 3
5.1 INTRODUCTION TQ INFORMATION SECURITY
5.1.1 What is information?
Information is referred to as the act of informing. , l:l
When any kind of meaningtul data is processed [_‘LL/[L . e ~ LL:_,\J;
in a meaningful form, it is termed information. Domerric ‘§ﬂ /I/_I_I_Jl\ vibiclsor
An example of personally identifiable L . i
informaltion is depicted in Tig. 5.1. Dillerent T
kinds of data, face photo, name, address, Aadhar =
details, bank details, mobile no., email address, Socia —
localion, biomelric delails, some government i @ — ~
sector secret data, etc. are processed in a ,Q : A f— "N
combined form and it becomes information of “j; Medical &
particular person or organization. I'l' Act 2000 anos ks
defines Information in a more precise way as “It |
includes data, lexl, images, audio, codes, D E v

i . Ve + > |
computer programs, software video, etc. -\) \ebeite — — D
- . - Ceographic ) -

5.1.2 Whatis Information Security?
Informalion Securily is defined as the processes gL e s eness

and methodologies to protect the print, electronic, Fig. 5.1: Information- an Example
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or any other form of confidential, private, and sensitive inforimation or data from unauthorized access,
use, misuse, disclosure, destruction, modification, or disruption. It is also termed InfoSec in short,

5.1.3 What are Information Security Goals?

‘There are three main goals protected by information
security, collectively known as CIA triads, depicted in
Tig. 5.2.

Confidentiality: This feature indicates that
authorized users should be allowed to access data or
computer systems, it prevents unauthorized users from
the disclosure of data hence protect the privacy of
informaltion. Conlidentialily is mainlained through access
control mechanisms. Breaches of confidentiality can occur
due to human error, physical theft, system glitches,
intenlional sharing, skimming, elc.

Integrity: In the InfoSec integrity principle explain
data should not be modified without aulhorizalion. IL
ensures the authenticity and accuracy of information.
Integrity is achieved by imposing restrictions to modity Fig. 5.2: Information Security Attributes
the dala. Users having permission Lo edil can only make (Confidentiality, Integrity. Availability TRIADs)
changes.

Availabilily: It ensures Lhat informalion should be available, whenever required. A legilimale user
reliably accesses demanded information with this attribute of information. For an ideal information
system, it should avoid any kind of service disruption like power failure, hardware failure, etc. Continuity
ol access procedures, scheduled backups, regular maintenance is uselul Lo achieve Lhis allribule.

In addition to the above three key principles of InfoSec, there are two more, authenticity and non-
repudiation. Authenticity ensures that only legitimate users can have access to the system resources.
It is done via confirming their identities before granting any system resources to them. User name,
password, email, biometrics, etc. is used to achieve authenticity. Non-repudiation principle ensures
Lthal the sender of data is provided with prool of delivery and the recipient is provided wilth proof of
the sender’s identity, so neither party can deny sending, receiving, or accessing the data. Security
principles should be used to prove identities and to validate the communication process.

5.2 THREATS TO INFORMATION SECURITY

In this section, we will learn in brief common information security attacks and vulnerabilities.

5.2.1 Malware

These are Lhe sollware crealed Lo MWl malicious intenlions. Some malware is as under:

Ransomware: It prevents the user to access their operating system, or certain applications, or any data
by encrypting their data. Hackers demand money from victims to decrypt their files, The motive behind
ransomware attacks is monetary. CryptoLocker, Conti, WannaCry are some examples of ransomware.

Trojan: It is a malware that appears to have normal functionality but in reality, its malicious activity
creales backdoors entry inlo Lhe largel compuler. Ilame, Banker, Downloader, Zeus, and Beasl are an
example of some popular trojans.
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Worm: It is a vulnerable computer attack tool for the system. It works on the law of exponential
growth thus it infects many more computers in a very short period, TLOVEYOQOU, Code Red, Fxplorerzip,
Love Bug, W32.Nimda, and W32.5luxnel is an example of some popular worms.

Spyware: A malware that spy the user’s information with the aim to harm them e.g., cookies on
webpages and keyloggers can log everything including vour credentials.

Adware: 1t is malware that is designed to create revenue for its developers. It is also termed
advertising-supported software, It tracks user’s behavior and sells out that information to interested
Lhird parties. To avoid adware, use an adblocker.

Keyloggers: A spyware that is designed for stealing the data via recording the keystrokes pressed
by the user on their keyboard. An atlacker may Lrack your Lyping in a real-lime manner or alterward
via a file used to store the keystrokes. ComputerSpy, Kidlogger, syprix are some examples of keyloggers.

Virus: It is a computer program that replicates and attaches itself to another legitimate computer
program Lo infecl the computer syslem. Viruses disrupt the working ol CPU, personal liles, compuler
systems, etc. MyDoom, ILOVEYOU, Slammer, Stuxnet are some scariest viruses,

Sweepers: These are programs Lo wipe oul dala (rom Lhe Largeled machines.

Backdoor: If malicious users gain access to the system, they can install a program, used to create
another way (backdoor} to enter into the system. The purpose is to gain unauthorized access to the
system. Deep L'hroat, Portal of Doom, Subseven, NetBus are some popular backdoors.

5.2.2 Social Engineering Attacks

The people can be Lricked or psychoelogically manipulated with help of lechnology Lo lake some aclions
or divulge confidential information. Some popular attack is as under:

Phishing: It is one ol the common Lypes ol social engineering scams. The hacker typically sends
an email or text to the target, seeking information that might help with a more significant crime. For
example, a hacker might send emails that appear to come from a source trusted by the victim, That
source might be a bank, lor instance, asking email recipients Lo click on a link 1o log in Lo their accounts.
Those who click on the link, though, are taken to a fake website that, like the email, appears to be
legitimate. If they log in at that fake site, they are essentially handing over their login credentials and
giving the crook access to their bank accounts

Vishing: It is lhe voice version of phishing. “V” slands lor voice, bul otherwise, Lhe scam allernpl
is the same. The hacker uses the phone to trick a victim into handing over valuable information. For
example, a hacker might call an officer, posing as a government officer. The hacker might prevail upon
Lthe viclim Lo provide login credentials or other informalion that could be used Lo largel Lhe Organization.

Smishing: It is the text version of phishing which is an acronym for SMS phishing,

Baiting: In such a scam a USD drive or other electronic media is preloaded with malware and
supplied to nsers, When a user plugs this device into their system, malware will enable hackers to hack
your computer.

Quid pro quo scam: It is another type of social engineering attack that involves an exchange as [
give you this, and you give me that. Hackers make the victim believe as a fair exchange, but that’s far
from the case, as the cheat always comes out on top.

For example, a hacker may call a target, pretending to be an ['l' support technician. The victim
might hand over the login credentials to their computer, thinking they are receiving technical support
in relurn. Instead, the hacker can now lake conlrol of the viclims compuler, loading il with malware
or, perhaps, stealing personal information from the computer to commit identity theft.



Information Security Best Practices | 185

5.2.3 Network Threats

Sniffers: Sniffers are programs to monitor network traffic via tracing network packets. These can
be vused to gather important information which will be helpful in the attack. Windump, tcpdum,
wireshark are some examples of snillers.

Botnet: A infected device is termed as the compromised device. When a group of such
compromised devices (zombies) are under the control of some malicious user then the user can use
this network ol zombies Lo allack olher sysltems. Such a zombie network is Lermed a bolnel.

Pharming: Pharming is a process of illegal installation of malware on a computer or a network.

Man-in-the-middle {MilM) attack: Such an atlack happens due Lo insecure communicalion. In
such a cyberattack an attacker relay or possibly alter the ongoing communication between sender and
receiver without their knowledge, An attacker can intercept requests and responses and hence become
able to read the contents between the sender and receiver. There are various types of MitM attacks as
under:

IP spoofing: IP spooling is the creation ol Internel Prolocel {(IP) packels that have a modilied source
address to either hide the identity of the sender, impersenate another computer system or both. 1t is a
technique often used by bad actors to invoke DDoS attacks against a target device or the surrounding
infrastruclure.

Session hijacking: A session between the user and the server can be hijacked by the attacker. Some
ol the methods used in this regard are session lixing and session prediction. Here, usually, a valid session
between the user and server is taken over by the attacker.

Distributed denial of service (DDo0S): DDoS attacks occur when attackers overload servers or
resources with requests. Attackers can perform these attacks manually or through botnets, networks of
compromised devices used to distribute request sources. The purpose of a DDoS attack is to prevent
users [rom accessing services or Lo dislracl securily teams while olher atlacks occur.

5.3 COMBATING INFORMATION SECURITY THREATS

We will learn various information security technologies to protect our information from frauvdulent
users. Il is considered thal securily is an arl, nol science. IL is a conlinuous process. In case ol a securily
breach, an incident reporting process should be followed to safeguard others.

5.3.1 Firewall

A flirewall is a dedicated device, or a compuler, thal monilors nelwork Lraflic passing through it and
allows routes to be rejected or approved based on rules. It is software or hardware that is usually placed
between a secure network and an unsecured network, and it acts as a gateway that ensures that nothing
privale and malicious things can go oul. is nol coming in.

Based on protection intension & their location in the network firewalls are classitied into the host
and network firewalls, A firewall can be an excellent way to stop a denial of service (Dos} attack. Tt
can be used to prevent a hacker from scanning the internal details of your network. The firewall is not
a panacea for security as it cannot block every attack. The firewall also won't stop you from downloading
a Trojan horse. It also cannol slop internal atlacks.

5.3.2 Data Backup

Data backup is the process of creating copies or duplicating the data. Data backup strategy is very
cormumon and uselul in case ol loss, delelion, or corruplion of our data. It restores us work Gll last taleen
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backup. Data backup keeps us capable of maintaining the integrity and availability goal of information
security. Backup can be taken in three ways: incremental backup, differential backup, and full back up.

5.3.3 Virtual Private Network {(VPN)

‘The virtual private network is a network that is constructed by using public wires (usually the Internet)
to connect to a private network, such as a company's internal network, Many systems enable the creation
ol networks using Lhe Inlernet as Lhe medium for transporting dala. These syslems use encryplion and
other security mechanisms to ensure that only authorized users can access the network and that the
data cannot be intercepted.

5.3.4 Encryption

Plain data can be converted into a nonreadable format by applying some techniques. Encryption is such
technique that disgnises plain text to hide the actual data for the sake of achieving security.
Cryptographic encryption techniques are used to protect the data and enforce confidentiality during
its transmission and storage.

5.3.5 Anti-Virus Software

Anli-virus sollware nol only prolects & clean user {rom malware inlection but it provides salely [rom
several other attacks and keeps our information safe. Effective Anti-Virus Software is expected to provide
the following features:

= Anli-Virus Tealures «  Anli-Worm Tealures

= Anu-Trojan [ealures = Anl-Roolkil Tealures

+ Anti-Spyware Features + Anti-Phishing Features

+ Scan even compressed files + Scan e-mails

+ Automatically detect USB « Automatically clean infected files
»  Quaranline inlecled (iles = Registry Prolection

« Instant Messaging Protection
Some popular anti-virus software are Symantec Norton Anti-Virus, MacAfee Anti-Virus, Kaspersky
Anti-Virus, Bitdefender Anti-Viruy Plus, Avg Anti-Virus, Quick Heal, etc.

5.3.6 Intrusion Detection System (IDS)

IDS contains various tools for real-time monitoring of inbound and outbound traffic in suspect of
threats. TDS system alerts the user in case of any fraudulent tratfic approaches to our system.

5.3.7 Intrusion Prevention System (IPS)

IPS security solutions are advanced systeins, these not only detect the fraudulent traffic source but prevent
our system from their attack by blocking requests or ending user sessions. Mostly TDS and TPS are often
used together. In [PS various rules and policies are created for incoming and outgoing packets. Policies
check the packet information and depending on the traffic rule action to allow or deny is issued.

5.4 INFORMATION SECURITY BEST PRACTICES

As we studied there are many threats to InfoSec and it's need of the hour to safeguard ourselves and in
turn society from such vulnerabilities. We have to keep ourselves aware and updated about InfoSec safety
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tools and techniques. Technology sheuld be our assistant {or slave) not our master, hence we must adhere
to some good habits to use technology in an effective way.

Ministry of Home Alfairs (MHA), Governmenl ol India has issued InfoSec guidelines [or the benefit
of Government officials/officers. The guidelines are more or less applicable to every individual. Official
persons also come through the education system, so future officials (today’s students) must learn these
best practices of InfoSec. T'he enlisted information security best practices will provide us a basic checklist
for our day-to-day digital life, to maintain security hygiene. These are presented in form of logical lists
where each lisl addresses some commaon InfoSec issues. Readers must adhere o these InfoSec best
practices and contribute to keeping India digitally safe.

5.4.1 General Computer Usage

Following is some of the best praclices [or compuler use on day-lo-day basis:

1. All classified work should be strictly carried out only on a standalone computer that is not
connected to the internet.

2. Create strong passwords for login by using a combination of letters, numbers, and special
characters with a minimum of 10 characters.

3. Compulers should be protecled [rom viruses/worms using Anlivirus sollware permitled lor
use by your organization.

4. Make sure your operaling syslem, applicalion, and sollware palches including anti-virus
software are up to date; and auto-updates are turned on in your computer.

5. Don't leave the computer unattended with sensitive information on the screen,

6. Always lock your computer before leaving workplace to prevent unauthorized access. A user can
lock computer by pressing “ctrl +alt+del” and choosing “lock this computer” or “Window Key+ L.

7. Enable a password-prolecled screen saver wilth a Limeoul period ol 2 minultes lo ensure Lhat
computers that were left unsecured will be protected.

8. Be careful of what you plug into your computer. Malware can spread through infected USB
drives, external hard drives, and even smartphones.

9. Use non-administrator account privileges for login to the computer and avoid accessing with
administralor privileges (or day-o-day usage.

10. Treat sensitive data very carefully and use encryption to securely encode sensitive
informaltion.

11. Back up your important files at regular intervals to avoid unexpected loss.

12, Remove unnecessary programs or services which are not required for day-to-day operation,

13. Do not give remote access, file, and print sharing option to other computers.

14, Do not use file-sharing software as file-sharing opens your computer to the risk of malicious
files and altacks.

15. Avoid entering sensitive information onto a public computer like cybercafe, library
compulers, elc.

16. If you store or download any personal information on computers in a cybercafe, make sure
you delete permanently all the documents after you are done with your work. You may press
the Shift and Delete buttons together to make it difficult to recover deleted files.

17. Remove files or data you no longer need to prevent unauthorized access to such data. Merely
deleling sensilive malerial is nol sullicienl, as il does nol remove Lhe data [rom vour system.
File shredder software should be used to delete sensitive files on computers.
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18.

19.

20,

21,
22

5.4.2

Ensure to use an uninterrupted power supply to computers through UPS or other backup
SOTCES,

Do not plug Lthe compuler directly inlo Lthe wall oullel as power surges may damage Lhe
computer. Instead, use a genuine surge protector to plug a computer.

The sysltems should be placed in a room thal is dust-Iree and has good venlilation Lo avoid
overheating of the CPU.

Supervise maintenance or rectification of faults in the system by service engineers.

Don't eat food or drink near the PC.

General Internet Browsing

Following is some ol Lhe besl praclices Lo keep in mind when browsing on the Inlernet:

1.

tn

~1

11.

12.

13,

14.

Always be careful when clicking on links or downloading. It it’s unexpected or suspicions for
any reason, don't click on it.

Do not download any type of files/software trom any source other than those allowed by your
system administrator/department.

Use a web browser thal has been permilted by your organizalion.

Always use an updated web browser for browsing. An old version browser may contain security
vulnerabililies and you risk having your computer compromised. Depending on Lhe security
exploit, your personal information (including emails, banking details, online transactions,
photos, and other sensitive information) could be stolen or destroyed.

Do not store/ share any sensitive information on any device that is connected to the
Internet,

The "Save password" option prompted by the browser should not be selected. Don't save account
intormation, such as passwords or credit card information in web browsers,

Look for the “https” sign with a green padlock icen in the browser address bar to verify that
site is secure. The “s” in “https” stands for secure, meaning that the website is employing SSIL
encryption.

Enable multi-laclor authenticalion (MTA) o all possible online accounts and services. IL is
used to verify your identity via a separate channel

Make a habil of clearing hislory [rom Lhe browser aller each logoul session.

. No classified information of government can be stored on private clond services (Google Drive,

Dropbex, iCloud, elc.,) and doing so may make vou liable (or penal aclion, in case of data
leakage.

When on Lour, aveid using services Lhal require location informalion, unless il is necessary
for the discharge of official duties.

While browsing, some pop-ups may appear with the option of a close button. T'hese may be
fake and may try to install spyware when you click. Beware of such pop-ups and avoid clicking
on Lhem.

Popup blocker option should be kept turned ON in the browser and may be selectively allowed
for lrusled siles il required. Doing so will help prevents any nuisance web ads or malware
embedded in ads from appearing on screen.

Remember Lhal things on Lhe internel are rarely (ree. “Tree” Screensavers elc., often conlain
malware. So be aware of such online free offers.
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15. Avoid using public computers and public Wi-Fi connections to access and carry out any

financial or sensitive transactions,

16. I your job requires you lo access cerlain informalion syslems in a secure way, il is advisable

to use security controls such as MPLS link, VPN over the internet, etc., for such access.

Activityl |

Make a list of tasks you usually perform on compuler and inlernel. Now, prepare a list of vest
security practices tor yourself. Share this list with vour friends and compare it to their lists.

5.4.3 Password Management

Unauthorized access is a major problem for anyone who uses a computer or devices such as smartphones
or tablets. The consequences for victims of these break-ins can include the loss of valuable data such as
classified informalion, personal dala, elc. One of the mosL common ways Lhat hackers break into
computers is by guessing passwords. Simple and commonly used passwords enable intruders to easily
gain access and control a computing device. Following is some of the best practices to consider while
selling up and managing a password,

1.

i

Create a strong password with a minimum length of ideally 10 characters and comprising of a

mix of alphabets, numbers, and characters.

All passwords (e.g., email, computer, etc.) should be changed at least once every three months.

Don't reuse old passwords,

Passwords should not be stored in readable form in computers, notebooks, notice boards, or

in any other location where unauthorized persons might discover or use them.

Treal passwords as sensilive inlormation and do nol share it with anyone.

Always use different passwords for every log-in account you have. Using the same password

for more than one account risks multiple exposures if one site you use is hacked.

If your work requires you to communicate passwords, such as while sending a password for

an encrypted file sent as an attachment through email it must be communicated through a

dillerent channel such as over a phone call or SMS.

Always decline the use of the "Remember Password” feature wherever it is prompted.

Remember weak passwords have lhe [ollowing characlerislics:

» The password contains less than 10 characters

« The password is a word lound in a diclionary (English or {oreign}

« The password is a common usage words such as Names of family, pets, friends, colleagues,
Movie / Novel / Comics characters, etc, Computer terms and names, commands, sites,
cornpanies, hardware, sollware.

+ Birthdays and other personal information such as addresses and phone numbers.

«  Word or number pallerns like 123456, aaaaa, qwerly, asd[g, zxcvh, name@year, elc.

10. Some suggested ways to construct a strong password are as follows,

« A secure password nol only consisls of letters, must also use numbers, special characters
and caps. One suggested way to replace letters with numbers and special characters, so an
-M

i” will become “1”, an “0” turns inte a 07 and “s7 is written as “$” This way, the simple
term “Microsoll” changes Lo Lhe subslanlially harder word “M!er0$0(1
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« Password length matters, the longer the password, the harder it is to crack.

« Think ol a sentence and select the (irst lelters ol each word in a row will gel a complex
password and easy to remember as well.

Tor example, senlence like Lhis, “My Name is Darsh Swati and I was born on 26 January
1988!” would produce the following password: “MNiDSalwbo2] 19881, It’s long, contains
numbers, special characters, caps, and letters, and it’s easy to remember and won’t be in
dictionary.
11, Password history should be enforced wherever possible to ensure that the users are torced to
select different passwords with a user account.
12, Maximuom password age should be configured to enforce the period (e.g., 90 days) that a
password can be used belore the system f(orces the user Lo change iL.
13. Do not reveal a password in email, chat, or other electronic communication.
14. Do not speak aboul a password in [ronl of olhers.
15. Do not hint at the format of a password.
16, Do not reveal a password on guestionnaires or security forms,

5.4.4 Removable Information Storage Media

Removable Information Storage Media (RISM) means any device which is capable of storing electronic
information in any form, Device or media that is readable and/or writeable by the end user and can be
moved from computer to computer without modification to the computer.

For example, CDR {multi sessions), CD-RW, DVD-RW, BluRay Disk, MOD, USB Storage devices
{Pen Drives, Media Cards, etc.), MP3 Players, MP4 Players, Smart Phones, Digilal Camera, Walches
with memory, Various types of Memory cards, Internet Data Card, External Hard Disk, or any other
gadget having memory space and could be connected to a system through USB or COM or any other
ports or device connected through Network Share falls under Removable Information Storage Media.

The amount ot data that can be quickly copied to removable storage devices is increasing every
day. While these devices can significantly boost produclivily, they can also cause dangerously high risks
in data security and control policies. External removable portable storage devices allow users to bypass
perimeter defenses, including firewalls and email server anti-malware and potentially introduce malware
into the office network. Since the malware enters the network from an internal device, it may go
undetected until significant damage is caused to the network. Following is some of the best practices
Lo be considered while dealing with Removable slorage media:

Auto run/ Auto play feature must be disabled for all removable media.

2. The classified data should be encrypted before copying into the removable storage media
designated to store classified information.

3. Classified information should be stored only on organization allocated removable storage media
for worle purposes.

4, The computers should be enabled with the “Show hidden file and folders™ option to view

hidden malicious files in USB storage devices.

It is advisable to scan all removable media with anti-virus software before use.

Removable media like USB%s, CIs, etc., must not be left unattended.

‘Technical controls may be implemented to restrict the use of portable storage media drives
outside of the Government network.

~] o tn
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1.

11.

12.
13,

14,

5.4.5

Removable media should not be taken out of office unless permitted by the competent authority
in your office.

In order Lo minimize physical risk, loss, Lhell, or electrical corruplion, all slorage media must
be stored in an appropriately secure and safe environment.

In case of damage or malfunclion of Lhe device, the same should be returned Lo the designated
authority in vour office for repair/replacement. Never hand over such devices to outsiders or
other vendors for repair as they might have classitied information.

If the USB device is no longer a functional requirement after issuance, then the same should
be returned to the issuing authority.

The conlents ol removable media must be removed/erased aller the official purpose has been served.
Avoid Baiting. (Someone gives you a USB drive or other electronic media that is preloaded
with malware in the hope you will nse the device and enable them to hack your computer).
Do not use any electronic storage device unless you know its origin is legitimate and safe.
Scan all electronic media for Malware before use.

Email Communication

Following is some of the best practices in regards to email communication:

1.

[ .

-

10.
11,
12,

16.
17,

Avoid downloading email attachments or clicking on suspicious links received in emails from
unknown or untrusted sources.

Classified information be not communicaled via emails. In case ol emergenl requirements Lo
do so, the approval of competent authority should be obtained.

Avoid accessing otficial email accounts from public Wi-Fi connections,
Auto save of password for email accounts should not be enabled.
Logoul from mail accounts aller vour work is done.

User should type the complete URL in the browser instead of clicking links received in an
email.

Do not open / forward / reply to any suspicions e-mails,

Be caulious on liny or shortened URLs (appears like hitp://liny.cc/baljsy) and don'l click on
it as it may take you to a malware infected website.

Do not open attachiments having extension such as EXE, DLL, VBS, SHS, PIE, SCR. Typical
example., .lxLexe, docexe

Enable multi-factor authentication for login into your email client program.
Users must check their last login details while accessing the Email account.

Use of encryption and digital signature certiticate (DSC) may be considered for emails deemed
necessary.

. Email IDs should have a strong password (at least 13 characters with alphanumeric and special

characters)

. Once in every 30 days, the email passwords should be changed.
. Belore opening any atlachmenl, lhe same should be scanned through an updaled anli-virus

for malicious contents.
Do not keep mails in Inbox, sent box, draft, etc. which are no longer required.
Before accepting the SSI. certiticate, the user should verify the authenticity of the certificate.
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18.

19

20,

21.

22,
23.

5.4.6

Make a habil of clearing history from the browser aller each logoul session.

Do nol click any URLs mentioned in the body ol the E-Mail lex( unlil you are sure that il is a
legitimate URL.

Some malicious program starts executing as soon as they appear on the Outlook Tixpress
preview pane. Disable Lhal oplion (view — layoul — uncheck “show preview pane”)

[Don't open unsolicited or unexpected attachments. 1f you can't verify an attachment is
legitimate, delete it.

Don't log in to websites or online applications unless the login page is secare (HTTPS).
Don'l enter personal or sensitive information online unless you are using a Lrusled, secure web

page.
Home Wi-Fi Network

Wilh the mass explosion of Laplops, Smarl Phones and Tablels, pervasive wireless conneclivily is widely
used as an option for connecting to the Internet. Insecure wireless configuration can provide an easy
open door for malicious threat actors, In order to secure home Wi- Fi network, following are some of
the best practices:

1.
2.

6.

10,
11,
12.

Turn on WPA2 or higher encryption feature in wireless routers.

Change the default network device name, also known as its service set identifier or "SSID."
When a compuler with a wireless connection searches [or and displays Lhe wireless networks
nearby, it lists each network Lhal publicly broadcasts ils SSID. It is advisable Lo have an SSID
name which does not disclose your idenlily in any manner.

Change the networlc device defaull password. Unauthorized users may be [amiliar wilh Lhe
deflault passwords, so it is imporlanl lo change Lhe router device's password.

Consider using Lhe Media Access Conlrel, or " MAC," address [iller in your wireless rouler.
Every device thal can connect to a Wi-I'i nelwork has a unique ID called the "physical address”
or "MAC" address. Wireless routers can screen the MAC addresses ol all devices thal connect
lo them, and users can sel Ltheir wireless nelwork Lo accepl conneclions only [rom devices with
MAC addresses that the router will recognize.

Turn off your wireless router when not needed for any extended period,

Updale Lthe lirmware of wireless devices regularly as it will reduce the number ol securily
loopholes in the device.

Disable remote management feature in routers to protect against unauthorized access.
Information/Dala on the Wi-T'i Network should always be in encrypled form.

Do nol connecl the access point directly Lo the wired nelwork. As Lhere is a chance of
compromised wireless client, in turn, affecting the systems in the wired network, a firewall
and an antivirus gateway should be placed between the access point and the wired network
Do not auto-Connect to open Wi-Fi Networks,

Do not use WIEP encryption use WPA2 or higher graded encryption,

When the number of users accessing Lhe access poinl is less, it is recommmended Lo disable Lhe
DHCP service. As this may make the attackers easy, to connect to the network once they get
associated with the access point,
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13.
14,
15,
16,
17,
18,
19,

20,

5.4.7

All ADSL Broadband routers should be adequately secured.
Disable web and telnet services from outside the network.
Change the default passwords of all the network devices.
Turn off the Network during extended periods ot non-Use,
Disable DHCP service.

Try to use your ISP IDNS rather than open DNS TP addresses.

Always configure ISP provided DNS IP address in the compuler rather than automalically
obtaining the same from ADSL device,

It the update option is available in the ADSI. device, update the firmware from the legitimate
vendors website,

Avoiding Social Engineering Attacks

Social Iingineering is an approach to gain access to intormation through misrepresentation, It is the
conscious manipulation ol people lo oblain information without realizing thal a securily breach is
occurring. It may take the form of impersonation via telephone or in person and through email.
Following is some of the best practices should follow to avoid social engineering attacks:

1.
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1.

11.

12.

Be careful to unsolicited phone calls, visits, or email messages from individuvals asking about
personal or other Government information. If an unknown individual claim to be from a
legitimate organization, try to verify his or her identity directly with the company.

To protect yourself from phishing do not reveal personal, sensitive, or financial information
in email or messages, and do not respond to such emails.

Don't reveal any sensitive information over phone calls to protect against vishing.

Don't reveal any sensitive information over SMS to be safe against smishing.

Avoid online conversations Lo strangers o be sale (rom Quid pro quo scams.

Be cautious of the URL of a website. Malicious websites may look identical to a legitimate site,
bul the URL may use a varialion in spelling or a diflerent domain (e.g., .com vs. .nel). In
general, all government websites have govin or nic.in at the end of their names. For example,
a malicions website may have name as www.mhagov.in or www.mha-gov.in against the actual
naite www.anhagov.in

It’s safer to type a URL into your browser instead of clicking on a link, Hovering over links in
email will show the aclual URL at the boltom, bul a good lake can still steer you wrong.
Hacker wants vou to act first and think later. If the message conveys a sense of urgency or
uses high-pressure sales Laclics be skeplical; never lel Lhe urgency inlluence your carelul review.
If you receive an email from a foreign lottery or sweepstakes, money from an unknown relative,
or requesls Lo transler [unds (rom a loreign country for a share of the money il is guaranteed
to be a scam and do not respond and delete such emails.

Immediately change any passwords you mighl have revealed o anyone. Il vou used Lhe same
password for multiple resources, make sure to change it for each account, and do not use that
password in the future.

Some emails entice the recipient into opening an attachment that activates a virus or malicious
program into your computer.

Be suspicious of unsolicited phone calls, visits, or email messages from individuals asking about
employees or other internal information, If an unknown individual claim to be from a
legilimale organizalion, try lo verily his or her idenlily direclly with the company.
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13. Do not provide personal information or information about vour organization, including its
structure or networks, unless you are certain of a person’s authority to have the information.

14. Do not reveal personal or financial information in an email, and do not respond to email
solicitations for this information. This includes the following links sent in email.

15. If you are unsure whether an email request is legitimate, try to verify it by contacting the
company directly. Do not use contact information provided on a website connected to the
requesl; inslead, check previous stalements [or conlacl informalion.

16. Install and maintain anti-virvs software, firewalls, and email filters to reduce some of this traffic.

17. 'lake advantage of any anti-phishing features offered by your email client and web browser.

18, Tmmediately change any passwords you might have revealed. Tf you used the same password
for multiple resources, make sure to change it for each account, and do not use that password
in the future.

5.4.8 Smart Device (Smart Phone, Tabs, etc.)

‘I'he smart device is a device having any of the features like computation power, Internet access, storage
capability, camera, recordings, GPS, etc. Smartphone, Tablets, etc. falls under this category. Most of
the Smart Phones and Tablels (Tabs) are having equal compuling power Lo normal Desklop [ Laplop
systems. These gadgets are capable of delivering many services on Video, Voice, GPS, and other
computational apps like any other computer. Therefore, all cyber security issues related to computers
are also applicable Lo these devices. Some important practices [or saleguard are enlisled:

1. Smart devices must not be used for sensitive telephonic conversation. The Wi-Fi and blue-
tooth should be kept in turned-off mode,

2. A low-end basic mobile phone without a camera/internet / Wi-Fi may be carried for sensitive
voice conversation and contact details.

3. Internet connection in the Smart device will normally be kept in off-mode and it will be made
‘o’ on a need basis to access the internet.

4. No [ree Apps should be loaded in the Smarl device.

5. During repairs, don't leave the device unattended to protect it from malware installation.

6. Relevanl anli-virus sollware should be inslalled in the smart device Loo.

7. If the Smart device gets de-activated for any reason for a few hours/one day, the service provider
should be contacted immediately to ascertain the reason tor deactivation.

8. If the battery gets unusually discharged very fast or the device gets heated up without any user
activity, then it is very likely some malicious traftic is consuming the battery.

9. Tree Wi-Ti should nol be used at public places such as airporls. Turn oll blue-looth and Wi-Ti
when the use of the same is not required for operational purposes. Even when the same is in
use, set the default blue-tooth / Wi-Fi configuration to "non-discoverable”,

10. A compromised smart device should not be connected to a computer even to charge.

11, Turn off the applications which are not needed.

12. When a device is idle, it should get locked and require a password/pin or swipe pattern. Set
the device to lock in a relatively short time.

13. Don'l reply or click on the link on SMS or messages sent by strangers.

14, Don't jail-break your device as jail-breaking removes the restrictions on which apps can be

installed or not installed. This removes the protection set by the company,

15. Watch for unauthorised GPRS/data connection during an idle mode of the Smart device.
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20,

21
22.

23.

. Check the memory frequently if any unusual data is stored there. Malware stores temporarily,

the data collected in the memory of the phone till the same is sent to the destination.

. A suitable non-transparent tape/sticker may be applied to block the camera view.
8. Think before yvou click, download, torward, or open. Before responding, registering,

downloading, or providing information, get the facts.

. Understand the terms of use, Some applications claim extensive rights to accessing and

leveraging your personal information. If the app requires more access to your account and/or
device than is needed to run the service, do not continue. In addition, be aware that terims can
change over Lime. Review yvour lerms ol use ollen.

Be cautious with public Wi-Fi. To be safe, avoid logging into accounts, especially financial
accounls when using public wireless networlks.

Disable Bluetooth and Near Field Communication (NFC) capabilities when not in use.
Enable encryption. Enabling encryption on your Smartphone is one of the best ways to
safeguard information stored on the device, thwarting unauthorized access.

You musl wipe Lhe information from your smartphone belore disposal. Addilionally, make sure
any S} cards are removed and erased. If you are not redeploying the SIM card to another device,
then make sure your personal information stored on the SIM card is erased or destroyed.

Checklist for secure android device

‘There are many ways to make an Android device is safe and secure. A few of these are listed here:

1.

tn

6.

Implementing basic security (screen security): Users can choose from the standard device PIN,
password, pattern lock, biometric unlock and swipe (swipe is not a secure method). Screen
lock can be set from settings — screen security — screen lock.

SIM PIN: users should consider setting up a SIM PIN. With this option enabled, the device
will ask for the SIM PIN every time it boots up,

Encryplion: Android 2.3.4 and later versions support device encryplion. Though this is must-
have security feature but in case this is not available in your device, users can use external apps
such as Secret Space Encryptor (SSTE), Encryption Manager, etc.

Passwords: Passwords should not be made visible. Users should make sure thal this lealure
remains disabled at all times.

Multiple user accounts: Tablets running on Android 4.2 + (Jellybean) provide an option to
creale separale user proliles [or diflerent users. This is helplul il Lthe device is being shared by
multiple family members. This feature can be found under Settings — device — users. or
System — Multiple users or search user in your system settings.

Device Administralion: Device Administralors are apps thal can control certain [eatures of the
device. For example, when an anti-virus app is installed, it becomes a device administrator. It
can erase all data on the device, set password rules, etc. on the user’s behalf,

The "Unknown Sources’ [ealure allows Lhe user Lo side load apps or inslalls apps provided by
a third-party app store. Apps installed via this mode might contain some malicious code, which
could pose a risk to the users data. This option should remain disabled for normal users.
Mobile Securily Suite: Instlalling a mobile securily suile is a must. All the leading anli-virus
companies provide a mobile version of their product. A mobile security suite provides a wide
variety of features along with an anti-virus.

Device backup: Users should regularly back up Lhe dala on their devices. By default, Android
provides an option to back up the configuration and settings. T'his is available under settings
— Personal — Backup & Reset. However, it does not back up data stored on the device, Device
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10.

11,

12.

13.

14,

16.

data can be backed up either by using the desktop software suite for the device or via third
party apps.

Mobile Device Management: Many users bring Lheir devices and connect the same Lo their
organization network. Leading to data leakage and other security compromise. To counter such
risks, MDM solutions (Mobile Device Management) need to be deployed by the organizations.
Application Permission: No apps should be allowed to access the device resources without the
consent of the user. Use should refrain from installing apps that look suspicious and asks for
other resources [or accessing.

Application Locks: If a device is changing hands, users might want to protect their personal
data (SMS, Piclures, Emails, elc.} (rom prying eves. An application lock is an answer Lo this
problem. By installing apps users can put a password on apps that store personal data. Once
implemented, a password protected app will ask the user for a PIN betore launching,
Transaction Passwords: Users can sel lransaclion passwords [or selecled App Slores.
Rooting Device: Android, ROMs shipped with devices; do not provide root (superuser
privilege) access, by defaull. While many users do nol require rool privileges on Lheir devices,
advanced users and developers often like to experiment with their devices but it's dangerous.
Digital wellbeing & parental control: These should be configured cautiously to reduce screen
time.

. Don't make your mobile phone a source for vour personal data, which is dangerous if it falls

into the hands ol strangers. It is advisable nol o store imporlanl informalion like credil card
and bank cards passwords, etc. in a mobile phone.

Note the TMET code of your cell phone and keep it in a safe place, This helps the owner to
prevent access to the stolen mobile. 'Ihe operator can block a phone using the IMEI code.

| Activityz |
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Check permissions of your android device with system's permission manager. Make a list of
permissions against allowed and denied Apps.

Social Networking

Do not store any information you want to protect on any device that connects to the Internet.
Always use high securily setlings on social nelworking sites, and be very limited in the personal
information you share. Monitor what others are posting about you in their online discussions.
Use anti-virus and firewall sottware, Keep them and your browser, and operating systems
patched and updated.

Change your passwords periodically, and do not reuse old passwords. Do not use the same
password [or more than one syslem or service. For example, il someone oblains Lhe password
for your email, they can access your online banking information with the same password.
Do not post anything that might embarrass you later, or that you don’t want strangers to know.
Do not automatically download, or respond to content on a website or in an email. Do not
click on links in email messages claiming to be from a social networking site. Tnstead, go to
Lhe sile directly Lo relrieve messages.

Only install applications or software that come from trusted, well-known sites. “Free” software
may come with malware.
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10,

11.

12.

13.
14,

17.

18,
19.

Avoid accessing your personal accounts from public computers or through public Wi-Fi spots.
Disable Global Position System (GPS) encoding. Many digital cameras encode the GPS location
ol a phole when il is Laken.

If that photo is uploaded to a site, so are the GPS coordinates, which will let people know that
exacl localion.

Whenever possible, encrypt communications with websites. It may be a feature (like HTTPS
site rather than HTTP site) social network sites allow vou to enable,

Beware of unsolicited contacts from individuals in person, on the telephone, or on the Internet
who are seeking corporate or personal data.

Monilor your bank slalements, balances, and credil reporls.

Do not share usernames, passwords, credit cards, bank information, salaries, computer network
delails, securily clearances, home and office physical securily and logislics, capabilities and
limnitations of work systems, or schedules and travel itineraries.

. No legitimate service or network administrator will ask you for your password.
. Do not provide information about yourself that will allow others te answer your security

questions—such as when using the “I forgot my password” teature.

Be thoughl(ul and limit the personal information vou share such as job lilles, localions, hobbies,
likes, and dislikes, or names and details of family members, triends, and co-workers.

Verify those you correspond with, Tt is easy for people to fake identities over the Internet,
Do not click advertisements shown on the social web pages.

Registering an account

1.
2.

(¥ |

5.4.10

Use a strong password dilferent [rom Lhe passwords you use Lo access oLher siles.

If you are asked to provide security questions, use information that others would not know
about you.

Never provide a work-associated email to a social network, especially when signing up.
Consider creating a new email address strictly to connect with your social networking profile(s).
Do not use your real name

Provide only information that is necessary or that vou feel comfortable providing. When in
doubt, err on the side of providing less information,

During the registration process, social networks often solicit a new user to provide an email
account password so the social network can access the user’s email address book. The social
nelwork promises 1o connect the new user with others they may already know on Lhe nelwork.
To be safe, don't provide this information at all.

Instant Messaging (IM)

Instant Messaging networks provide Lhe ability 1o not only transler lext messages, but also the transfler
of files. Consequently, IM can transter Malware and other programs. Many IM allows peer-to-peer file
sharing, a malware can contigure the TM client to share all files on the system with full access to everyone.

Hackers can impersonate other users in many different ways. The most frequently used attack is
simply stealing the account information of an unsuspecting user. WhatsApp, messenger, telegram,
WeChal are [ew examples of Instant Messaging networks.

1.

Careful when creating a screen name. Each IM program asks vou to create a screen name.
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Screen naimes should not provide or allude to personal information. Use a nickname instead
of a full name,

Never provide sensilive personal information. Do not share credit card numbers/ passwords.
Etc. over IM.

Creale a barrier against unwanted IM. Do nol list your name or email address in public areas
or to strangers.

Only communicate with people who are on your contact lists, Tf you decide to meet a stranger
that you know only from IM communication, take appropriate safety precautions. For example,
do not meet that person alone, take a friend or colleague with you. Always meet and stay in a
public place such as a cale or other places.

Never open pictures, download files or click links in messages from people you do not know.
Do not send personal or private IM at work,

If you use a public computer, do not select the feature that allows you to log on automatically.

Online transaction /f ATM

Belore you buy, check oul the repulation ol store and Lhe seller Lthrough websile reviews or
physical address veri?cation to ascertain the legitimacy of the party you are going to deal with.
Keep in mind however that online reviews can be manipulated to credit or discredit reputation.
Be aware ol whal delails legilimale siles ask [or belore enlering into a Lransaclion.

Be wary of unsolicited mail, especially those with email attachments and embedded links.
Learn Lo dislinguish bogus comumunications thal claim Lo be (rom banks, auclion siles, and
other financial institutions, specifically those asking for personal or account information as
these are never requested electronically by institutions,

Review financial and credit card statements for unknown expenses. lncorrect entries or
suspicious transactions serve as a warning bell that online financial accounts are compromised.
I s0, contact the (inancial institution immediately, consider reporting Lhe atlack Lo Lhe police,
reset online pass-words, AT'M PINs, and check for malware on your home computer

Cancel unused debit/credit cards (cutting them up is not enough}.

Check your credit card statements and immediately report unauthorized purchases.

Never write down PINs and passwords: memorize them,

Always use phishing filters in your lnternet browser.

Be cautious while providing bank details online, before proceed further contirm with the bank
aboul the email you received. Think thal il something is imporlanl or urgent why den’l bank
calling me instead of sending an email?

Delete all cookies and history files before you perform online transactions,

Always use a virtual keyboard while accessing online banking.

Register your mobile number and email with banking transactions for timely SMS and FEmail
alerts. Use mulli-factor authenlicalion (MIA) 1o log on Lo your banking websile.

Vishing is a form of phishing, where instead of people receiving an email to lure them into
giving personal inlormation, the criminal uses a phone call, either live or automaled, Lo altack
the bank or credit union customer and get critical information.

. While you receive the money, you will never ask to provide your credentials,
6. Be cautious while scanning QR codes for payments it has very similar consequences like

fraudulent hyperlinks or short URLs.
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Automated Teller Machine (ATM)

Automated teller machines are electro-mechanical machines adopted by the international community
for banking transactions in the present digital era. Few safeguards for its usage are as under:

1.

2.
3.
4

Always protect your PIN, Do Not give the number to anyone

Cover the keypad while you are entering the PIN.

Do not operate ATM in lonely places / unguarded ATMs.

Be wary of anything about the ATM that looks out of the ordinary, such as odd-looking
equipment or wires attached to the device.

Look for a “no tampering” sign. Crooks often place these to stop anyone curious about a new
piece of equipment.

Regularly check bank accounts to make sure that no unusual or unauthorized transactions
(even smaller amounts).

5.4.12 Public Computer

1.

wu

6.
7.
8.

If you store or download any personal information on a Desktop in a cybercafe make sure you
delete all the documents after you're done with your work.

When surfing the Internet, you should always check the browser’s security aspects.

Beware of keyloggers, these are spyware and logs or records your keystrokes so that your
username and password are made available to the Cybercafe owner or any Attacker. These
records may type into directly into Hacker’s machine or collected afterward through a file
transfer. Some cybercafes may use Hardware key loggers so that you check that there is an
intermediate device between your keyboard and CPU.

Cybercafe computers are public computers and shared computers. Your data or communication
may be exposed to all users at the same time. So be aware that sensitive information like personal
details like username, passwords, etc. should be deleted.

Whenever you go to Cybercafe, you ensure that it has up-to-date Anti-virus and Anti-spam
software. These may help to stop some of the key loggers, Trojans, and other malware.

Don't leave the computer unattended with sensitive information on the screen.

Don't enter sensitive information into a public computer.

Always make sure to log out properly when you leave Cybercafe.

ONLINE QUIZ AND VIDEO RESOURCES

You can participate to evaluate yourself and even get a certificate by attending an online quiz hosted on
the InfoSec awareness website of C-DAC, Ministry of Electronics and Information Technology (MeitY),
Govt of India.

ElieE

é%g ' TYPE: An Online Quiz Title: Password Security
O+ 310 : . . . .
T TYPE: An Online Quiz Title: Email Security

& ;

%%S&? TYPE: An Online Quiz Title: Browser Security
[OL
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Ql.

Q2.

Q3.

Q4.

Q5.

e
Egﬁ TYPE: Video Resource Title: Firewall Security
(=]

SUMMARY

The digital world is ubiquitous. It is limitless having no physical or geographical boundaries.

Adhering to information security best practices, the security of the overall IT system can strengthen.

Information security aims to protect InfoSec triads i.e., confidentiality, integrity, & availability.

There exist many threads to InfoSec e.g., malware, social engineering, physical security.

Malware is short for malicious software and is used as a single term to refer to viruses, trojan

horses, worms, spyware, etc.

6. There are many ways by which malware can approach our system e.g., downloaded directly
from the internet, email, tricked removable device, network propagation, etc.

7. Social engineering is a general term for attackers trying to trick people into revealing sensitive
information or performing certain actions.

8. A firewall is not a panacea for security but it is a mandatory first layer of defence.

9. Cookies are used to store a website’s information about the user, on the user’s computer.

10. Various tools and techniques are used to protect computer systems from InfoSec threats
e.g., firewall, antivirus software, VPN, backup, cryptography techniques, authentication,
authorization, digital signature, etc.

11. Information security enhances with the knowledge of technology as well as by adopting the

best practices of using it.

A

EXERCISES

Objective Questions

What is the application used to access the information and resources on WWW known as?

A.  Web browser B. Webserver

C. Web matrix D. None of the above

It is a hardware device or program that filters the information coming through an internet
connection to a network or computer system.

A. Cyber safety. B. Anti-virus

C. Cookies. D. Firewall

What's the name of the technology that the Chrome browser uses to keep you safe from malware
and phishing?

A. Protected Browsing B. Secure Browsing

C. Safe Browsing D. Internet tracking

What is the private information that you should always avoid sharing on social media platforms?
A. Financial Information like Debit card / Credit card details, bank details

B. Address, mobile numbers, Date of Birth, Place of Birth

C. Favorite food, hobbies, movies, music etc.,

D. All of the above

A type of program that demands payment after launching a cyber-attack on a computer system
A. Ransomware B. Malware

C. Virus D. Trojan
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Q6.

Q7.

08,

Q9.

Q10.

Q1.

012.

Q13.

Q14

O15.

Strong passwords can be difficult to remember, what can you do to aveoid forgetting them?
A, Use mmemonics (acronyms or phrases that are easy for you to remember)

B. Develop a password strategy

C.  Use password management sollware with encryplion

. All the above

what is a good way to protect sensitive information sent via email?

A, Encrypt the email B. Wrile it in another language

C. Don't include return address D.  All of the above

What are the major securily threats thal can be expecled Lhrough an email?

A, Spam, Virus, Malware, Phishing, Vishing

B.  Malware, DoS attack, Malware attacks, Vishing

C.  Spam, Virus, malicious links, phishing, spoofing, ransomware

. Man in Middle attack, Do§ attack, Vishing, Malware

Which sile will be redirected Lo, upon clicking a link received Lhrough email [rom an unknown
source which can avtomatically install malware in the system?

A, Official vendor's sile B.  Securily solution sile

C. malicious site D, software downloading site

what do you do, if you are in a gaming room and someone that you do not know asks you about
the personal information (same age as you or close)?

A, lell them just a little bit about yourself

B. Don't ever give oul any personal informalion.

C. Don't trust what people say on the internet.

D. B&C
What is a digital footprint?
A A scanned image of vour foot B. A photograph of vour shoe

(. All the inlormation online aboul a person Lhat is stored online

D. Having a blog, facebook or twitter page

Which ol the (ollowing is used Lo idenlily a websile user and can be a vulnerabilily Lo your privacy
if not cleared regularly?

A, Pop-ups B. Cookie

C. Plug-ins D, Scripts

Which of the following message attachments are not to be opened? A message with an attachment that:
A, Appears more than ence in your Inbox

B. A sample copy of a new game from a unrecognized company e-mail address

(. Is an unexpecled nole [rom a [riend

D.  All of the above

Is it safe to receive or attend WhatsApp video calls from unknown numbers?

A, Yes, il helps us lo gel Lo know Lhe person calling us.

B. No, as it can be from culprits attempting to trap you with inappropriate video content.

C.  Yes, il is a good way of inleracting with olhers.

D, Tdo not know

Whalt are the (eatures thal you should always enable on your social media accounls?

A Security and privacy features B.  ‘lrending ads and videos

C. latest updates and pictures. D. None of the above
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B. Subjective Questions
Q1. Whal do you understand by malware? Explain various Lypes of malwares.
Q2. Explain the members of the information security triad.
Q3. What are the best practices for Information security while surfing the internet?
Q4. What are the threats which may harm your system even if it is not connected to the internet?
Q5. Describe one method of multi-factor authentication that you have experienced and discuss the
pros and cons of using mulli-faclor authenticalion.
C. Crossword
H
ol il | | |
T
: | [ [ ] |[
Across Down
4. | this creates unnecassary junk in the | 1. | when user access cerain website small files
receiver's email downloaded on to the computer
6. | is the practice of sending fraudulent | 2. | it is a network security system designed to
communication that appears to come protect a  trusted private network  from
from a reputable scurce unauthorized access
8. | it blocks the user to access his own data | 3. | the process of encoding a message to hide
and give threats original content
10 | secretly listening to a conversation 5. | the short term used for malicicus software
11 | a plece of software code created to | 7. | the software to record the keystrokes of user
perform malicious activities
9. | is also a malware that does damaging activity
an an infected computer
ANSWERS
A. Objective Questions
Q.N. 1 3 5 & 7 8 9 10 | 11 | 12 | 13 | 14 | 15
Option A D C D A D A C C D C B D B A
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Al.

A2,

Ad,

AS.

Hints for Subjective Questions

Malware is software created to fulfill malicious intentions. Explain in detail ransomware, trojan,
worm, spyware, adware, keylogger, virus, sniffer, backdoor, etc.

Explain informalion securily goals i.e., confidenliality, integrity & availabilily (Reler Tig. 5.2}.
Explain InfoSec best practices especially for internet browsing, email communication, instant
messaging & social engineering.

discuss best practices of general computer usage, threats of removable media, physical security,
I computer usages practices, etc,

Receiving one-time passwords (O1'P) on SMS service during withdrawal of money from SBI bank
ATM machine is an example of multifactor authentication. Similarly, various IT services are only
provided by means ol authentication (MIA} via authenticalor app on your smartphone ie., kavach
app for the government officials to access email service, google or Microsoft authenticator app to
access their cloud services.

MTFA requires a separale channel for communication, which should be available (or
real-time service delivery e.g., we should get SMS or notitication instantly to complete our
ongoing transaction, The requirement of a smartphone or other hardware is another
dependency.

Crossword
Across: 4- spam, 6-phishing, 8-ransomware, 10-snooping, 11-virus
Down: 1-cookies, 2-firewall, 3-encryption, 5-malware, 7-keylogger, 9-worm

KNOW MORE

Liven after taking utmost security precautions and adhering to InfoSec best practices, there are chances
of security breaches.

Occurrence of any InfoSec incident or vulnerability can be reported to Computer Emergency
Response leam (CERL-IN) on URL: hitps://www.cert-in.org.in

An Indian citizen can avail the facility ot advisories and vulnerability notes via subscribing to the
mailing list of Cert-In on the above URL.
The occurrence of any cybercrime should be reported to local police and the Government of India’s
olficial porlal ie, www.cybercrime.gov.in.

Suspicious files, shortened URLs, risky URLs can be analyzed to check whether they are legitimate
file/ URLs or associated with malware, URL:  https:/fwww, virustotal com/gui/

Applications

Nowadays, Lthere are numerous applicalions (or informalion securily. Few applicalions are as under:

[mail Security: Lmail service is popular internet service since decades. Tt is also widely being
misused for the hackers for their social engineering victimization process. It is advised to install
software to secure the access and content of your email accounts.

Application Securily: Securing applicalions such as sollware packages used in laplop, apps used
in mobile from unauthorized access and preventing data leakage is important an application.
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¢ Security for Clond Services: Keeping clond infrastructure secure is very important. Service level
architecture and privileges of online accounts such as Google account, One Drive etc. should be
kept secure.

s  Security for Internet of Things (Io'l'): Io'l" used for many applications such as Smart home, Smart
City, Inlelligenl Transport syslem, Health care, Agriculture. Securing Lhese applications [rom
data leakage, data modification are important aspects in the real-world application,

e Security in Driver-less Cars: Nowadays, the autonomous car or driverless car become important
research. T'he driving of the car uses sensors and real time data, and hence any changes in the
dala may lead Lo loss of human being. Hence securing Lhe driverless car is most important by
means of protecting real time data of driverless car,

PRACTICALS

Experiment 5.1: Operating System Security Features and Tools
Practical Statement

Lixplore security features of Operating Systems and Tools, try using them, and see what happens,

Practical Significance

The built-in security features provided by any operating system are considered as one of the core properties
of an operating system. 1t is important for every computer user to use these features and tools provided by
the OS to prolecl their privacy and valuable dala.

Relevant Theory
Protlection with BI(S and UETI

Modern compulters come wilh Unified Extensible Firmware Inlerface (UELI). The lirmware selling
can control our computer system’s hardware at the lowest level. We can enable or disable, any hardware
like USB ports, cameras, sound cards, etc. If the physical access to our computer system goes into the
wrong hands, then it is possible that our system may be breached through live USB / DV 'l'o avoid
such a situalion, i is necessary Lo secure Lhe bool order change of the BIOS and allow booling (rom the
hard disk only. Security should be enhanced by setting a password on UTFI and enabling secure boot
settings.

User Accounts

When we are logged on to the computer with some user account there are some privileges associated with
Lthe user. Windows OS specilies lwo lypes ol user accounls i.e., the standard user and privileged user. The
standard user account is given less privilege to change the settings of the system or install other software,
than the privileged account. In the standard user account, the system becomes secure due to the malware
not getting the necessary permissions. Therefore, understand it as a thumb rule that if we want to make
changes in Lhe sellings of the syslem, Lthen ounly log on with the Privilege user AccounL.

Dala Encryplion

Encryption is used in compuler systems o prolect dala [rom evil eyes. Currenl operating syslems also
provide the facility of full disk encryption and our entire hard disk can be encrypted, The feature is
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present in Ubuntu 20 core and Windows 10 {except Home editions}). Windows 10 has a utility called
BitLocker for the same. In addition to OS tools, privacy and security can be enhanced from third-party
software e.g., DiskCryptor, Veracrypt, 7-Zip, etc.

Firewall

Firewalls act as a barrier between our network and the cutside world. These are used Lo filler incoming
packets based on certain parameters such as packet size, source TP address, protocol, and destination port,
Various rules can be defined to allow or deny packet movement from inside to outside or vice versa.
Ubuntu has a firewall named “Uncomplicated Firewall” {UFW) whereas “Windows Defender Firewall” is
used in windows 10.

Backup & Recovery

There are backup and recovery tools in operating systems that act as a panacea in tough times, There is
also such an option in Windows 10 by which we can back up the desired folders. Through this, the frequency
and time interval of backing up are also configured.

Practical Outcomes (PrQO)

The learners will be able to:
PrOl: protect themselves with help of Bios and UEFI.
Pr(32: deline user accounts and creale a standard user account in Windows 10.
PrO3: encrypt hard disk drive with BitLocker utility of Windows 10.
PrO4:  configure backup for desired folders, set backup frequency and retention time.
PrO5:  (urn on the Microsoll Delender firewall on Windows 10.

Resources Required

1. A computer system i.e,, any of PC/Laptop.
2. An installed Operating system i.e., Windows 10 or Ubuntu.

Precautions

1. In case of selling up a UET'T password memorize it or keep il al a sale place.

2. During user account creation, provide minimuom permissions to users.

3. While encrypting data encryption key is very important, losing a key is equals to losing data.
4. The backup siralegy should keep dala safer bul with lesser memory requirements.

5. Allowing and denying IPs, applications via firewall rules should be done cautiously to remain

connected with legitimate users and applications.

Suggested Procedure

Setting UEFI Password

1. 'lurn on the computer and press either the Escape, Deletg, F2, F10, or F12 key.

2. Enter the Selup/BIOS/UETT and Navigale Lo the advance seltings page (I'7)

3. Click on the Security tab,

4. Under the Security tab, you will see the Administrator and User Password. Go ahead and set two
separate passwords for the Administrator and User accounts.
You should now see the Administrator and User password status showing as “Inslalled”

Proceed over to Save & Tixit to save and exit. You might have to hit F-10 on the keyboard to Save
& Exit.

o W
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7. The computer should now restart prompting you for a
password immediately. You can also go back into the UEFI
and test the Administrator or Supervisor password as well.

Restricting Boot Order

Changing Bool sequence is also elaboraled in chapler 2 {refer Lo

Fig. 5.3: UEFI Password Screen

Fig. 2.4), We will follow the below steps to restrict the booeting other than hard disk:

L.

b

-

(¥
ks

Boot the system into the UEFT settings.

Navigate to the Advanced (F7) portion of the UEFL

Click on the Boot Options tab.

You will see “Bool Oplion #17, Sel Lhis Lo your internal Hard Drive.
Tf you have "Boot Option #27 or more, you should Disable each one.
Navigate to Save and Exit or press F10 on your keyboard.

Go back into the UEFI setting and verify the changes are set.

Creating a Standard User Account

1. Click on the Windows “Start” Icon.
2. Scroll down o Lthe *Windows System” [older and click the arrow Lo expand.
3. Navigate to Control Panel — User Accounts — User Accounts by clicking each option,
4. Now, click on Manage Another Account — Add a nser account.
5. At the bottom, click on “Sign in without a Microsoft Account (not recommended)”.
6. At the bottom, click on “Local account” and fill in the “User name, Password, and Password hint.
Click Next when complele”
7. Click on “Finish®. You should now be back at the “Manage Accounts” window. A new user account
on the system is created.
8. Log off and Log on to verify.
2, User Accounts = O o
« v 4 8 > ControlPanel > All Control Panel tems > User Accounts v | O P
[

Control Panel Home

Manage your credentials

@ Configure advanced user
profile properties

Ch_anbgle my enviranment Password protected
wariaples

Make changes to your user account
Make changes to my acceunt in PC settings

Q Change your account type joshi.prashant@gov.iﬁ

@ i (A

Q Change User

A

ccount Control settings

Fig. 5.4: A Standard User Account in Window 10

Encrypt Hard drive with BitLocker

L.

Locate the hard drive you want to encrypt under “This PC” in Windows Explorer.

2. Right-click the target drive and choose “Turn on BitLocker?”
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L

Choose the “Lnter a Password” option and enter a secure password.

Select “How to Tinable Your Recovery Key” which you'll use to access your drive if you lose your
password. Various options are provided like print, save it as a file to your hard drive, save it asa
file to a USB drive, or save the key to your Microsoft account.

Choose “Encrypt Enlire Drive.” This oplion is more secure and encrypls liles you marked for deletion.

Unless yon need your drive to be compatible with older Windows machines, choose “New
Encryption Mode”

Click “Start Encrypting” to begin the encryption process. Note that this will require a computer
reslart il vou're encrypling vour boot drive. The encryplion will Lake some time, but il will run in
the background, and you'll still be able to use your computer while it runs.

Backup in Windows 10

1.

[
h

Navigate to Update & Security by navigating to Start & Settings
— Settmgi — Upl.jate & Security o Backu D ODUOHS
Select the “backup” option from the left pane and then _

Overview

on Lhe righl pane Under “Back up Using File Hislory”,
click Add a Drive, A window will open asking you to
select the drive you wish to back the files up to. By this
time yvour computer system should have a USB Pen

Size of backup: 0 bytes
Total space on Removable Disk (E:) (E:): 58.9 GB

Your data is not yet backed up.

drive or other internal hard disk inslalled.
Click on “*More Options” under “Back Up Using TLile
History™,

Back up now

Back up my files

Daily

The folders which will be backed up are listed under
“Back-Up T'hese Folders” If you see a folder you do
nol wish Lo backup, click on the lolder and click
“Remove”.

Keep my backups

Forever (default)

If you wish to back up a folder not listed under the Rl

“Back Up 'T'hese Folders”, vou will want to click on 4 Addafolder
“Add a Tolder”. The “Select Tolder” window will open.
Click on the desired folder and click “Choose This Downloads

Folder™ C:\Users\Lenovo
Under “Overview”, you can set when and how long to
keep files backed up. Under “Back Up Files”, I sel mine
to “Daily” and under “Keep My Backupy’, T leave it at the default setting “Forever”. When ready,
vou will need to click “Back Up Now".

Fig. 5.5: Windows 10 Backup Options

Now if you navigate to the drive you selected, you will see a folder called “FileHistory™. 'This is the
location ol Lhe [olders you have just backed up.

Turning on Microsoll Delender Firewall

1.

Select Lhe Slart bulton — Sellings — Updale & Securily — Windows Security and Lhen Firewall
& network protection. Open Windows Security settings.

Select a network profile.

Under Microsoft Defender Firewall, switch the setting to On, Tf your device is connected to a
network, network policy settings might prevent vou from completing these steps. For more info,
contact your administrator.
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4. To turn it off, switch the setting to Off. Turning off Microsoft Defender Firewall could make
your device (and network, if you have one) more vulnerable to unauthorized access.
A self-explaining easy GUI is depicted in Fig. 5.6.

o wine
File Action View Help
e« @ Em

3 Inbound Rules

E% Outbound Rules

¥4 Connection Security Rules
B, Menitoring

& Windows Defender Firewall wit KT L ey v Security on Local Computer

# Windows Defender Firewall with Advanced Secusity provides network secusity for Windows computers.

Overview
Domain Profile
Q Windows Defender Firewal is on.
@ Inbound connections that do nol match a e are blocked.
ﬁ' Outbeund connections that do not malch a rule are allowed.

Private Profile

& Windows Defender Firewsl is on.

Q Inbound connections that do not match a nie are blocked.
Zﬁ' Outheund connections that do not match a e are allowed.

Public Profile is Active

@ Windows Defender Firewal is on.

@ Inbound connections that do not match a rie ane blocked.
ﬂ' Outhound connections that do not malch a nue are allowed.

g Windows Defender Firewal Properties

Getting Started
Authenticate communications between computers

Craats connection secury rules to spaciy how and when connections balween computans|

pratected by usng Inteme! Protocal securty (IPsec).

BY Connection Securty Fules

View and create firewall rules

Windows Defender Firewall with Advanced Security on Local Com... X

Domain Profile ' Private Profle  Public Profile  IPsec Settings

Specify behavior for when a computer is connected to its comarate
domain.
State
Firewal state:

@
[

On frecommended) v
Block (defaut) v]

Quitbound connections: Alow (default) ~

Protected network connections: Customize...
Settings

Specify settings that control Windows

5 Defender Firswall behavior. Customize...

Logging
Specify logging seltings for

troubleshooting. Cuslomize...

Fig. 5.6: Windows Defender Firewall

Ubuntu O8§ 20.04 also has an inbuilt firewall named an uncomplicated Firewall {UFW). We can
confligure our rules [or incoming and culgoing packels based on or work Lype and requirement.
Command-line interface or GUT both are available, A self-explaining easy GUT is depicted in Fig, 5.7,

Firewall
Status

incoming: Deny ¥

Outgoing: Allow -
Rules

To Action

Firewall
Status

Firewall: Add Rule
Preconfigured Simple

From
Allow + In ¥

show extended actions

Advanced

From:| IF A

To:

Close Add

Fig. 5.7: GUI of UBUNTUW's Uncomplicated Firewall (UFW)
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Practical Related Questions

Nole: Below given are (ew sample questions lor reference.

e B =

Lo |

Set up a rule to block the FI'P port of your system.
Create a user account named “AICTE” in your OS.

Suggested Learning Resources

[1] Tyler § Payne, WINDOWS 10, Improving Privacy & Security. 2020.
[2] M. Meyers, Mike Meyers’ CompTIA A+ guide : essentials : exam 220-701. New York: Mcgraw-Hill,
2010,

Suggested Assessment Scheme

Whal are Lthe safeguards provided by selting up passwords o BIOS and UEIT?

How users can encrypl their dala with (357 Name some Lhird-parly sollware Loo.

How do vou configure an automatic backup of vour specified folders after every 12 hours in
Windows 10 operaling system?

The given performance indicators should serve as a guideline for assessment regarding process and product
related marks.

Performance Indicaters Weightage |Marks Awarded

Process Related: .......... Marks* {.......... %)

1. Environment Readiness by student 10

2. Explanation of practical components i.e., section 1.2 to 1.7 20

3. Procedure adeption and step-by-step explanation 10

4. |Viva voce 10
Process Related: .......... Marks* {..........%])

S. Password setting to BIOS and UEFI & Rastricting 10

Boot Order Chanhge

5. User Account creation 10

7. Use of data encryption tool 10

8. Turning on the Firewall and setting rules. 10

9. Setting up autcmatic backups. 10

Total 100%

* Marks and percentage weightage for product and process assessment will be decided by the

teacher.

Marks Awarded

Signature of Teacher
with date

Process Related Product Related Total
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ANNEXURE

CO AND PO ATTAINMENT TABLE

Course outcomes (COs) for this course can be mapped with the programme outcomes (POs) after the
completion of the course and a correlation can be made for the attainment of POss to analyze the gap, After
proper analysis of lhe gap in Lhe allainmenl of POs necessary measures can be Laken Lo overcome Lhe
gaps.

ANNEXURE A: Table for CO and PC allainment

Attainment of Programme Outcomes
(1- Weak Correlation; 2- Medium correlation; 3- Strong Correlation)
PO-1 | PO-2 | PO-3 | PO-4 | PO-5 | PO-6 | PO-7 | PO-& | PO-9 | PO-10 | PO-11 | PO-12

Course
Outcomes

CO-1
CO-2
CO-3
CO-4
CO-5
CO-6

‘I'he data filled in the above table can be used for gap analysis.



APPENDICES

Shorteut keys enable computer users to operate desktop and applications more efficiently & conveniently.
This section lists various shortcut keys or key combinations for performing task in alternative way which
generally performed via mouse.

APPENDIX A: Shortcut Keys for Web Browsers

KEY | ACTION
TABS
Ctrl+1-8 Switch to the specified tab, counting from the left
Ctrl+9 Switch to the last tab
Ctrl+Tab Switch to the next tab (tab on the right)
Ctrl+Shift+Tab Switch 1o the previcus tab (tab on the left)
Ctrl+W, Cirl+F4 Close the current tab
Ctrl+3hift+T Reopen the last closed tab
Ctrl+T Cpen a new tab
Ctrl+N Cpen a new browser window
MOUSE ACTIONS FOR TABS
Middle Click a Tab Close the tab
Ctrl+Left Click, Middle Click Open a link in a background tab
Shift+Left Click Open a link in a new browser window
Ctrl+Shift+Left Click OCpen a link in a foreground tab
NAVIGATION
Alt+Left Arrow or Backspace Back
Alt+Right Arrow or Shift+Backspace Forward
F5 Reload the Webpage
Ctrl+F5 Reload and skip the cache
Escape Stop
Alt+Home Open homepage
ZOOMING
Ctrl and + or Ctrl+Mousewheel Up Zocm in
Ctrl and - or Ctr+Mousewheal | Zoom out
Down
Ctrl+0 Default zoom level
F11 Full-scresn mode
SCROLLING
Space or Page Down Scroll dewn a frame
Shift+Space or Page Up Scroll up a frame
Home Top of page
End Bottom of page
Middle Click Scroll with the mouse. {Windows only)
ADDRESS BAR
Ctrl+L or Alt+D or F6 Focus the address bar to start typing
Cirl+Enter Prefix www. and append .com
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SEARCH
Ctrl+K or Ctrl+E Focus the browser's built-in search box
Alt+Enter Perform a search from the search box in a new tab
Ctrl+F or F3 Cpen the in-page search box to search on the page
Ctrl+G or F3 Find the next match of the searched text on the page

Ctrl+Shift+G or Shift+F3

Find the previcus match cf the searched text on the page

HISTORY & BOOKMARKS

Ctrl+H Cpen the browsing history
Ctrl+J Open the dewnload history
Ctrl+D Bookmark the current website
Ctrl+Shift+Del Open the Clear Browsing History window
Other Functions
Ctrl+P Print the current page
Ctrl+3 Save the current page to your computer
Ctrl+O Cpen a file from your computer
Ctrl+U Open the current page’s source code (Not in IE}
Fi2 Open Developer Togls
APPENDIX B: General Purpose Shortcut Keys for Windows 10
KEY ACTION
Ctrl + X Cut the selected item

Ctrl + C (or Ctrl + Insert)

Copy the selected item

Ctrl + V {or Shift + Insert)

Paste the selected item

Cirl+ Z

Undo an action

Alt + Tab

Switch between open apps

Alt + F4

Close the active item, or exit the active app

Windows logo key + L

Lock your FC

Windows logo key + D

Display and hide the desktop

F2

Rename the selected item

F3 Search for a file or folder in File Explorer

F4 Display the addrass bar list in File Explorer

F5 Refresh the active window

F6 Cycle through screen elements in a window or on the desktop
F10 Activate the Menu bar in the active app

Alt + F8 Show your password on the sign-in screen

Alt + Esc Cycle through items in the order in which they were opened

All + underlined letter

Perform the command for that letter

Alt + Enter

Display properties for the selected item

Alt + Spacebar

Cpen the shortcut menu for the active window

Alt + Left arrow

Go back

Alt + Right arrow

Go forward

Alt + Page Up
Alt + Page Down

Move up one screen
Move down one screen
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Ctrl + F4 Close the active document (in apps that are full-screen and let you
have multiple documents open at the same time)
Ctrl + A Select all items in a document or window

Ctrl + D {or Delele)

Delete the selected item and move it to the Recycle Bin

Ctrl + R {or F5)

Refresh the active window

Ctrl+ Y

Redo an action

Ctrl + Right arrow

Move the curser to the beginning of the next word

Ctrl + Lett arrow

Move the cursar to the beginning of the previous word

Ctrl + Down arrow

Move the cursor to the beginning of the next paragraph

Ctrl + Up arrow

Move the cursor to the beginning of the previous paragraph

Ctrl + Alt + Tab

Use the arrow keys to switch between all open apps

Alt + Shift + arrow keys

When a group cr tile is in focus cn the Start menu, move it in the
direction specified

Ctrl + Shift + arrow keys

When a tile is in focus on the Start menu, move it into ancther tile to
create a folder

Ctrl + arrow keys

Resize the Start menu when it's open

Ctrl + arrow key (toc move
to an item) + Spacebar

Select multiple individual items in a window or on the desktop

Ctrl + Shift with an arrow

Select a block of text

key

Ctrl + Esc Open Start

Ctrl + Shift + Esc Open Task Manager

Ctrl + Shift Switch the keyboard layout when mulliple keyboard layouts are
available

Shift + F10 Display the shortcut menu for the selected item

Shift with any arrow key

Select more than one item in a window or on the desktop, or select
text in a document

Shift + Delete

Delete the selected item without moving it to the Recycle Bin first

Right arrow Open the next menu to the right, or cpen a submenu
Left arrow Open the next menu to the left, or close a submenu
Esc Stop or leave the current task
PriSen Take a screenshot of your whole screen and copy it to the clipboard
APPENDIX C: General Purpose Shortcut Keys for UBUN'TU 20.04
KEY ACTION
Ali+F1 or the Switch between the Activities overview and desktop. In the overview,
Super ke start typing to instantly search your applications, contacts, and
> v documents.

AlLeFo Pep up command window (for quickly running commands).

t+

Use the arrow keys to quickly access previously run commands.

Super+Tab Quickly switch between windows. Hold down Shift for reverse order.
g . Switch between windows from the same application, or from the

uper+

selected application after Super+Tab. (the " key is above Tab}
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Switch between windows in the current workspace. Hold down Shiit for

SRS reverse order.
Give keyhoard focus to the top bar. In the Activities overview, switch
Ctri+Alt+Tab keybeard focus between the top bar, dash, windews overview,
applicaticns list, and search field. Use the arrow keys ¢ navigate.
Super+A Show the list of applications.
Super+Page Up
and Switch between workspaces.

Super+Page Down

Shift+Super+Page Up
and
Shift+Super+Page Down

Move the current window to a different workspace.

Shift+Super+Left arrow Move the current window one monitor to the left.
Shift+Super+Right arrow | Move the current window one monitor to the right.
Ctrl+Alt+Delete Show the Power Off / Restart dialog.
Super+L Lock the screen.
Super+V Show the nofification list. Press Super+V again or Esc to close.
APPENDIX I: General shortcut keys for OpenOffice.org

KEY ACTION
Enter key Activates the focused button in a dialog.
Esc Terminates the action or dialog. If in OpenOffice.crg Help: goes up one

level.

Spacebar Toggles the focused checkbox in a dialog.
Arrow keys Changes the active control field in an opticn section of a dialog.
Tab Advances focus to the next section or element in a dialog.
Shift+Tab Moves the tocus to the previous section or element in a dialog.

Alt+Down Arrow

Opens the list of the control field currently selectad in a dialog. This
shortcut applies te combo boxes and to icon buttons with pop-up menus.
Close an cpened list by pressing the Esc key.

Del Deletes the selected items into the recycle bin.
Shift+Del Deletes the selected items without putting them in the recycle bin.
Backspace When a folder is shown: goes up one level (goes back).

. Removes direct formatting from selected text or objects {as in Format >
Ctrl+Shift+ Spacebar Default Formatting).
Ctrl+Tab When positioned at the start of a header, a tab is inserted.

Enter {if a drawing
object or text object is
selected)

Activates text input mode.

Ctrl+O Opens a document

Cirl+5S Saves the current document

Cirl+N Creates a new document

Shift+Ctrl+N Opens the Templates and Documents dialeg.
Ctrl+P Prints the document.
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Ctrl+Q Exits the application.

Ctrl+X Cuts the selected items.

Ctrl+C Copies the selected items.

Ctrl+V Pastes from the clipboard.

Ctrl+Shift+V Opens the Paste Special dialog.

Ctrl+A Selects all.

Ctrl+zZ Undoes last action.

Ctrl+Y Redoes last action.

Ctrl+Shift+Y Repeats last command.

Ctrl+F Calls the Find & Replace dialog.

Ctrl+Shift+F Searches for the last entered search term.

Crl+ShiftsJ 'g;glggles the view between Fullscreen mode and normal mode in Writer or

Ctrl+Shift+R Refreshes (redraws) the document view.

Ctrl+Shift+I Enables or disables the selection cursor in read-only text.

Ctrl+| Applieg the It.a.IiC attribute to the selected area or the word in which the
cursor is positioned.

Cirl+B Applieg the Bqld attribute to the selected area or the word in which the
cursor is positioned.

Ctrl+U Applies the Underlined attribute to the selected area or the word in which

the cursor is positioned.
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<TH>..</TH>, 96
<TR>..</TR>, 96

INDEX

<U>.</U>,91
<UL>, 93

A

Actuator, 36
Adware, 154

ALU. See Arithmetic and logical

unit
anchor tags, 98
Anti-virus software, 156
Arithmetic and logical unit, 28
attribute, 89
Authenticity, 153
Autocorrect, 130
Availability, 153

B
Backdoor, 154
Backup & Recovery, 175
Baidu, 12
Baiting, 154
Bar Code Reader, 37
BIOS, 174
Bit, 29
Body, 90
Boot Order, 176
Boot Sequence, 62
Botnet, 155
Braille Reader, 39
Browser Engine, 10

Byte, 29

C
CALC Interface, 131
Cascaded style sheets, 103

cat: view complete file content, 76

cd: change directory, 74
cells, 131
Central Processing Unit, 28
Character Formatting, 129
Chart, 132
chrome browser, 6
add-ons, 7
address bar, 6
bookmark, 7
close, 7
customize and control, 8
extensions, 7
minimize, 7
navigation buttons, 6
new tab, 7
refresh button, 6
restore down, 7
right-clcking, 8
search tab, 7
synchronization, 8
title, 6
clean install, 61
Ubuntu, 61
windows, 66
Clear: clears the terminal, 77

Cloud Computing, 4
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cmp: compare tow files, 78
Command mode, 79
Computer port, 51

computer system, 27
Confidentiality, 153

Control Unit, 29

cp: copy files, 77

CPU. See central processing unit
Crawling, 13

CRT, 32

CSS. See Cascaded style sheets

CSS Color/Background Proper-
ties, 107

CSS Font Properties, 106
CSS Properties, 106

CSS Selectors, 105

CSS Text Properties, 107

CU. See Arithmetic and logical
unit

D

daisy wheel printer, 39
Data backup, 155
Data Encryption, 174
Data persistence, 10
diff: display differences, 78
Digital Camera, 38
digital India, 17

focus, 18

Pillars, 19

Portals, 19, 21, 23

Empowerment, 23

Infrastructure, 19

Service Based, 21
vision, 18
What is, 18
Display, 31

Distributed denial of service
(DDoS), 155

DLP, 33

DNS, 4

docked toolbar, 125

Document, 126
closing, 128
opening, 127
printing, 128
saving, 127

Selecting, Cutting, and Pasting,
128

starting, 126
Dot matrix printer, 39
Download, 4
DRAM, 30
DROP DOWN BOX, 101
Duckduckgo, 12
DVI, 52

E

echo: write a string to standard
output device, 77

ECP Parallel LPT port, 52
EEPROM, 30

element, 89

Email, 4

Encryption, 156

EPROM, 30

Ethernet Port, 51
Exabyte, 29
External CSS, 104

F

Female ports, 51

Filetype, 4

Finding and Replacing, 129
Firewall, 155, 175, 177, 178
FireWire, 52

Flash memory, 31

Floating toolbars, 125
Formulas, 133

FOSS, 81

Freezing, 132

FTP, 3

G
Gigabyte, 29
Google Search, 14
Advanced, 16
Commands, 14
Operators, 14
Symbols, 14

Google Search Engine. See search
engine:variants

Graphic Tablet, 38
Graphics card, 40

grep: globally search for regular
expression and print out, 78

H
hard disk drive, 36
comparision-hdd and sdd, 36

components, 36
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solid state drive, 36
HDD. See hard disk drive
HDMI, 51
Head, 90

help: display information about
built-in commands, 78

history: lists the commands typed
during the session, 78

HTML, 89

HTML Forms, 100
HTTP, 3

HTTPS, 3
Hyperlink, 4
hyperlinking, 98
Hypertext, 89

|

impact printers, 39
IMPRESS Interface, 135
Indexing, 13
information, 152
INFORMATION SECURITY, 152

GOALS, 153

What is, 152

INFORMATION SECURITY
BEST PRACTICES, 156

Automated Teller Machine, 169

Avoiding Social Engineering
Attacks, 163

Email Communication, 161
General Computer Usage, 157

General Internet Browsing, 158

Home Wi-Fi Network, 162

Instant Messaging, 167
Online Transaction, 168
Password Management, 159
Public Computer, 169

Removable Information Stor-
age Media, 160

Smart Device, 164
Social Networking, 166
Inkjet printer, 39
Inline CSS, 103
Input devices, 37
INPUT TAG, 100
Insert mode, 79
Integrity, 153
Internal CSS, 103
internet
applications, 2
definition-what is, 2
glossary, 3
Intrusion detection system, 156
Intrusion prevention system, 156
IP spoofing, 155
ISP, 4

Joystick, 38
JS interpreter, 10

K
keyboard, 33
Keyloggers, 154
keys, 34

character, 34

function, 34
modifier, 34
navigation, 34
numeric, 34

system command, 34

Kilobyte, 29

L
laser printer, 39
LCD, 32
Light Pen, 38

Is: lists content of directory, 74

Male ports, 51
Malware, 153

Man-in-the-middle (MitM)
attack, 155

Markup, 89
Megabyte, 29
MEMORY UNIT, 29
Microphone, 38
Microprocessor, 28
Microsoft Bing, 12
mkdir: create a new directory, 75
Modem, 4
monitors, 32
mouse, 34
basic operations, 34
mechanical, 35
optical and laser, 35

mv: move, 75
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N
Navigator, 137

Network equipment, 4

Network Threats, 155

Networking Component, 10

nonimpact printer, 39

Non-repudiation, 153

(0
OLED, 33
OpenOffice, 120
Advantages, 122
CALC, 131
Impress, 134
installation, 120
Writer, 122
open-source, 60
operating system, 60
personal computer, 60
smart phone, 60

Output Devices, 39

P

Paired Tags, 89

Paragraph Formatting, 129
Petabyte, 29

Pharming, 155

Phishing, 154

Plasma Monitors, 33
Platters, 36

Plotter, 40

Podcast, 4

Portal, 24
college, 26
how to navigate, 26
state, 24
features, 24
How to navigate, 25
Presentation, 134, 137
Animation Effect, 138
formatting, 137
printing, 140
running slide show, 139
Primary Memory, 30
Printer, 39
Projector, 39
PROM, 30
PS/2, 51

pwd: print working directory, 74

Q

Quid pro quo scam, 154

R
RAM, 30
Random Access Memory, 30
Ranking, 14
Ransomware, 153
Read/Write arm, 36
Read-only Memory, 30
Rendering Engine, 10
repeat: repeats commands, 77

rm: remove files, 75

rmdir: remove a directory if its
empty, 75

ROM, 30

S

Scanner, 37
search engine, 11
How do work, 13
variants, 12
What is, 11
Secondary memory, 31
Serial Port, 51
Session hijacking, 155
sheets, 131
shell, 72
features, 73
command history, 73
command interpretation, 73
multitasking, 73

piping and I/O redirections,
73

prompt, 73
wildcards and aliases, 73
types, 73
Shell commands, 74
Singular Tags, 89
Slides Pane, 136
Smishing, 154
Sniffers, 155
Social Engineering Attacks, 154
Sound Card, 40
Speaker, 39
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Spelling and Grammar Checking,
130

Spindle, 36
Spreadsheet, 131
Spyware, 154
SRAM, 30

SSD, 36

SSDs, 36

Storage devices, 40
Stylus, 38
S-video, 52
Sweepers, 154

T
Tasks Pane, 136
TCP/IP, 4
Terabyte, 29

Terminal, Information & Utility
Commands, 77

TEXT AREA, 101

TFT, 32

thermal printer, 39

thermal printers, 39

Touch screen, 38

Touch Screen Monitors, 33
touch: create file, 76
Trojan, 153

U
UEFI, 174
UI Backend, 10

Unfreezing, 132
Upload, 4

URL, 3

USB, 51

VGA, 52

Vi editor, 79

virtual private network, 156
Virus, 154

Vishing, 154

VPN. See virtual private network

w

wc: word count, 78
web browser
basic-understanding, 5
constituent, 10
features, 9
Ad blocking, 9
Auto update:, 9
bookmarking, 9
browser history, 9
download management, 9
form management, 9
Incremental search, 9
Page zooming, 9
password management, 9
privacy mode, 9
spell checking, 9
tabbed browsing, 1, 9
Google Chrome, 5

Microsoft Edge, 5
Motzilla Firefox, 5
Opera, 5
Safari, 5
user interface, 10
web searches types, 13
informational, 13
navigational, 13
transactional, 13
Webcam, 38
Webpage, 4
Website, 4
Workspace, 137
Worm, 154
Writer Interface, 122
WYSIWYG, 90

Y
Yahoo, 12
Yandex, 12
Yottabyte, 29

Zettabyte, 29
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